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Xiilasa. Bugiiniin harbi-siyasi realliglar1 6lkonin milli tohliikasizliyini tomin etmok mogsadilo
Silahli Qiivvalarin har an golocokds bas vers bilocok miiharibalors hazir olmasini tolob edir. Ciinki
kegmisdoa oldugu kimi, horbi garsidurmalara sabab olan tobii sarvatlor ugrunda miibariza, dévlstlorarasi
rogabat, hegemonlugq istayi, homginin ideoloji forglor vo tohliikasizlik qaygilari golocokds do davam
edocak. Bununla yanasi, texnologiya sahasinds olda edilon va gozlanilon siiratli inkigaf ononovi doyiis
forma va isullarin1 oshomiyyatli dorocads doyismisdir. Belo Ki, galocok miiharibalords hadisalar, 0
cimlodon doyiis foaliyyatlori daha siiratlo coroyan edoacok, molumat miibadilasi vaziyyoti tez-tez
dayisacok, zorbalor qisamiiddatli, lakin dogiq ve dagidict olacaqdir. ©vvoalki miiharibalords harbi
omoaliyyatlarin mogsadlarine nail olmagda asas rol oynayan, diismonlo bilavasito tomas tolob edon hiicum
vo midafio Kimi ononovi doyiis novlori ohomiyyatini itirocok, doyiisiin yeni tsul vo formalart
yaranacaqdir. Bu forma va {isullarin Silahli Qiivvalordsa dyranilmosi vo moharatlo totbigi gealacok
mitharibolorde ugur qazanmagin osas sortlorindon biri olacaqdir. Galocok miiharibalorin xarakterinin
oyranilmasi, harbi amaliyyatlarin {isul va formalarinin prognozlasdirilmasi ti¢iin magaloda elmi-texniki
sahada bas veran va gozlonilon dayisikliklar tahlil edilorok, onlarin harb isina tasiri aragdirilir. Bundan
basqa, mogalonin avvalindo miiharibonin xarakterini daha yaxsi anlamag magsadilo onun sabablori
nozordon kegirilir.

Acar sozlar: miihariba, siyasi, siilh, miinaqiso, ziddiyyat, strategiya, hibrid

Giris

Miiharibs haqqinda ilk malumat taxminan 5000 il bundan avval geyds alinmigdir va bu giino gadar
bosar tarixinin bir hissasi olaraq qalmaqdadir. Tarixi hadisalor gostarir Ki, heg bir nasil vo 61ko miihariba
tohliikasindan sigortalanmayib vo bu tohliika diinyanin on aktual problemlarindon biridir. Umumilikdo
miiharibs insanlarin dincliyini pozan, hayat saviyyasini asagi salan vo comiyyatds koklii doyisikliklora
sobob olan negativ fenomendir. Ciinki miiharibalor ddyiis, silahlanma, 6liim, ozab-oziyyat vo dagmtilar
demakdir. Bununla belo bazi todqiqgatcilar torofindon miiharibalorin 6lkanin inkisafinda miisbat rol
oynadig1 da qgeyd edilir. Belo ki, miiharibalor yeni texnologiyalarin inkisafini siiratlondirarak, igtisadi
artrmi1 Vo yeni is yerlorinin acilmasini stimullagdirir. Masalon, ikinci Diinya miiharibasindon sonra agir
sonayeda ¢alisan hom gadin, ham ds acnabi vatondaslarin say1 shamiyyatli doracads artmisdir. Miihariba
6lkanin vatondaglarini iimumi diismana qarsi birlogdirarok, milli 6ziiniidorks vo oyanisa Sabob olur.
Bundan basqa, harbi omoliyyatlarda silahli qiivvalor miiayyan doylis tocriibasi oldo edir. Lakin
miiharibanin manfi cohatlori va 6lkalars vurdugu ziyan daha ¢oxdur va bu sebsbdan arzuolunmazdir.

Miiharibalor miiasir diinyada arzuolunmaz olsa da, beynalxalq miinasibatlar sisteminds meydana
golon garsidurmalarin hall edilmasinds harbi giiciin istifadasi vacib rol oynayir. Beynolxalq hiiquq
normalarina baxmayarag, bazi dévlstlor miixtalif bahanalar gotirarok, basqa dovlatin arazi biitovliiyt va
siyasi miistaqilliyi aleyhina giic totbig etmokdan ¢okinmirlor. Fikrimizca, bu tendensiya golocokds do
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davam edocok. Belolikla, 6lkanin indiki vo galocok diinyada miistaqil bir subyekt kimi mévcudlugu,
orazi biitovlilyiiniin Vo maraqlarmin mimkiin tohliikkelordon qoruya bilmasi boyiik 6lgiido silahli
miinaqisoloro hazir olmasindan asilidir. Bu iss hom ke¢misds, hom do hazirda coroyan edon
miiharibalarin tohlil edilorak, galacak harbi amoliyyatlarin forma va iisullarinin prognozlasdirilmasini
sortlondirir.

Miiharibalarin tohlili vo prognozlasdirilmasinda inkisaf etmis dovlatlorin tacriibasinin, harbi
omoliyyatlarda oldo etdiklori ugurlarin, habelo ugursuzluglarin saboblarinin Gyranilmasi vacibdir.
Bununla bels kegmis tocriibalorin darindan tohlil edilmadan birabir taglidi eyni sohvlarin tokrarlanmast,
yaxud maglubiyyat ila naticalonir. ikinci Diinya miiharibasinds silah vo texnika baximdan giiclii olan
Fransanin qisa middotdo Almaniya qarsisinda moglubiyyoto ugramasinin Sobobi, mohz harbi
doktrinalarinda texniki yeniliklorin nozars alinmamasi va Birinci Diinya miiharibasinin doyiis forma,
tisul Vo qaydalarina bagli qalmasidir [1]. 44 giinliik Vaton miiharibasi arafasinds Ermanistanin siyasi va
harbi rahbarlari do oxsar sohva yol verdilor. Bunlar1 nazars alaraq hesab edirik ki, dovriin elmi-texniki
toroqqisi ilo six bagli olan doyiisiin yeni forma vo tisullarinin effektiv totbigi miiharibado ugur oldo
etmonin an asas sartlorindandir. Mahz bu soboabdan déyiisiin yeni forma va tisullarinin 6yrenilmasi v
galacok miiharibalorin xiisusiyyatlarinin prognozlasdiriimasi harb elminds an aktual problemdir.

Qeyd edildiyi kimi, elm va texnologiyanin inkisafi miiharibalorin xarakterina boyiik 6lgiida tosir
edir. Masalan, baritin ixtiras1 naticasinde meydana golan top, tiifong, tapanca, avtomat vo pulemyot kimi
odlu silahlar harb isinds ingilaba sebab olmus, miiharibonin, elaco do déyiisiin forma vo tisullarin
ohomiyyatli dorocods doyismisdir [2]. Oxsar gaydada buxar masinlarinin vo daxili yanma
miiharriklorinin kosfi sayasinds meydana goalon gatar, tank, toyyara vo yeni név gomilor miiharibanin
slirot vo dorinliyini artirmaqla yanasi, shato dairasini do genisladirdi. Niivo fizikasinin inkisafi, niivo
energetikasinin yaranmasina tokan vermokls, boyiik dagidict qlivvays malik olan vo bununla da
miiharibanin yeni ganun va prinsiplarini ortaya goyan niiva silahinin Kosfino apardi. Qeyri-salis mantiq
nozoriyyasi miirokkob Vo qarisiq mihitdo gorar gobuletms imkanina malik, homginin miixtolif
omoaliyyatlar1 insan miidaxilosi olmadan yerino yetiron siini zokanin inkisafina tokan verdi. Naticodo
yariavtonom idaroedilon silah sistemlori meydana goldi. Bu istigamatdo davam edon aragdirma vo
aparilan sinaqlar avtonom idaroedilon silah vo texnikalarin yaxin golocokds ddoyiislordo totbiq
olunacagini gostorir.

Beloliklo, elmi-texniki toroqqi istisnasiz olarag, insan foaliyyatinin biitiin saholori Kkimi,
mitharibonin do tisul vo formalarinin inkisafina nozoragarpan tosir gostorir. Golocokdo do horbi
amoaliyyatlarin mazmun va tipologiyasi, Strategiya va taktikasi, silahli birlogmalarin tatbiginin forma va
tisullar1 elmi-texniki toragqginin, asasan, siini zoka, biotexnologiya, nanotexnologiya kimi sahalords bas
veran siiratli inkisafin tosiri altinda formalasacaqdir.

Miiharibanin sabablari

Tohlillor bagor tarixinin sadoco 8 faizinds siilh dovrii oldugunu géstormisdir [3]. Bununla bels,
miiharibanin, yaxud silahli miinagisonin baslanma Soboblori miixtalif vaxtlarda forgli olmusdur. Bazi
todqiqat¢ilar iddia edir ki, miihariba iqtisadi, dini vo siyasi sobablora géra yaranir. Digorlori iso
giiniimiizdo oksor miiharibolorin ideoloji sobobloro géra aparildigimi diisiiniirlor. Umumi olaraq,
miiharibalorin baslanma sabablori iki yanagma altinda qruplasdirilir: anonavi vo miiasir nozariyyslor [4].
Ononavi nazariyyays goéra miiharibanin baslanma Sababi miixtolif millatlor, dovlatlor, comiyyatlor,
homginin etnik vo dini gruplar arasinda movcud olan sosial vo iqtisadi tarazligin pozulmasidir.
Tarazligin pozulmasi naticasinde meydana galon qarsidurma iss dovlatlori siddat tatbiq etmays aparir.
Bu nazariyyanin torofdarlar1 hesab edirlor ki, miiharibs insanin tobistina xas olan siddatin tozahiiriidiir.
Bunlardan XVII asrds yasamis boyiik filosof Tomas Hobzun “Leviathan” asarina gors, ehtiyaclari va
maraqlar1 namins, hamginin homin maraglara tohliiko yarandiqda insan siddot totbigq etmoys meyillidir
[5]. Dovlat va sosial gruplar miisyyan orazido oxsar ehtiyac vo maraglara sahib olan insanlardan
formalasdig1 ti¢iin onlarin istoklorini hayata kegiran bir vasitadirlor. Bu sababdan bir dovlat va ya ayri
sosial grup ehtiyaclarinin garsilanmasina, yaxud maraqlarinin hoyata kegirilmasine mane va tohliiko
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hesab etdiyi digor dovlat, siyasi, dini, etnik tnsiirlora qarst siddat tatbiq etmoys meyillidir. Bu siddat,
artan ehtiyaclarin qarsilanmasi, yaxud maraqlarinin miidafiasi {i¢iin qabaqlayict va zoraki todbirlarin
goriilmasini nozards tutur. Galocokds do miixtalif sabablors gérs maraglarin toqqusmasi davam edacayi
Vo yeni miiharibalorin olacagi prognozlasdirilir. ©nanavi nazariyyanin niimayandalarindon biri olan
Yakov Novikovaya gors, bir ¢ox hallarda forgli etnik, ideoloji vo dini gruplar arasinda silahli
qarsidurmalar Vo miiharibalor comiyyatda otalot qilivvesi yaradan tarixi ssbabloro goéra davam edir vo
tokrarlanir [4].

Miiasir yanagmaya gora miiharibonin meydana galmosinin sobabi subyektlor (d6vlat, etnik, dini
gruplar vs s.) arasinda mévcud olan ziddiyyatlorin irrasional (moentigs sigmayan) yolla hall edilmasidir.
Bu yanagmaya gora ziddiyyatlor har zaman movcud olub, lakin bunlarin ¢éziilmasi vo siilhiin alds
edilmasi tigiin rasional yollar mévcud oldugu halda, bazan gorarlar emosiya, yaxud instinkts asaslanaraq
gobul edilir. Masalon, 44 giinliik Vaton miiharibasindo moglub olan vo ordusu darmadagin edilon
Ermonistanda miiharibadon sonra revansizm harakatlorinin bas qaldirmasi vo Azorbaycanla siilh
miigavilasinin baglamasindan boyun gagirmasi irrasional vo tohliikali davranisdir. Ciinki ndvboti dofo
Azorbaycan vo Ermonistan arasinda miihariba olacagi togdirds, sonuncunun ¢ox agir maglubiyyato
ugradilaraq, varligina son qoyulacagma dair fikirlor diinyanin aparici harbi ekspertlori torafindon
dofalorlo soslondirilmisdir. Miiharibodon sonra Azarbaycanin Qarabagda apardigi ugurlu antiterror
omoliyyatlar1 bunun siibutudur. Ermanistanin rasional davranaraq Azorbaycanla siilh miiqavilasini
imzalamas1 ona regional va beynalxalq layihalara qosulmaga va alavs galir alds etmaya imkan veracok.
Bu sobabdon Ermonistanda bas galdiran revansizm harokatlori basa diisiilon (montigo sigan) deyil.
Miiasir yanasmanin niimayandslori hesab edirlor ki, geosiyasi ambisiyalar, 6lka daxilinds sovinist
qivvalarin tesiri, danisiglarda vo daxili siyasotdo ugursuzlug, boyiikk dovlatlorin tasir dairasini
genislondirmok arzusu irrasional diisiinmanin vo miiasir miitharibalorin asas sabablarindandir [6].

Yuxarida gostarilon har iki sobab birbasa insan amili, onun tobiati, hamginin faaliyyatinin naticasi
ilo baglidir. Fikrimizca, galacokda gozlonilon elmi-texniki ingilab, asasan, siini zokanin bir ¢ox sahalords
insan1 avaz etmasi naticasinds dlkalorarasi miiharibs, yaxud silahli miinaqiso {igiin Sobab insan iradasi
olmadan da yaranacaqdir. Masalon, har hansi bir 61kado strateji miidafio sistemlorino integrasiya edilmis
stini zoka torofindon digor 6lkonin foaliyyatlorinin sohvon real tohdid kimi giymotlondirilmasi vo
gabagqlayici zarbo endirmok tiglin gorar gabul etmosi miimkiin olan ssenaridir.

Belalikla, hom ananavi, hom do miiasir yanagmalarin tahlili gostarir ki, beynalxalg alomds mévcud
olan ziddiyyatlarin hall edilmasinda siddatin, o ctimladan harbi giiciin totbigi asas vasitalardon biri olaraq
qalmaqdadir. Fikrimizca, goalocokds iqtisadi, ideoloji ilo miigayisads etnik zominds miiharibalarin
sayinda artim olacaqdir. Giinlimiizdo amerikali sosiolog va politolog Samuel Filips Hantington
“Sivilizasiyalarin toqqusmas1” kitabinda geyd etmisdir ki, forgli sivilizasiya maxsus millst vo gruplar
var olduqca, diinyada qarsidurmalar qagilmazdir vo bu da, 6z névbesindo yeni miiharibalorin
yaranmasina gatirib ¢ixaracaq [7].

Qeyd edildiyi kimi, basor tarixindo ictimai qurulusun tokamiilii ilo birlikde miiharibanin
xtisusiyyatlori do daimi doyisir. Miiharibanin xiisusiyyatlori dedikds, asason, onun baslama Sobabi,
gedisi vo sonu basa disiiliir. Biitiin bunlar 6lkedaxili vo 6lkoxarici siyasat, sosial vo beynalxalq
miinasibotlor sistemi, silah va texnikanm yeni névlorindan asili olaraq inkisaf edir. Inkisaf noticosindo
dovlatlorarasi miibarizonin, o ciimlodon doyiisiin yeni tisul vo formalart meydana galir.

Hazirda bio, nano, material, siini zoka vo informasiya sahosinds bas veron texnoloji ingilablar bir
torofdon insanin hayat vo saglamligina, is soraitinin keyfiyyatino tosir gostormaklo miisbot doyisikliklora
sobab olmus, digor torafdon iso dovlatlorarasi vo 61k daxilinds imkanlarin geyri-borabar paylanmasi vo
garginliyin artmast ilo naticalonmisdir. Garginliyin artmasi isa bir ¢ox hallarda yeni silahli miinaqiso vo
miiharibalorin yaranmasina sabab olur. Giiniimiizds bas veran bu silahli miinaqisalorin aparilmasinda
yeni tendensiyalar miisahids olunur. Bu tendensiyalar bas veran siiratli inkisafin tosiri olarag, doyiislards
stini zoka, informasiya texnologiyalarina osaslanmis yeni silah vo texnikalarin genis totbigi ilo
olagadardir. Fikrimizco, mahz bu silah vo texnikalarin genis totbig edilmasi galocok miiharibalorin
xarakterini miioyyan edorak, doyiisiin forma vo tisullarini avvalkilordon farglondiracakdir.
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Goalacak miiharibalarin xiisusiyyatlori

Karl Fon Klauzevitso gora, mitharibanin xiisusiyyatlori bugelomun kimi sorait vo zamandan asili
olaraq doyisir [8]. Xiisusiyyatlor altinda, 0 miiharibanin paradoksal ti¢liiyiinii nazards tuturdu: ehtiras,
yaradiciliq va siyasat [9]. Ehtiras miiharibanin ilkin elementi olaraqg insan tobistina xas olan nifrat, Kin,
adavat va zorakiliq Kimi reaksiyalar1 vo diismangilik faaliyyatlorini ehtiva edir. Yaradiciliq harb sanati,
ordunun faaliyyati, asason, miiharibanin geyri-miiayyan va qarisiq miihitinde komandirlorin moharat vo
bacarig1, doyiisiin iisul Vo formalar1 ilo baghdir. Ugiincii iso miiharibeni siyasetin vasitasine ceviron
hokumatin gobul etdiyi rasional gerarlardir [10]. Ictimai-siyasi hoyatda, madoniyyatlords bas veroan
doyisikliklor, hamg¢inin elmi-texnoloji toraqqi yuxarida geyd olunan tgliiyiin har birina yeni formalar
verir. Bunun naticasindo miihariboanin basladilmasi, aparilmasi va bitirilmasinin yeni sakil va tisullari
ortaya ¢ixir. Comiyyatin sosial strukturunda, homginin siyasi va beynslxalq miinasibatlor sisteminds bas
veran doyisikliklar, asason, ti¢liyiin birinci va iigiincii elementlorineg tasir edirss, elmi-texnoloji toraqqi
ikinci elements aid doyiisiin tisul Vo formalarini shomiyyatli doracads doyisir.

Doylisiin tisul vo formalari har zaman miiharibanin mogsadlorina nail olunmasinda asas rol
oynamugdir. Bu iisul va formalarin asili olduqlari an boyiik amil silah va texnika olmusdur. Indiki dévrds
do bu asililiq doyismaz olaraq qalir. Sadaca agor avvalki miiharibalords anonavi silahlarin tasiri sadaca
Kinetik, kimyavi va istilik enerjinin [11] giicii ilo Olgiiliirdiisa, golocokda uzaqdan yiiksok dagigliklo
hodaflori vurma vo avtonom cgalisma imkanlar1 ilo olgiilocokdir. Bu silahlar yiiksok informasiya-
kommunikasiya texnologiyalari, siini zoka, nanohissaciklar va zarraciklor fizikasi kimi fundamental vo
totbiqi elmlorin son nailiyyatlarina osaslanaraq, miiharibonin sokli, doyiislarin tisul vo formalarinda
koklii dayisikliklara sabab olacaqdir.

Son onilliklords yeni materiallarin istehsali, informasiya, rabito vo biotexnologiya sahslarinin
inkisafinda boyiik irsliloyis miisahido olunur. Bu iraliloyis yeni silah novlarinin, horbi vo xiisusi
texnikanin istehsalina gotirib ¢ixarmigdir. Hazirda informasiya, siini zoka vo digar gabaqcil
texnologiyalara osaslanan yiiksok dagigliya malik silah sistemlarinin totbigi, onlarin pilotsuz ugus
aparatlaria vo mosafodon idarosedilon digor vasitolora qurasdirilmasi doyiislorin xarakterini xeyli
doyisdirmisdir. Bu doyisikliklor “harbi sonstinds inqilab” adlanan yeniliklor gotirdi. “Horb sonatinds
inqilab” miiharibonin strateji, omoliyyat vo taktiki soviyyalori, horbi giicdon istifadonin mahiyyati,
magsadlari, imkanlari vo hadlori, hamginin doyiisiin iisul vo formalar1 haqqinda yeni miitoraqqi fikirlorin
formalagmasi ilo baglidir. 9slinds “horb sonstinds inqilab” yeni anlayis deyil. Yuxarida geyd edildiyi
Kimi, tarixboyu horbi texnika va silah inkisaf etdikco doyiisiin tisul vo formalar1 da tadricon doyismisdir.
Dayisikliklor avvalkilordan farglonirsa, onu totbiq edon torofo boyiik istiinliik vo qoti goaloba
qazandirirsa, hamginin mithiim siyasi va tarixi naticalars nail olunarsa, soziikegon ingilab bas verir. XXI
asrdo basariyyat XV—XVII osrlordo odlu silahlarin kiitlovi totbiqgi ilo horb sonotinds bas veran
doyisikliklorlo miigayiso edils bilon yeni bir ingilabinin astanasina yaximlagdi [12]. Uzun illardir horbi
oamoaliyyatlarin magsadlorina nail olunmasinda asas rol oynayan vo diismonlo bilavasito tomas tolob edan
hiicum, miidafia Kimi ananavi doyiis novlari arxa plana kegir. Yeni soraitdo tistiinliik qiivva vo vasitalorin
halledici istigamotdo comlosdirilmasi ilo deyil uzagdan, diismonlo yaxin tomasa girmadon daqig vo
sarsidict zoarboalorls aldo edilir. Miiasir miiharibalor uzag mosafodon, birbasa tomasa girmodon diismoan
qivvalarini boyiik itkiys maruz qoymag va texnikasini siradan ¢ixarmagqla onlarin mahv edilmasinin
miimkiinliiylinii gostordi. Bundan basqa, siini zokanin, yiiksok texnologiyalarin siirotlo inkisafi vo
onlarin ohato dairasinin daha da genislonmasi, golocokds daha {istiin imkanlara malik, avtonom
idaroedilon silah sistemlarinin vo xiisusi texnikalarin yaradilmasina yol agir. Texnika vo texnologiyalarin
inkisafin1 prognozlasdiran vo onlarin miiharibalorin gedisina tasirini dyronan aparici alimlor hesab
edirlar ki, XX1 asrin ortasinadok doyiislorin goriiniisii asagida gostarilon sahalorde meydana golocak yeni
kosf va ixtiralarin tasiri altinda sokillonacokdir:

— yiiksak enerji fizikasi: zorrociklor fizikasit kimi taninan, maddoni vo siialanmani togkil edan
hissaciklarin tabistini Gyronon fizika bolmasidir [13]. Yiiksok enerji fizikasi diinyada an siirotlo inkisaf
edon tadgigat sahalarindandir va aparict dovlatlarin elmi arasdirmalarinda miihiim yer tutur. Hesab edirik
ki, bu sahodo bas veron texnoloji inkisaf noticasinds fiziki prinsiplarin istifadasine asaslanan silahlar
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tokmillogacok, yaxud yeni novlori yaranacaqdir. Bunlar istigamstlondirilmis enerji (lazer) silahi,
homginin yiiksoktezlikli va radiodalgali, elektromaqgnit, geofiziki va infrases silahlaridir. Bu silahlarin
imumi xiisusiyyatlari gizli va gofil tatbiq edilmasi, elektron sistemlori ani siradan ¢ixartmaq imkaninin
olmasi vo adi silahlardan istifads etmadon canli qiivvani tolofata ugratmasidir. Hal-hazirda inkisaf etmis
olkolords sdziigedon silahlarin imkanlarmin artirilmasi iizra islor davam etdirilir. Istigamotlondirilmis
enerji (lazer) silahmin yeni novlarinin yaradilmasi vo onlarin effektivliyinin artirilmasit bu sahado
aparilan on ugurlu islordondir. ©lds edilon ugurlar bu istigamatds aparilan ¢oxsayl tadgigat vo yeni
texnikalarin meydana ¢ixmasi ilo slagadardir. Bu giino gadar aparici 6lkalor miixtalif moagsadlar iiciin
istigamatlondirilmis enerji (lazer) silahlarin1 hazirlamaga vo smmaqdan kegirmoays nail olublar. ABS
Ordusu 2022-ci ildo yiiksokgiiclii lazer silahinin prototipinin yaradildigini vo yaxin illordo onu
silahlanmaya qobul edilocayini bildirmisdir [14]. Bu silahin on boyiik tistiinliiyii enerjini isiq siirati ilo
otiirarok, hodofi aninda mohv etmosidir. Istiqgamatlondirilmis enerji sayasinde hadafi vurma dogigliyi
cox yiiksakdir, hamginin bu silah atos vaxti adi silahlardan forgli olarag, ses gixarmir va geri ¢okilmir.
Bundan basqa, enerjinin giiclinii tonzimloms miimkiinliiyii silahin mosafo 6lgmok, hadsfi siradan
¢ixarmaq Vo mohv etmok Kimi miixtolif mogsadlor ti¢iin istifadasine imkan verir. Demok olar ki, bu
silahlar geyri-mohdud ates giicine malikdir, ¢iinki miimkiin atislarin say1 yalniz enerji monbayinin
xususiyyatlorindon asilidir [15]. Hazirda moveud silahlarda gatismazliglarin aradan qaldirilmast vo
tokmillogdirmo islorinin siiratlo davam etdirilmasi, onlarin effektivliyini xeyli artiracaqdir. Yaxin
golocokda tokmillogdirilmis lazer silahi ilo uzaq mosafodon doyiis toyyarslorinin, pilotsuz ugus
aparatlarimin, peyklorin va raketlorin vurulmasi nazards tutulur.

— siini Zaka. Siini zoka, adston, insan zokasini talob edan vizual gavrayis, nitqin taninmasi, garar
gobuletms va dillor arasinda torciimo kimi vazifalori yerina yetirs bilon kompiiter sistemlorinin inkisafi
Kimi miiayyan edilir [16]. Son illords siini zoka (Al) sahasinds boyiik iraliloyiglor alds edilmisdir. Bu
sahado alds edilon son nailiyyatlor avvallor elmi fantastika kimi goriinonlari hoayata kec¢irmays imkan
verir. Belo Ki, siini zoka asasinda calisan kompiiter, robot vo digor texnikalar anliq olaraq irihocmli
informasiyan1 emal edir vo gorar gobul edir. Artiq insan miidaxilosi olmadan siini zoka sayasindo
avtonom idaroedilon miixtolif toyinatli sistemlorin niimunolori yaradilmig vo sinanmisdir. Bununla bels
miiasir siini zoka ilo insanamoxsus diisiinma, darketma, izahetma va problemi goymaq kimi foaliyyatlor
halalik miimkiin deyil. Lakin hesab edirik ki, algoritmlor iizorinds aparilan tokmillogdirma islori
golocokda siini zokanin imkanlarini daha da artiracaqdir.

Biitiin elmi-texnoloji nailiyyatlorin harb isinds genis totbig olundugunu nozars alsaq, siini zokanin
da silah va silah sistemlorinos inteqrasiyasi bas veracokdir. Son illar gabaqcil ordular siini zoka asasinda
caligan “agill” silah sistemlorinin islonmasing, inkisafina vo tatbigins xiisusi diggot yetirirlor. Aydindir
ki, golocokdo silahli giivvalorin doyiis potensiali, mohz “agilli” silah sistemlorin imkanlar1 ilo miioyyon
edilocokdir. Komanda markazi ilo sinxron g¢alisacaq “agilli” silah sistemlori golocok doyiislorin asas
elementi olarag, miiharibonin biitiin morhaloalorindo miihiim rol oynayacaqdir. Belo ki, “agilli” silah
sistemlori horbi amaliyyatlarin biitiin dorinliklorinda soraiti giymotlondirarok, hadafin noviino goéra
miistoqil effektiv zorbo endirmok gabiliyyatine malik olacaqdir. Bels ki, miirokkab algoritmlor sayasindo
slini zoka insan miidaxilasi olmadan novlaring, koordinatlarina vo mohvetmos ardicilligina géroa hadoflora
zarbs endirmak tigiin uygun ¢evik garar gobul edoacakdir. Siini zoka ilo miigayisads bu faaliyyst komanda
morkozinds an pesokar insanlar torafindon bels icra edildikdos daha ¢ox vaxt alacaqdir. Halbuki soraitin
stiratlo doyisdiyi miiasir Vo goalocok miiharibalordo zaman faktoru atoslo zorarvurmada ¢ox vacibdir.
Mohz bu sobabdan “agilli” silah sistemlarina malik olan ordular artiq miiharibanin avvalinds iistiinliik
alda edacoklar.

Soziigedon silah sistemlori hal-hazirda islonib-hazirlanma morhalasindadir, lakin onlarm yari
avtonom niimunolori artiq silahlanmadadir. Siini zoka ilo ¢alisan silah sistemlorinin daha da
tokmillagdirilmasi, avtonom doyiison robototexnikalarin yaradilmasi, hamin silah sistemlorinds yiiksok
doagigliys malik sursatlarin istifads edilmasi ham canli qiivvs arasinda itkini minimuma endiracak, hom
do hadoflari uzaq masafadon mohv etmoys imkan veracokdir. Bels Ki, siini zoka ilo idarsedilon silah
sistemlori, 0 ciimlodon harbi robototexnika avtonom olaraq orazi, iiz vo hodoftanima, koordinat
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mioyyanetmo, soraiti tohlil etmok vo gorar gobuletms, atosagma kimi imkanlara malik olacagindan,
doyiis meydaninda canli qiivvonin birbasa totbigini boyiikk ol¢lido azaldacaqdir. ABS-in miidafis
departamentinin miitoxassislorine gora, siini zoka silahli miinaqisalorin prinsiplorini biitovliiklo
dayisdirmakla, harb sanstindas barit va niive silahindan sonra tigiincii ingilaba sobob olacaqdir [17]. Lakin
onu da geyd etmok istayirik Ki, siini zoka onun istifadagilorino miisyyan problem yaradacaqdir. Bunlar
diisman torafindon siini zokaya miidaxilo edilorak, silaht 6z istifadogisine qars1 yonaldilmasi, doyiis
meydaninda diisman Vo dost qiivvalarin qarisdirilmasi, miilki shali vo obyektlora zarbalor endirilmasi
kimi problemlordir. Galocok miiharibalordo miivaffogiyyat aldo etmok iiciin silah vo texnikada siini
zokanin istifadasinin sobab oldugu bu kimi problemlarin halli miitlaqdir.

— nanotexnologiya. Oslinda nanotexnologiya bio vo material miithandisliyi sahasinds alds edilan
boyiik inkisafin naticasi olaraq yaranmisdir. Bu texnologiya madds, yaxud maddslor birlosmasine
molekul vo ya atom miqyasinda miidaxils edilorok, yeni struktur, cihaz vo sistemlorin dizayn edilmasi,
yaradilmasi1 Vo istifadasi ilo maggul olan elm sahasi ilo slagalidir [18]. Nanotexnologiya miixtalif
funksiyalara malik kicik, miniatiir cihazlarin hazirlanmasia vo onlarin bir sistem soklinds istifado
edilmasina sorait yaradir. Hesab edirik ki, nanotexnologiya osasinda hazirlanmis horbi tachizat, silah vo
texnika golocokds genis sokilda totbiq edilocokdir. Bu texnologiya sahasinds oldo edilon va gozlonilon
boylik inkisaf ki¢ikolgiilii horbi tayinath robotlarin, dronlarin, miisahids cihazlarinin, hamginin yiingiil,
lakin ¢oxfunksiyali geyim va tochizatlarin, zirehli gédokcalorin vo maskalanma vasitalarinin kiitlovi
sokildo istehsalina vo totbigine imkan verir. Bundan basqa, artiq nanotexnologiyalarin inkisafi
naticasindo miiasir elektronikanin aktiv komponentlorinin dlgiilori ohomiyysatli doracads kigilmisdir.
Homin komponentlorin 6lgiilori 0,1 mikrona gador vo ya daha az kigilmoaklo yanasi, onlarin yaddas
tutumu 10*2 bitdan cox artmisdir [19]. Nanotexnologiya sahasinds siiratli inkisaf bu gostaricilorin yaxm
golocokdo daha da tokmillogacayini gostorir. Bu sahodo oldo edilon ugurlarin informasiya-
kommunikasiya texnologiyalarinda genis totbigqi gostorir ki, novbati iki onillikdo omali yaddas
qurgularmin 6lgiilari kigilmoklo yanasi, onlarin informasiya emal (oxuma, yazma vo 6tiirma) siiratli
toxminan dord dofo artacaq, maya dayari iso xeyli azalacaqdir. Bu nailiyyatlorin noticasi olarag, siini
zoka ilo ¢alisan miixtalif, 0 cimladan harbi toyinatli kigiko6lgiilii texnika, robot kimi pilotsuz aparatlarin
kiitlovi istehsal1 va istifadasi baglayacaqdir. Ciinki orduya asgarlorin hayatlarini risks atmadan, homginin
onlarin agkar edilmodon diismoni miistoqil mohv edacok, mina vo partlamamig bombalari
zorarsizlosdiracok texnika lazimdir.

Horbi toyinatli mini robot vo dronlara siini zokanin integrasiya edilmasi onlarin operatorun
miidaxilasi olmadan doyilis meydaninda kiitlavi sokilds istifadasine vo avtonom zarbs endirmasine imkan
veracok. Olgiilori kicik oldugundan, onlar1 askar vo mahv etmok ¢atin olacaqg. Eyni zamanda mini robot
vo dronlar tapsirigin icrasit prosesinds ham mistagil, ham do bir-birilari ilo six slagods foaliyyat
gostaracak, 6z aralarinda hadoaflori boliisdiirmo vo mahvetms ardicilligini miiayyanlogdirmok imkanina
malik olacaq. Fikrimizca, golocokds yiiksok enerji fizikasi, homginin “agilli” nanotexnologiyalarin kigik
Vo ortagapli silahlara inteqrasiyani, hamin silahlarin hadafi dagigliklo vura bilms imkanlarin1 gat-gat
artiracaqdir. Masalon, bu silah vo sursatlarin lazer toyinedici vo miniatiir sensorla tochiz edilmosi
planlasdirilir ki, bu da siginacaqlarda yerlogon canli giivvoni vurmaga imkan veracok.

— informasiya-kommunikasiya texnologiyasi. Giiniimiizds dovlotlor arasinda amansiz strateji
ragabatin mévcud oldugu bir soraitdo informasiya vacib rol oynayir. Informasiya texnologiyalarinda
meydana golon ingilabi doyisiklor sayasindo maddi sarvat va fiziki qiivvoys osaslanmig giic sistemino
informasiyaya (biliys) osaslanan giic do olave olundu. Belo ki, miiasir diinyada miivoffogiyyot
qazanmanin birinci sorti informasiyanin vaxtinda emal edilorok, diizgiin gorarin verilmoasindan ibaratdir.
Tohlillor gostarir ki, soziigedon texnologiyalarda ingilabi doyisikliklor iki asas istigamatdo bas verir:
informasiyanin emali Vo informasiyanin otiirilmasi. Artiq bu giin istifado olunan kompiiterlor irihocmli
molumatlar1 saxlama vo bir anda emaletms imkanlarina malikdir. Golocokda kvant kompiiterlorin
meydan galmasi ilo saxlanilacaq vo emal edilocok informasiyanin hacm va siiratinin indikindon gat-gat
cox olacagi gozlonilir. Kvant mexanikasinin qanunlari osasinda isloyacok kompiiterlordo adi
kompiiterlordon forgli olarag, malumatlarin bir-bir deyil, eyni anda birge emali nazards tutulur. Bunun
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naticasinds emal vaxti dofolorlo azalacaqdir. Masalon, hazirda istifadods olan an giiclii kompiiterds 30-
40 simvoldan ibarat adodi sads amillars par¢alamaq ticin milyard il lazimdirsa, kvant kompiiteri ilo eyni
is 18 saniyado yerino yetirilocokdir [20]. Informasiya texnologiyalarinda ingilab irihacmli molumatlarin
toplanmasi, saxlanilmasi, emal: va tahlil edilmasi tiglin zoruri olan hesablama giiciiniin handasi silsilo
ilo artimina sobab olacaqdir. Bundan basqga, bu ingilab sayssinds miixtalif formada olan gizli informasiya
(matin, audio, video vo s.) diinyanin istonilon ndqtesinds, istonilon soxss, 0 ciimladon harbi
omoliyyatlarda istirak edonlora real vaxt rejimindos étiiriilocok vo desifro edilocokdir. indiki dovrde
irthacmli informasiyanin vahid sobaka tizarindon boyiik mosafalara Gtiiriilmasi vo emalinda alda edilon
nailiyyatlor artiq eyni vaxtda miixtalif omoliyyatlarin uzaqdan idars edilmasino imkan verir.
Informasiya-kommunikasiya texnologiyalar: sahosinds davam edon inkisaf golocokdo molumat
miibadilasinin indiki ilo miiqayisado gat-gat siiratlonacayini, habels soboks tizorindon daha miirokkob
omoliyyatlarin qisa miiddotdo icra edilocayini gostorir. Belo bir soraitdo vaxtinda oldo olunmus vo
hartorafli analiz edilmis informasiya miivoffagiyystin tomin edilmoasinds boyiik rol oynayacaqdir. Bu
sobabdan harbi amoaliyyatlarin biitiin moarhalslorinds informasiya mokanina davamli nozarst etmok vo
tstlinliiyti goruyub saxlamaq golocok miiharibalords galoba qazanmanin asas sortlorindandir. Bels ki,
informasiya mokanina hakim olan komandirlor real vaxt rejiminds yaranmis vaziyyat haqqinda malumat
aldo edacaklor. Bu da onlara vaziyyati tohlil edarok, vaxtinda diizgiin gorar gabul etmoays, qiivva vo
vasaitlarin, o ciimladan yiiksak dagigliya malik silahlarin effektiv tatbigino imkan veracokdir. Biitiin
bunlar doyiisiin ananavi tisul vo formalarini dayigoacokdir.

Fikrimizco, informasiya-kommunikasiya texnologiyalarinin inkisafi horb sonotinds ingilabi
dayisikliyo sobab olacaqdir. Yiiksok texnologiyalarin mahsulu olan sabaks, hesablama, miisahido vo
“agill’” texnologiyalarin qosunlarin avtomatlasdirilmis idaroetma sistemins inteqrasiyasi operatorun
miidaxilasi olmadan, yaxud az miidaxilasi ilo boyiik hacmds miixtalif informasiyanin siiratli emalina,
amoaliyyat soraitinin prognozlasdirilmasina, eyni vaxtda biitiin Saviyyslordo doyiis sahasinin, amaliyyat
rayonlarinin miisahidasina, homginin effektiv zarba endirilmasino imkan veracokdir. Horbi toyinatli
soboka texnologiyalarinin inkisafi “soboko osasli miihariba” (Network-centric warfare) anlayisini
meydana gatirmisdir. Bu miiharibanin konsepsiyasi ilk dofo ABS-in Miidafia Nazirliyi torafindon 6ton
asrin 90-ci illarinin sonunda irali stiriilmiisdiir vo asasii informasiya-kommunikasiya mokaninda aldo
edilon iistlinliik sayasinda doyiisii gazanmagq fikri togkil edir [21]. “Soboka asash miihariba”ds kosfiyyat,
idaroetmo, navigasiya, atos vasito, sistem vo komplekslorinin vahid informasiya-kommunikasiya
sobokasina birlosdirilorak, amaliyyat (doyiis) soraiti hagqinda etibarli vo dolgun malumatlarin gobulu vo
otiiriilmasinin praktiki olaraq real vaxt rejiminds hoyata kegirilmasi, homginin askarlanan hadoaflorin
yiiksok siirot vo dogigliklo mohv edilorok, bélmanin doyiis giiciiniin artirtlmast nazords tutulur. Doyiis
giiciiniin effektivliyinin artmasi giic vo vasitolorin idaro edilmoasi prosesinin vo ddyiis tempinin
stirotlonmasi, homginin doyiis foaliyyatlorinin sinxronlagdirilmasi naticasinds bas verir. Boylik oarazido
real vaxt rejimindo molumatlarin gobulu va 6tiiriilmasi soboka isifadagiloring icazo soviyyalorine uygun
biitiin dost vo diismon bélmalarinin cari foaliyyatlorini elektron xaritads, yaxud ekranda izlomays va
zorurat yarandiqda doyiis meydanindaki foaliyyatlors birbasa miidaxilo etmoya imkan verir [22].

ABS-1n miidafis nazirinin kommunikasiya ve informasiya tizra komokg¢isinin yaninda todqigatlar
ofisinin direktoru David Steven Alberts “Soboka asasli miiharibanin asagida gostorilon istiinliiklorini
geyd etmisdir [23]:

1. Giiclii vo siiratli soboko miiharibado informasiya miibadilosini vo qarsiliql alagoni boyiik
Olciido yaxsilagdirir.

2. informasiya miibadilesinin vo qarsilighi olagonin yaxsilasmasi informasiyanin etibarliliq,
dogruluq keyfiyyatini, homginin @imumi vVaziyyst hagqinda molumatlilig: artirir.

3. Umumi voziyyat haqqinda molumatliliq bélmalorin ziinii sinxronlasdirmasima imkan verir.

4. Oziiniisinxronlasdirma iso 6z novbasinds faaliyyatlorin effektivliyini kaskin sokilda artirir.

Yuxarida geyd edilonlordon diggot ¢okon osas mogam Oziiniisinxronlasdirmadir. ©nanavi
morkozlosdirilmis iyerarxik qurulusa malik horbi togkilatlarda komanda, gorar, molumat, tapsiriq,
qarsiliqli alage qurma masalalori yuxaridan asagiya otiiriiliir vo adston, biitiin foaliyyatlor yuxari raislorin
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diktasi ilo icra olunur. Oziiniisinxronlasdirmada iso bir ¢ox miirokkob foaliyyatlor asagidan yuxariya
dogru taskil edilir va qarsiligli alags tonzimlanir. Bunun sababi doyiis meydanindaki komandirlarin istor
doytison asgorlar, istarse do miixtalif saviyyads olan raislari ilo birbasa qarsiligli alags yarada bilmasidir.
Bu onlara yaranmis vaziyyat haqqinda daim molumatli olmaga, hamin malumati real vaxt rejiminds
yuxari raislora 6tiirmaya, doyison soraito cald uygunlagsmaga, soraito uygun siiratlo miistaqil garar gabul
etmays Vo yerdoyismo aparmaga, atos dostoyi vo olava giic istomays imkan verir. Qisaca, doylis
meydanindaki komandirlor yuxari komandanhigin niyystlorina uygun, vazifo vo hadosflori, hamginin
doyiisiin aparilma forma va iisulunu 6zleri miioyyon edacoklor. Oziiniisinxronlasdirma ham siirat, ham
idaraetmoa, hom da gofillik baximdan diismoan tizorinds boyiik istiinliik gazandirir. Bu tstiinlik doyiis
foaliyyatlorini fasilosiz aparmaga imkan verir. Noticads diismanin yararlana bilacayi taktiki vo omoliyyat
fasilolori aradan qalxir, doyiis foaliyyatlori daha dinamik, fasilosiz vo gotiyyatli olur. Bélmalorin
miistaqil olaraq foaliyyat gostora bilmasi, hamginin yiiksok malumatliliq taktiki, omaliyyat vo strateji
saviyyads doyiis faaliyyatlorini eyni vaxtda aparmaga imkan veracokdir.

Amerikali miitoxassislorin fikrinca, “Soboks asasli miihariba” cografi cohotdon genis Sopalonmis,
lakin mitkommal informasiya-kommunikasiya sobokasine qosulmus va doyiis meydani haqqinda yaxsi
molumatlanmis qiivvalarin yaradilmasini nozards tutur [24]. “Soboka asasli miithariba” sisteminin asas
komponentlori agagidakilardir:

— biitiin zaruri moalumatlara real vaxt rejimindas ¢ix1s, homginin onlarin siiratlo 6tiiriilmasini tamin
edon effektiv informasiya-kommunikasiya sabokasi;

— alinan moalumatlarin tohlili naticasinds miiayyanlosdirilon hodaflora uzag masafodon yiiksok
dagigliys malik silahlarla zarbalorin endirilmasini, hamginin zaruri yerdoyismalori toskil edon yiiksok
effektivliys malik komanda-idaraetmo sistemi;

— otraf miihitds bas veran har hansi bir doyisikliyi ani olaraq askarlayan, molumatlari tohlil edarok
otiirma imkanina malik va vahid sobokays qosulmus “sensorlar”. Bu sensorlara toyyars, peyk vo pilotsuz
ucus aparatlarina qurasdirilmig, homginin stasionar optik-elektron miisahids sistemlori, fordi miisahido
kameralari, radiolokasiya qurgulari, teplovizorlar vo badan “sensorlar1” kimi miixtalif vasitalor aiddir.
Hesab edirik ki, golocokds bu “sensorlar” vasitasilo noinki, straf miihitdo bas veron hadisalori, ham do
asgarin badaninds gedan fizioloji proseslori do real vaxt rejiminds izlomok miimkiin olacaqdir. Bunun
naticasinda komandirlor doyiisds yaralanan, holak olan, hatta tagatdon diison asgarlar barasinds vaxtinda
molumatli olacaglar.

Belalikls, texnologiyalarin inkisafi noticasinds hoarb sonstinds bag veran ingilabi doyisikliklori vo
bu doyisikliklorin yaxin golocokds daha da siirotlonmasini nozoro alaraq, gelocok miiharibalorin
xususiyyatlorini tosvir eds bilorik. Fikrimizco, yaxin on il arzindo meydana golocok miiharibalorda
doyiislarin “tomassiz”, yaxud “masafodon” aparilma formasi artacaq va golocays dogru bu formalar daha
da tokmillogorok, genis viisot alacaqdir. Bunlarin “tomassiz”, yaxud “mosafodon” adlandirilmasinin
sababi odur ki, miiharibanin ilkin va ya asas marhalasinds diismona sarsidict zarbalor tomas xottindon
uzaqda olan (ugan) vasitalords yerlosdirilmis yiiksok dagigliys malik silahlarla endirilocak, yaxud doyiis
meydaninda uzaqdan vo ya avtonom idarsedilon silahli robototexnika (dron siiriisii vo s.) foaliyyat
gostaracakdir. Ovvalki mitharibalords osas yiik quru qosunlarinin iizaring diistirdii vo diismonls birbasa
tomasa girorok onu moahv etmodon vo miioyyan orazini alo kegirmoadon goalobs gazanmaq miimkiin
deyildi. Horb sonatinds bas veracok novbati ingilab iso miiharibado galobo qazanmagimn mahiyyatini
asasli sokildos doyisdirmokdadir. Belo ki, miiharibanin avvalinds uzag mosafadan yiiksok dagigliys malik
silahlarla diismonin miihiim horbi vo miilki obyektlorina zarbalor endirmok va onun horbi, igtisadi vo
doyiis potensialina ciddi ziyan vurulmagla, shali va horbi qulluggular arasinda gorxu vo gaxnasma
yaradilacaqdir. Novboti morholods artiq gorxu vo caxnasma igindo olan diismon boélmalori xiisusi
toyinatli qiivvalorin vo ya taktiki qruplarin siiratli hamlasi ilo mahv edilocokdir. Hesab edirik ki, bu
morholoda siini zokaya malik vo avtonom idarsolunan harbi robototexnika, dron siiriisiiniin séziigedon
qivva Vo gruplarla birlikds, yaxud onlarla sinxronlagdirilmis bir sokilds istifadasi yaxin galocak tigiin
gozlanilondir.
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Horb sonstindo bas veron ingilab miiharibonin hom strateji, ham operativ, hom do taktiki
saviyyalari haqqinda mévcud olan anlayiglara tosir edarak, onlari shamiyyatli doracads dayisacokdir.
Ogor avvalki miiharibalords taktiki, operativ va strateji soviyyalor arasinda arazi, mokan, zaman, magsad
Vo qiivva baximdan miiayyan bir sarhad var idiso, goalocokds bu sarhad silinacok va soviyyaloari tayin
etmok ¢atin olacaqdir. Bels ki, harbi amaliyyatlarin ohats dairasi arazi vo mokan baximdan genislonacak.
Onanavi quru, hava va daniz makanlarina kosmik vo informasiya (kiber) makanlari alave olunacaqdir.
Horbi-texnoloji inkisaf hodaflori eyni anda hom taktiki, ham operativ, ham do strateji dorinlikds segmoya
Vo mahv etmoaya imkan veracok. Bununla bels, agar diismanlo doyiis meydaninda har hansi bir tomas
olacagsa, bu qisa miiddat arzindo bas veracok. Qeyd edildiyi kimi, avvalki ananovi miiharibalords
holledici doyiislar, asason, quru qosunlart torafindon yerds aparilirdi, miiayyan doarinlik vo genisliya
malik idi. Bu miiharibado saquli olaraq yuxarida vo iifliqi olaraq gerido foaliyyat géstoron qiivvo vo
vasitoalor (harbi hava, raket-artilleriya bolmolori), adoaton, quruda doyiis fealiyyatlorini aparan qosunlarin
dastayina verilirdi. Galacokds tomassiz miiharibalords iss har sey torsinos olacaqdir.

Onanavi miiharibalords strateji moagsada nail olmaq tigiin taktiki vo operativ saviyyads doylislor
planlagdirilir vo aparilirdi. Bunun {iglin boyiik qiivvalorin yerdoyismasi va yerlogsmosi toskil edilir,
ehtiyatlar vo tominat noqtoalori yaradilir, hiicumda osas istigamot, miidafiado osas soylorin
comlogdirilmasi istigamati toyin edilir, yaxin, uzaq vo sonraki tapsiriq gostorilir, yaxud doarinlikda
miidafio togkil edilirdi. Fikrimizca, golocok miiharibalords bunlarin bir ¢oxuna ehtiyac galmayacag.
Clinki osas zorbonin vo ya tohlitkenin haradan gelocayi vo neca olacagi barodo aydin tesavviir
olmayacaqdir. Galacok miiharibalorin miigoddoratin1 va qalibini yaxsi disiiniilmiis, eyni zamanda
diizgiin se¢ilmis strategiya miioyyan edocakdir. Bundan basqa, hesab edirik ki, galacokds ¢ox sayda canli
qiivvanin, homginin boyiik silahli birlik v birlosmolarin doytisds totbiqi istiinliik deyil, potensial risk
yaradacaqdir. Belo ki, miixtalif yeriistii vo havadan (kosmik fozadan) kosfiyyat vo miisahido vasitolori
ilo agkar edilon diismoan qiivva vo texnikalarina yiiksok dogigliys malik silahlarla zarbalor endirilocakdir.
Bu soraitdo effektivlik meyariin yiiksaldilmosinds kigik, lakin ¢oxfunksiyali dron va robototexnika,
homginin gabaqcil miisahide vo informasiya-kommunikasiya sistemlari ilo tochiz edilmis vo yaxsi
hazirlanmig mobil taktiki qruplarin rolu xeyli artacaqdir.

Doylis meydanina ¢ox sayda canli qiivva calb edilmadiyindan, doyiisiin an vacib elementlorindon
biri olan atoslo manevr 6z shamiyyatini tadrican itiracokdir. “On Xatt”, “miidafio rayonu”, “cobha”, “asas
hiicum istigamati” Kimi terminlor “daqiq zorba”, “asas zarbs yeri”, “cavabdehlik rayonu”, “daqiq zarbs
endirmo masafasi”, “siirotlo zorbs altna almaq”, “sobokonin intensivliyi” kimi terminlorlo ovoz
olunacaq. Doylistin naticasi bu faaliyyatlorin effektivliyi ilo miioyyan edilacok: siiratlo askar etmok;
stiratlo tohlil etmok; siiratlo gorar gabul etmak; siiratlo miidaxilo etmak va ya doagiq zarbs ilo uzagdan
mohv etmok. Mohz bu faaliyyatlords istiinliik oldo edon torof golocok miiharibalords goaloba
gazanacaqdir.

Natico

Ohalinin artmasi, urbanizasiya vo atraf miihitin ¢irklonmasi fonunda mohdud imkanlar ugrunda
gedan gorgin miibariza, homginin millatgilik va etnik zominds garsidurmalar, beynalxalq terrorizm,
qacqmn axini, narkotiklorin ganunsuz dovriyyesi, kiitlovi qirgin silahlarinin yayilmasi galocokds do
davam edacak va yeni miiharibalorin yaranmasina sabab olacaqdir.

Miihariba, basar sivilizasiyasinin bir hissasi kimi, siibhasiz ki, daim inkisafdadir. Nozoro almaq
lazimdir ki, son illards bu inkisaf daha da dinamik xarakter almisdir. Belo ki, miisahido olunan elmi-
texniki inqgilab insan foaliyyatinin vo sosial miinasibatlorin biitiin sahalorina oldugu kimi, silahli
qarsidurmalarin {isul vo formalarina da boyiik dl¢iids tasir etmisdir. Artiq miiasir miiharibalor 20 va 10
il bundan avval olmus miinaqisalordon ¢ox forglonir. Zamanimizin miiharibolori artiq fiziki mokanlarla
(quru, hava, daniz) yanasi, informasiya, kiber vo kosmik mokanlar1 da shate edir. Fikrimizcs, yaxin
onillikdo, elmi-texniki sahads slds edilacak nailiyystlor bu mokanlarin bir-birins inteqrasiyasini daha da
genislodarak, miiharibalorin xarakterini kokli sokilds doyisdiracakdir.
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Tahlillor gostordi ki, texnologiyalarda, o ciimladan bio, nano va rogemsal texnologiyalarda bas
veran va gozloanilon boyiik inkisaf harb sanatinds ingilabi doayisikliya sobab olacaqdir. Doyiisiin forma
Vo tsullar1 ke¢mislo miiqayisado ohomiyyatli dorocods doyisocok. Baritin vo atici silahlarin
yaranmasindan bugiina godor ugurla istifads olunan bir cox forma vs tisullar, hamginin ddyiisiin asas
komponentlori artiq effektiv olmayacag. Belo ki, doyiisiin bugiino godar birlikds totbig edilmaklo
effektivliyi sinanmis atos, zorbo vo manevr kimi asas komponentlorindon goalacokds sadoaco zarbs,
vacibliyini goruyub saxlayacaqdir. ©vvalki miiharibalords strateji moagsadlora nailolmada taktiki vo
operativ saviyyado diismonlo birbasa tomasa girilorok, onun asas qiivvalorinin atos vo manevrlo
darmadagin edilmasi va arazinin alo kegirilmasi vacib sort sayilirdi. Burada yeriistii amaliyyatlara xiisusi
onom verilirdi. Golocok miihariboalords iso rogibin mithiim obyektlorini, 0 ciimlodon kritik
infrastrukturunu, idarsetma markoazlorini, tominat noqtalarini, harbi texnikalarin1 uzagq mesafadon dagiq
zorba ilo siradan ¢ixartmaq vo bununla da ona 6z istayini gabul etdirmok miimkiin olacaq. Galocokda
miiharibs aparmagq tigiin qabaqcil texnologiyalara sahib olmayan, o ciimlodan siini zokani, uzagmasafali
yiiksok dagigliys malik silahlarin inkigafina nail olmayan 6lkslor bu ¢atismazligi canli qiivvenin, eloca
da ananavi silah va texnikalarin sayini1 goxaltmaqla ovoz etmoya ¢alisacaqlar. Bununla bels, hesab edirik
Ki, golocok miiharibalords hazirligsiz canli qiivva Vo anonavi harbi texnikanin ¢oxlugu iistiinliik deyil,
boylik ¢atismazliq olacaqdir. Ciinki daqiq zarbalar naticasinds idarsetmani vo bir ne¢o agir texnikani
itirmis torofin soxsi heyati arasinda ¢axnagma, Orxu vo c¢asqinliq yaranacaq, bununla da doyiis
gabiliyyati asagi diisacokdir. Son ¢ara olarag, homin torofin kiitlovi qirgin silahi, gadagan olunmus
sursatlardan istifadoetma, yaxud terror¢uluq foaliyyatlorino baglama ehtimali yiiksokdir.

Olavs olarag, yiiksok dagigliys malik silahlarla yanasi, siini zoka ilo avtonom idarsedilon miixtalif
robototexnika, pilotsuz ugus aparatlari, 0 cimladan dron siiriisii golocok miiharibs meydaninda aparici
rol oynayacag. Bunlarin silahli miinaqisolords genis totbigi Silahli Qtivvalarin strukturunu shomiyyatli
daracads doyigacak. Artiq yaxin goalocokdsa Quru, Hava va Daniz Qiivvalarine aid miixtalif saviyyadoki
(taktiki, operativ va strateji) ananavi qosun névlarini vahid komanda-idarsetmo sobokasine qosulmus
strateji kosfiyyat-zorba, zarbo vasitalori, yiiksok dagigliys malik silah sistemlorindan ibarat giivvalar,
homginin kigik, lakin mobil, hazirligli, hartorafli tachiz edilmis xiisusi toyinath giivvalor (taktiki gruplar)
avaz edacak.

Yekun olarag geyd edok Ki, galocok miiharibalords hadisalor siiratlo caroyan edocak, vaziyyat tez-
tez doyisacak, zarbalar qisamiiddatli, lakin daqiq va dagidici olacaqdir. Bels bir soraitdo doyiisds goaloba
gazanmaq lglin tosabbiis, bilik, ¢eviklik, dorin diisiinmo, hartorofli hazirliq, giiclii motivasiya kimi
liderlik keyfiyyatlori 6n plana kegacokdir.
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AHHOTaNuA
Xapakrep Oyaymux BOiH
I'eiinap Ilupues, Apud I'acanos, Pamax Taxupos

CeroassiHe BOGHHO-IIOJUTUYECKHE peannun TpeOyroT oT BoopykeHHbIX CHil ObITh FTOTOBBIMH K
OynymuM BOWHAM B JIFOOOW MOMEHT B IEISX OOeCleueHHUs: HAIIMOHAJTIbHOM O€30MacCHOCTH CTpaHbI.
[Toromy uTO, Kak U B IPOITIOM, OOpbOa 3a MPUPOJIHBIE PECYPCHI, MEKIOCYAAPCTBEHHAs: KOHKYPEHIINS,
CTpEMJICHHE K T€T€MOHUH, a TAKXKE UAE0JI0rMUECKHUE pa3HOIJIacus U Mpo0emMbl 0€301aCHOCTH, KOTOphIE
IPUBOJAAT K BOCHHBIM KOH(QUIMKTaM, MPOJOJDKATCs U B OyayiieM. B To ke BpeMs AOCTUTHYTBIA U
OKU/TaeMBIH OOJIBILION MPOTPEcC B OOIACTH TEXHUKH CYIIECTBEHHO U3MEHHUT TPAJAUIIMOHHBIE (DOPMBI U
MmeTob! 60pbObI. [loa BIMsAHMEM HAyYHO-TEXHMUYECKOIO mporpecca (opMbl U COCOOBI BeJIeHHUs BOMH
OyIyLIEro CyIeCTBEHHO U3MEHSATCS 110 CPAaBHEHUIO € MpouLIbIMU. Takum 00pazom, B Oy1ylux BOHHaX
COOBITHS, B TOM 4HcClie O0eBbIe ACHCTBUS, OyyT pa3BOpaunBaThcs Oojee IMHAMUYHO, CUTyallus OOMeHa
uHpopManueil OyneT YacTo MEHSTbCSA, a yAaphl OyAyT KpaTKOBPEMEHHBIMH, HO TOYHBIMH U
paspymuTenbHbIMU. TpaaulinoHHbIE BU/IbI 005, TAKKE KAaK HalaJeHue 1 000pOHa, UTPaBIINE KIIIOYEBYIO
PO B JOCTIKEHHM IIeNieli BOCHHBIX JEHCTBHI B TMpPENbIIyNIMX BOWHAX M TpeOOoBaBIINE
HEINOCPEICTBEHHOTO KOHTAKTa C IPOTUBHUKOM, MIOTEPSIIOT CBOE 3HaueHue. 11ogBATCSI HOBBIE METO/BI U
¢dopMbl 00pbOBI. M3yuenue u ymenoe npuMeHeHue 3Tux (opM 1 MeTo10B B Boopyxennsix Cunax Oyner
OJTHUM H3 TJIaBHBIX YCIOBHMH ycriexa B Oyaymux BoiHax. [lo 3Toif mpuumHe B LENSIX H3y4YEHHUs
xapakrtepa OyaylIMX BOHH, HMPOTHO3MPOBAHHS METOJOB U (OPM BOEHHBIX JEHCTBUH B CTaThe
AHATM3UPYIOTCST MPOUCXOMALIME U OXHUJaeMble HW3MEHEHHMs B HaydyHO-TEXHHYECKOH cdepe,
paccmaTpuBaeTcsi UX BIIMSHHE Ha BOEHHOeE jeno. Kpome Toro, B Hauane craTbu paccMaTpHUBAIOTCS
HOPUYMHBI BOMHBI, YTOOBI JIyUIlle MOHATh €€ MIPUPOJY WK XapakTep.

KutoueBrble cji0Ba: BoliHa, MOJUTHYECKAs, MUDP, KOH(IUKT, IPOTUBOPEYNE, CTpaTerus, THOpua

Abstract
Nature of future wars
Heydar Piriyev, Arif Hasanov, Rashad Tahirov

Today's military-political realities require the Armed Forces to be prepared for future wars at any
time in order to ensure the country's national security. Because, as in the past, the struggle for natural
resources, interstate competition, the desire for hegemony, as well as ideological differences and security
problems that lead to military conflicts will continue in the future. At the same time, the great progress
achieved and expected in the field of technology will significantly change traditional forms and methods
of struggle. Under the influence of scientific and technological progress, the forms and methods of
waging future wars will change significantly compared to the past. Thus, in future wars, events,
including fighting, will unfold more dynamically, the situation of information exchange will change
frequently, and strikes will be short-lived, but accurate and destructive. Traditional types of combat,
such as attack and defense, which played a key role in achieving military objectives in previous wars
and required direct contact with the enemy, will lose their importance. New methods and forms of
military operation will appear. The study and skillful application of these forms and methods in the
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Armed Forces will be one of the main conditions for success in future wars. For this reason, in order to
study the nature of future wars, predict methods and forms of military action, the article analyzes ongoing
and expected changes in the scientific and technical sphere, and examines their impact on military
affairs. In addition, the article begins by examining the causes of war to better understand its nature or
character.
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KIBERCINAYOTLORIN MIiLLI VO BEYNOLXALQ
HUQUQI-QANUNVERICI ASPEKTLORI

Zahid Oruc '
Milli Miidafia Universitetinin Harbi EImi Todgiqat Institutu
zahidoruc@gmail.com

Xiilasa. Mogalodo milli vo beynalxalq ganunvericilik tacriibasine oasaslanaraq kibercinayatkarliq
Vo Kibertohliikasizlik masalalorinin  hiiquqi aspektlori, mimkiin tohliikkalor vo bu tohliikalorin
monbolorinin aradan qaldirilmast ilo bagli yanagmalar tohlil edilir. Homginin vurgulanir ki,
Kibertohliikasizlik sahasinds mévcud ganunlarin Vo miitaraqqi tocriibalorin qarsiligli 6yranilmasi vo
totbiqi kibertohliikasizliyin tamin olunmasina xidmot edir. Kibercinaystlor “internet cinaystindon™ daha
genis anlayisdir, ¢linki istanilon informasiya vo ya telekommunikasiya sabakalorindon istifads etmoklo
cinayat toratmok imkanlarini 6ziinds ehtiva edir. Kibercinayotkarliq kompiiter sistemlori vo ya kompiiter
sobokalaring, habelo kibermokana daxil olmaq ti¢iin digar vasitalordon istifade etmoklo vo ya onlar
vasitosilo, kompiiter sobokolori daxilindo saxlanan, emal edilon, yaxud o6tiiriilon molumatlara qarsi
Kibermokanda toradilon cinayatlori oks etdirir. Bununla bels, kibercinaystkarligin dagiq vo tam basa
diisiilmasi, habels onun diinyada ganunvericilik baximindan modifikasiyasi, imumon gabul edilmis
yanagma, vahid bitkin toriflor masalasi halo do arasdirilmayib. Todgigat naticesinds malum olur ki,
yalniz ganunvericilik sahasinda deyil, kibercinayatin torifi ilo bagl nazori, doktrinal yanasmalarda da
alimlor arasinda iimumi konsensus hala do formalagmayib. Bu isa kibermokanda cinayatlarin hom siiratli
artimi, hom da cinayat téradilorkon kompiiter sistemlarindan istifadonin forma va tisullar ilo baghidir.

Agar sozlar: Kibercinayat, hiiquqi aspektlar, kibertohliikasizlik, milli ganunvericilik, beynalxalq
ganunvericilik, hiiquqi miibariza, Azarbaycan

Giris

Informasiya texnologiyalarmin siirotli inkisafi ilo paralel olarag, kibermokanda tdrodilon
cinayatlorin say1 internet vo kompiiter sobokalorindan istifado edonlorin sayina miitonasib olaraq artir.
Hazirk1 dovrda Kibercinayatkarligin ¢ox ciddi global tohdidlordon olmasi, onun ¢oxsayli formalarinin
ohatali tosnifati, habelo ganunvericilikdo adekvat tosbit edilmosi masalasini aktuallagdirir. Yeni
cinayotkarliq fenomeninin ganunverici osaslarinin hazirlanmasi tigtin milli vo beynalxalg soviyyado
saylorin davam etdirilmasino baxmayarag, har ay, yaxud har il yeni kibercinayat névlari meydana ¢ixir.
Hiquq miihafizo orqanlarmin belo cinayatlorin qarsisinin  alinmasi {izro isinin Somoaraliliyi iso
Kibercinayotkarligin diizgiin elmi-hiiquqi definisiyasi, ganunvericilikdo operativ tosbit vo tatbiq
edilmasi, comiyyatdos hiiquqi maariflondirmonin aparilmas: ilo bilavasito baglidir.

Internet istifadagilorinin say artdigca, bu haldan sui-istifado edorok, miixtolif ganun pozuntularina
yol veran firildaggilarin da say1 goxalir. Kibercinayatlorin, internet firildaggiliginin maraqgli xiisusiyyati
ondan ibaratdir ki, bir ¢ox isullar ac¢iq sokildo ganuna zidd olmur vo bu, firildaggilarin ganun
corgivasinda toqib edilmasini ¢otinlosdirir. Kiberfirildaggilar eyni sxem iizro foaliyyst gostorirlor:
birincisi, onlar e-pogt va ya sosial sobakalar vasitasilo qurbanla slage qurur, hamginin e-pogt, telefon,
faks vo ya hor hansi digar yolla cavab almaga calisirlar. Cavab alan firildaggilar qurbanin etimadini
qazandigdan sonra mixtalif bohanolorlo mixtalif moblogds pul istayirlor. Bels firildaggilarin qurbant
olmamaq ii¢iin onlarin tisullarmi yaxs1 bilmak, internetds hansi firildaggiliq tisullarinin méveud olmasi
ilo baglt molumatli olmag lazimdir.

Pandemiya dovriinde masafodon vo hibrid is rejimlorinin, biznes platformalarinin (ZOOM,
Microsoft Teams, Skype vo s.) texnoloji-informasiya miistovisindon genislonarok, sosial mokan
miistovisine ¢evirilmasi vo global migyas almasi Kkibertohliikasizliyi, hom do ictimai-sosial
tohliikasizliyin ayrilmaz torkib hissssi etmisdir.

22


mailto:zahidoruc@gmail.com

Milli Tahliikasizlik va Harbi EImlar — National Security and Military Sciences
No2(10)/2024
HORBI NOZORI ELMLOR MILITARY THEORETICAL SCIENCES

Diinyanin oksar olkalorindoki normativ gaydalar Kkibercinayatlori cinayst kimi geyds alir,
carimadan tutmus 6liim Cazasina gadar coza névlarini nozards tutur.

Kibercinaystkarligin hiiquqi aspektlorini miioyyan etmok vo bu anlayisi sistemlogdirmok tigiin
hiiquqi odebiyyatda méovcud olan toriflorin tohlili vacibdir. Umumi olarag, kibercinayatkarliq
informasiya-kommunikasiya texnologiyalarimin istifadssi ilo informasiya mokaninda masafodan
toradilmis cinayatlor sistemi olan, tarixan doyiskon, gizli sosial va cinayat hiiququnun neqativ hadisasi
Kimi basadiisiilmalidir. Bitovlikds, elmi-nazari vo doktrinal yanasmalarin tohlili, Kibercinayatin
torifindo alimlor arasinda konsensusun movcud olmadigini gostarir. Eyni vaziyyat, hom do
kibermokanda miixtalif sarhlari va ganunsuz harakatlari toradorkon kompiiter sistemlarindan istifadanin
forma va tisullart ilo do baghidir. Farglora baxmayaraq, arasdirmagilar kibermokanda téradilon cinayatlor
kimi tosnif edilon geyri-ganuni harakatlorin siyahisi ilo bagli beynolxalg vo milli ganunvericiliklor
arasinda olago mosalasinin vacibliyini vurgulayirlar. Hesab edilir ki, “kibercinayat” anlayisi istanilon
informasiya-kommunikasiya texnologiyalarindan istifado etmoklo toradilon cinaystlora samil oluna
bilor.

XXI asrds texnoloji inkisaf vo informasiya inqgilabimin nailiyyati naticasinds formalasan, ananavi
olaraq, “real makan” kimi basa diisiilon mokana alternativ olan, sarhadlarinin, demok olar ki, tamamila
aradan qaldirildigi yeni “virtual mokan” gismindo — kibermokanin mévcudlugu t@imuman gabul
edilmisdir. Mobil telefonlar, kompiiter vo plansetlor va sair har bir fordin kibermokanda tomsilgiliyini
tomin edir. Internet vo kompiiter vasitasilo {insiyyat biitiin diinyada insanlarin malumat miibadilasi
tisullarm koskin sokildo doyisdirmisdir. informasiya texnologiyalarmin insanlara verdiyi rahatliq
artdiqca, elektron dasiyicilardan istifado do genis viisat almig, zaman vo mokandan asili olmayaragq,
istonilon moalumatin iglondiyi, saxlandigi, dasindigi veo Otiiriildiiyti mibhitlora olgatanliq daha da
asanlasmisdir.

Kibercinayatlarin leqal aspektlari

Virtual mokanda global kibercinaystkarligin getdikca yiiksalon yeni dalgasi, miivafiq olarag, forgli
realliglar1 askara cixarmigdir. Miiasir dévrde heg bir, hotta on giiclii dovlot belo, “Umumdiinya
Horlimgok Toru”nda — internetdos cinayotkarligla tokbagina miibarizo aparmaq giiciinds deyil. Potensial
kibercinaystkarligin subyekt vo obyektlorinin say vo miqyasinin siiratlo artmasi, ona qarst miibarizodo
yeni tisul vo vasitolorin daha da tokmillosdirilmasi birgs — hiiquqi, texnoloji, siyasi, igtisadi, elmi, madani
oamokdasliq ¢argivasinda — tonzimlomoa mexanizmlarinin hazirlanmasini sortlondirir. Har bir dévlatin
informasiya infrastrukturu global internet sabakasi ilo six bagli oldugundan, yeni cinayatkarliq novii
dovlatin milli tahliikesizliyina ciddi tohdidlor yaradir.

Kibercinayatlorlo beynolxalg miibarizonin somarali vo miithiim elementlori Birlogsmis Millotlor
Toskilat1 (BMT) sistemindoa hayata kegirilir. Bu cinayatlo miibarizanin daha genis spektrds effektivliyina
nail olmaq iiciin universal beynolxalg qurum olan BMT c¢argivasinda gobul edilon sanadlor asasinda bu
sahaya dair tasbit olunmus miiqavilo miiddealarina tizv 6lkalorin diggoet yetirmasi zoruri hesab olunur.

Kibercinaystkarligla bagli beynslxalg hiiquq normalarinin, xiisusilo “Kibercinayatkarliq hagqinda
Budapest Konvensiyasinin” 6lkadaxili implementasiyasi beynslxalq hiiquqda tasbit olunan timumi
gaydalara uygun sokilds hayata kegirilir. Lakin burada kibercinaystkarligla bagl hiiquqi normalar,
habelo milli ganunvericiliyin maraqlari ilo alagadar bazi spesifik magamlar nazars alinmalidir.

Budapest Konvensiyast kibercinayatkarligla miibarizonin asagidaki prinsiplorini  miioyyon
etmisdir:

— genis omokdaslhq prinsiplori;

— kogitirmoa prinsipi;

— qarsihight yardimin imumi prinsipi;

— tocili yardim talablarinin rahboar tutulmasi vo hayata kegirilmasi prinsipi;

— maxfilik vo mohdud istifads prinsipi;

— miivaqQati yardim prinsipi;

— yardimin gostarilmasi prinsipi va s. [1, s.14].

23



Milli Tahliikasizlik va Harbi EImlar — National Security and Military Sciences
No2(10)/2024
HORBI NOZORI ELMLOR MILITARY THEORETICAL SCIENCES

Kibercinaystkarliq transmilli komponento malikdir vo transmilli xarakterino, naticalarinin
ciddiliyina gora digar beynalxalq cinayatlordan, heg do geri galmir. Kibercanilar serverds qurasdirilmig
molumatlarin, viruslarin va digar zararli programlarin tominatgilaridir. Bu baximdan Kibercinaystkarliga
qarst hartorofli regional omokdasligin qurulmasi Vvo cinayatlo miibarizo mexanizmlarinin
miayyanlosdirilmasi vacibdir.

Bir cox amillar, kibermakanin saciyyavi xiisusiyyatlori, habelo informasiya infrastrukturunun
dovlatlo yanasi, 6zal sektor va vatondaslarin alinds comloanmasi Kibercinaystkarligla miibarizods adekvat
institutsional  qurumlarm, elmi-texniki vo normativ-hiiquqi bazanin formalasdirilmast  va
tokmillosdirilmasi ilo yanasi, dovlat, 6zal sektor vo votondaslar arasinda, hamginin beynalxalq soviyyads
torofdasliq vo oamokdasligin genislondirilmasini tolob edir. Qeyd edilonlorin hoyata kegirilmomasi
(¢oxtarafli vo beynslxalq torofdasliq vo omokdashigin qurulmamasi, adekvat mexanizmlarin, zaruri
institutlarin yaradilmamasi va s.) Kibercinayatkarligla miibarizoni daha da g¢atinlosdirir.

Kibermoakanda insan amili va giindslik sosial hayat 6ziiniin biitiin komponentlori ils tamsil olunur
ki, bu da 6z novbasinda cinayst fenomeninin tamamilo yeni tozahiirlorina gotirib ¢ixarir. Texnoloji
toraqginin naticasi olarag, miisbot sosial tozahiirlorlo yanasi, monfi tozahiirlor, 0 ciimlodon
cinayotkarligm yeni iisul vo formalar1 kibermokanda yayilaraq globallasir. Internetin yaratdig
imkanlarin geniglondirdiyi bu yeni cinayatlor kibercinayatlor kimi miiayyan edilir.

Bozi dovlatlor kibertahliikasizliys miilki vo ya igtisadi masalo kimi yanassalar da, bir goxlari
Kibertohliikasizlik siyasatinin yaradilmasi vo ya hoyata kegirilmasino koasfiyyat agentliklorini calb
edirlor. Kibertahdidlar insanlarin tohliikasizlik va milli tohliikasizlik gaydalar1 va tacriibalori hagqinda
fikirlarina ingilabi doyisikliklori sartlondirir. Kibertahliikanin biitiin 61kalar tarafindan gobul edilon vahid
va hartarafli torifi mévcud olmasa da, demak olar ki, biitiin dovlstlor kibermokanda tohliikes vo risklorin
6z milli tohliikasizlik siyasatino daxil edilmasi fikrindo yekdildirlor. Bu masalonin tadgiqatgilar
torofindon 6yranilmosi davam etdirilso do, onun aktualligi sangimir. Belo ki, texnologiyalarin siiratli
inkisafinin Sabab oldugu miihitdo siyasatgilor vo hiiqugsiinaslar yaranmig Yyeni tonzimlonma
problemlarina gevik cavab vermok {iglin gox vaxt doyison realligla ayaqlasa bilmirlor [2; 3; 10].

Ayri-ayri fordlor kibermokanda virtual kimliklorini (virtual identiklik), real diinyadaki kimliklori
ilo eynilosdirirlor. Bu integrasiya ictimai stiurda vo psixi strukturlasmada “dissosiasiya” adlanan
proseslori sortlondirir. Toplumda insanlarin siiurunda yaranan yayinmalar, amneziya, diqgatsizlik vo
affektiv horokatliliklo sociyyolonon “dissosiativ tocriibalor” getdikco kibermokanda fardlorin
“kiberqurbana” (cyber victims) ¢cevrilmasine sobob ola, onlar cinayatin sahidi vo ya cinayatkar eds bilor.
Optimal mosafonin, real vo virtual mokanlar arasinda sorhadlorin geyri-miioyyanliyi, kibermokandaki
dissosiativ psixoloji potensial vo zominlar fordlorin cinayats iiz tutmasini asanlagdirir. Kibercinayatin
hiiquqi aspektlori fordin kibermokanda oldugu dissosiativ vo mobil (dinamik, sayyar) affektiv
zominlorda giymatlondirilmalidir. Biitin bu masalalar, doyison sosial-modani dinamika geyd olunan
cinayatlorin inkisafi tigiin zomin rolu oynayir. Bu cinayatlorin psixoloji dinamikasi cinaystkarin va
qurbanin tipologiyasinin miioyyon edilmosindo, belsliklo do profilaktik todbirlor planmnm islonib
hazirlanmasinda vo davam etdirilmosinds miihiim shamiyyat kasb edir.

Digor torofdon hiiqugi-ganuni ¢argivads “malumat sistemino daxil olmaq”, “sistemi bloklamag,
molumatlart mahv etmok va ya doyisdirmok”, “bank va ya kredit kartlarindan sui-istifado” va s. kimi
omoallar do kibercinaystkarliqdir. Biitiin bunlar “informatika sahosinds cinaystlor” basligi altinda
tonzimlonir [4].

Molumdur ki, cinayatkar vo deviant gruplar artiq bir-birindon ¢ox uzaq mosafalords belo
informasiya miibadilasi aparmaq {iigiin forumlar va xabar gruplart kimi kompiiter vasitasilo isloyan
kommunikasiya texnologiyalarindan istifado eds bilirlor.

Olavo olaraq, hakerlar tohliikasizlik resurslarina ¢ixis aldo etmok vo malumatlar1 ogurlamagq tigiin
demak olar ki, istanilon név kompiiter programi Vo avadanliglarindan istifado imkanina malikdirlar [5,
5.87].
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Kibercinayatlara qars1 hiiquqi miibariza: bazi beynalxalg va milli tacriibalor

Milli, regional vo beynolxalg ganunlar real hoyatda oldugu kimi, kibermokanda da davranislart vo
Kibercinayatlorlo bagl cinayst mithakimasi masalalarini tonzimloys bilor. Bu ganunlar yalniz bas vermis
hallarla bagli qayda vo gozlantilori deyil, ham do bu gayda vo gozlantilorin pozulmasi halinda amal
edilmali olan prosedurlar1 miiayyan edir. Bununla bels, kibercinayatin asas novlari ilo bagh miixtalif
olkalarin milli ganunvericiliyinds tasbit edilon miiddealardaki forglor cinayst mithakimasi va ona qarst
miibarizo sahasinds beynolxalqg amokdasligi miirokkablosdirir. Kibercinaystkarliga qarsi beynalxalq
omokdasliq, miivafiq olaraq, transmilli miitagokkil cinaystkarligla miibarizads beynolxalg amokdasliq
sferasinin daha da genislonmasini talab edir.

Kibercinayatkarligla milli ganunvericiliklordon bohs edorkon geyd olunmalidir ki, bu hallar
moveud ganunlara kibercinayotkarligla bagli miiddsalari alava etmok yaxud, doyisiklik etmokls tomin
edilo bilar. Digar torafdon, movcud ganunlarin biitiin hallarda kibercinayatlors totbigi miimkiin olmaya
bilor. Belo ki, onlar internet va ragomsal texnologiyalarin yaranmasindan avval gobul edilmis, yaxud
internet vo ragomsal texnologiyalar nozars alinmadan hazirlanmis ola bilor. Buna goérs do real hoyatdaki
cinayatlorls slagadar nazardos tutulmus ganunlar, virtual mokandaki Kibercinaystkarlara va informasiya-
kommunikasiya texnologiyalarindan (IKT) cinayatin téradilmasinin subyekti va ya vasitasi kimi istifado
edon digor cinaystkarlarin amallaring tatbig edilmoys, yaxud onlara sadoco moahdud ¢oargivada tasir
gostara bilor. Naticodo Kibercinaystlorlo bagl xiisusi ganunlara ehtiyac duyulur. Kibercinaystkarligla
bagli ganunlarin gabul edilib-edilmamasi, milli ganunvericiliyin ohato dairasindon, normativ aktlarin
xarakteri va sorhindan asilidir.

Kibertohliiko vo kiberhiicumlarin getdikco daha ¢ox yayildigi bir soraitds, nainki dovlst vo
qurumlar saviyyeasinds, hatta ayri-ayri miiassisalor va toskilatlar saviyyasinds do biznes vo informasiya
tohliikasizliyi siyasati, eloco do texnoloji siyasotin prioritet hesab edilmasi kibercinaystlordon
qorunmaga ciddi tohfo veros bilor. Togkilatlardan kegon molumatlar hiiquqi baximdan forgli ola bilor.
Moasalon, hor hansi bir miiassiss Vo ya sirkatin biitiin is¢ilorinin moxfi molumatlara biitovlikkds ¢ixisi
varsa, 0 zaman “miiassisanin malumatlarinin sizmayacagina necs amin olmag olar?”.

Kibercinayatlor hagqinda ganunun yeri va roluna goldikda, bu gobildan olan ganunlar informasiya
vo kommunikasiya texnologiyalar1 (IKT) istifadogilori iciin magbul davrams standartlarini miioyyan
edir; kibercinayatlora gors sosial va hiiqugi sanksiyalar miioyyan edir; iimumilikdo IKT istifadagilorini
goruyur vo xiisusilo insanlara, verilonloro, sistemlors, xidmotloro vo infrastruktura doysn ziyani
minimuma endirir va ya qarsisini alir; insan hiiquqlarini qoruyur; internetds (virtual diinyada) toradilmis
cinayatlori arasdirmaq vo miithakima etmok imkani verir; kibercinayatkarliq hallar1 {izra 6lkalor arasinda
omokdaslig1 tosviq edir [6, 5.57].

Kibercinayotkarlig  ganunvericiliyi  internetdon, kompiiterlordon vo olagoli  rogomsal
texnologiyalardan istifado dovlat vo 6zal toskilatlarin harokatlorinds davranis qaydalari vo standartlarini
tomin edir; siibut qaydalari; cinayat prosesinin hayata kegcirilmasi qaydalart vo cinayst hiiququnun
Kibermokana aid digar masalalori; kibercinayatkarliq halinda soxsloro, toskilatlara va infrastruktura
dayan riskin azaldilmasi vo ya zororin azaldilmasi ii¢iin miiddoalar. Belaliklos, kibercinayatkarliq
ganunvericiliyi maddi, prosessual vo gabaglayici hiiquq normalarmi ehtiva edir.

Bozi olkalor kibercinaystkarligla bagli yeni spesifik ganunlar hazirlamaq avazins, 6z milli
qanunlarina vo ya macallalarina ayrica kibercinaystkarligla bagli miiddealar daxil edarok diizalislor
etmiglor. Digor 6lkalar cinayat toratmok ticiin informasiya vo kommunikasiya texnologiyalarindan geyri-
ganuni istifads ilo baglh ayrica ganunvericilik aktlarini gobul etmays istiinliik verirlor. Belo ki, cinayati
toradon saxs saxtakarliq va ya daladuzlug etmoak tigiin geyri-ganuni girisdan istifads edibsa, bels bir omal
eyni vaxtda iki cinayat toskil edir.

Bir sira 6lkolords kibercinayotkarligla miibarizoys dair ayrica ganunlar hazirlanmigdir. Masalan,
Almaniya, Yaponiya vo Cin kibercinayatkarligla miibariza sahasinds 6z cinayst macallalarinin miivafiq
miiddoalarina diizaliglor etmiglor. Bozi 6lkolor, hamg¢inin kibercinayotlorin vo kibercinayotkarlarin
miiayyan névlarini oshats etmok ti¢iin méveud ganunlardan istifads edirlor.
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Hor bir dovlstin Kibercinaystkarlig sahasinds maddi cinayst hiiququnun yaradilmasina tasir
gostoran 6z hiiquq sistemi var:

1. Umumi hiiquq (Common law). Burada ganunlar gebul edilmis ayrica ganunlar vo presedent
hiiququ (yani, mohkoma gorarlart vo ya mahkama presedentlori asasinda formalasan ganun) soklinds
movcuddur.

2. Miilki hiiquq (Civil law). Bels hiiquq sistemina malik olan 6lkalar osas hiiquqlarin, 6hdaliklarin,
Vo davranis gozlantilarinin sarhadlorini miiayyan edan kodifikasiya olunmus, birlogdirilmis vo hartorafli
normativ gaydalar vo ganunlara malikdirlor. Bu sistemlar, asasan, ganunvericiliys va konstitusiyaya
osaslanir.

3. Adi hiiquq (Customary law). Bu hiiquq sistemlorina konkret tarixi-modani oanonalorin
dasiyicilart torafindon ganun kKimi gebul edilon timumi davranis niimunalori daxildir (opinio juris —
ganuniliya inam). Beynolxalg hiiquqda adst hiiququ dovlstlor arasinda miinasibatlori vo praktikani
tonzimlayir va biitiin dovlatlar tiglin macburi hesab olunur.

4. Dini hiiquq (Religious law). Dini hiiquq sistemlori hiiququn manbayi kimi dini talimlora vo ya
dini adobiyyata asaslanan gaydalardan istifads edir.

5. Hiiquqi pliralizm (Legal pluralism). Bu tip hiiquq sisteminds yuxarida geyd olunan hiiquq
sistemlorindan iki vo ya daha ¢oxu (masalon, imumi hiiquqg, miilki hiiquq, adst hiiququ v ya dini hiiquq)
bir yerdo mévcud ola bilar [7, s.101].

Kibercinayatkarligin beynalxalq saviyyasina galdikds, bu sahado bir sira beynalxalg miiqavilalarin
baglandig1 geyd edilo bilor. Umumiyyatlo, movcud coxtorafli vo regional hiiquqi sonadlor vo milli
ganunlar 6z tematik mazmunu vs kriminallasma, istintaq todbirlari vo salahiyyatlori, rogomsal siibutlarin
toplanmasi Vo istifadosi, tonzimloma va risk, yurisdiksiya vo beynolxalg amokdasliq kimi aspektlori
ohatoetma doracasi ilo farglonir. Bu miiqavilalor, ham do cografi ohato dairasi (yani regional va ya
coxtarafli olmasi) ilo forglonir. Bu ciir forglor kibercinayotkarlarin effektiv miioyyon edilmasi,
aragdirilmasi Vo miithakima olunmasina, eloca do kibercinayotkarligin garsisinin alinmasina maneslor
yaradir. Internet mozmununu vo girisi mohdudlasdiran ganunlarin ganuni magsadlor iigiin totbigini,
ganunun aliliyi va insan hiiquqlar standartlarina uygunlugunu tomin etmok tigiin do tominatlarin nozars
alinmasi lazim golir. Bundan olavs, kibercinayatkarliq gqanunlarinin ohato dairasi va totbigi “bir 6lkodo
yaradilan vo magbul olan internet mazmunu tgiincii 6lkoads algatan oldugda” belo mazmunun geyri-
ganuni hesab edildiyi magamlarda ¢atinlasir [5, s.128].

Kibercinayotkarligla bagli ayri-ayr1 6lkalorin hiiquqi praktikalarina goldikds, Cin, ABS, Estoniya,
Ukrayna, Niderland, Ispaniya, Avstriya, Boyiik Britaniya vo digor dlkelords kiberterrorizmlo bagh
xiisusi ganun gabul edilmis, homginin bir sira ganunvericiliys alava vo doayisikliklor do edilmisdir.

Kibertohliikasizlik siyasatinin hoyata kegirilmasi ilo masgul olan 6lks kimi Estoniyanin tocriibasi
maraqlidir. Dovloat torafindon bu sahodo bir sira strateji sonodlor hazirlanmis, gobul edilmis, miivafiq
institusional strukturlar yaradilmisdir. Strateji planlasdirma biitiin Kibertohliikasizlik arxitekturasinin
vohdatini tamin edir. 2008-ci ilds Estoniya Respublikasi diinyada ilklardan biri olaraq beynolxalqg hiiquq
normalar1 ¢argivasindo yazilmis Milli Kibertohliikasizlik Strategiyasimi [10] gebul edib. Estoniya
informasiya-kommunikasiya texnologiyalarindan istifadoni va “agilli hallor”in islonmosini asanlagdiran
sorait yaratmaga baslamisdir [8].

Cin bir-biri ilo bagh olan: 2015-ci il iyulun 1-do “Dé&vlst tohliikssizliyi haqqinda”, 2017-ci il
iyunun 1-dos “Kibertohliikasizlik haqqinda”, 2016-c1 ilds “Terrorizmlo miibariza haqqinda” Qanun gobul
etmisdir. Boyiik Britaniyanin 2000-ci il “Terrorizm Akti”na asasen kompiiterlora, onlarin sistemlaring
Vo ya sobakalarina ciddi ziyan vurmag, yaxud onlarin kiitlavi zorakiliq aksiyalarini tagkil etmok ti¢iin
alds edilmis kompiiter moalumatlarinin isifadasines dair, Fransa Cinayat Macallosinin 4211 — “Informatika
sahasindaki harokatlorlo bagl terror aktlari”nda kibercinaystkarligin terror aktlarina borabar tutula
bilocayi miioyyanlosdirilmisdir [9, $.93].

Rusiya, Ukrayna, Giirciistan, Qazaxistan vo Estoniyada qobul edilmis ganunlarda artiq
informasiya texnologiyalar1 vo kommunikasiyalarin terrorizmds rolunu aydin sokildo miioyyon edir.

26



Milli Tahliikasizlik va Harbi EImlar — National Security and Military Sciences
No2(10)/2024
HORBI NOZORI ELMLOR MILITARY THEORETICAL SCIENCES

Ukraynanin 21 iyun 2018-ci il tarixli 2469-VI1I némrali “Kibertohliikasizliyin tamin edilmasinin
asas prinsiplari hagqinda” Qanununun 1-ci maddssinds kibermokanda vo ya ondan istifado etmaklo
hoyata kegirilon terror foaliyyati (kiberterrorizm) ilo baglh tadbirlor nazards tutulmusdur.

Xarici o6lkalords Kkibercinayatkarligla miibarizonin aparilmasi hovalo edilon sahavi solahiyyatli
qurumlarin foaliyyasti do forglidir. Basqa sozlo, bu solahiyyot Avstraliyada Miidafis Departamenti,
Belgikada Tohliikesizlik Nazirliyinin Komitssi, Braziliyada Informasiya Tohliikesizliyi Komitasi,
Kanadada Kanada Kompiiter Sobakasinin Févqolads Hallara Cavab Markozi, Estoniyada iqtisadiyyat,
Rabito vo Nogliyyat Nazirliyi, Finlandiyada, Bas Nazirlik strukturunda Milli Miidafio Bas Katibliyi,
Fransada Milli informasiya Tohliikesizliyi Agentliyi, Almaniyada Federal Informasiya Tohliikesizliyi
Agentliyi, Macaristanda informatika vo Rabito Nazirliyi, Hindistanda Milli Informasiya Surasu, italiyada
Daxili Islor Nazirliyi, Yaponiyada Nazirlor Kabineti, Koreya Respublikasindak biitiin dévlot toskilatlari
vo onlarm térama qurumlari, Malayziyada Modernlosdirmo vo Planlagsdirmani Idaroetma Morkozi,
Niderlandda Daxili islor Nazirliyi vo Kral Islori Nazirliyi, Yeni Zelandiyada Kritik infrastrukturun
Miihafizesi, Norvecds Miilki Miidafio vo Bohran Planlamas: Idaresi, EIm va Ali Tohsil Nazirliyi va
Daxili Islor Nazirliyi, Polsada sahavi idaralor, Singapurda Informasiya Sobokalori vo Rabito
Tohliikosizliyi Miidirliyi, Ispaniyanin Dévlet Idaragilik Nazirliyi vo Daxili islor Nazirliyi, Boyiik
Britaniyada Nazirlor Kabineti yaninda Kibertahliikesizlik Idarasi, hamginin bir sira miixtalif togkilati
bolmolords kiberterrorizmlo moasgul olan qurumlar mévcuddur [11, 5.35-45].

Macaristan Respublikasinda “Dovlot-Ozol Torofdasliq Fondu” Kibertohliikasizlik iiciin vosaitlorin
sistemli sokilda boliisdiiriillmasini tamin edir. Homginin Macaristanda kiberterrorizmlo miibarizods
“CERT- Macaristan Tacili Miidaxilo Qiivvasi”. Hindistanda Hindistan Respublikas1 Milli Tohliikasizlik
Surasinin Katibliyinin 21-ci {izvii yaninda kiberterrorizmlo miibarizo mogsadilo “Hindistanin Milli
Informasiya Suras1” yaradilmisdir. Italiyada Daxili islor Nazirliyi vo Innovasiya vo Texnologiyalar
Nazirliyi kiberterrorizmlo miibarizo sahasindo dovlst siyasotinin islonib hazirlanmasi vo hayata
kegcirilmasi iizro salahiyyatli dovlat orqani kimi miioyyan edilir. Homginin Italiyada pogt polisi xidmati
yaradilmigdir vo 0, milli va regional saviyyslords kompiiter cinayastlorino operativ reaksiya markozlaring
nozarot edir. italiyanin “Kritik Infrastruktur Miitoxossislori Assosiasiyasi” dévlot Vo 6zol sektorlarin
Kibertohliikasizlik isini alagelondirir [12, 5.35-45].

Biitovlikdos, hiiquq sistemlori daxilinds hiiqugi tonzimlomalor kibercinayst qurbanlarinin
hiiquglarinin qorunmasinda, giinahkarlarin lazimi sanksiyalarla tizlosmosinin tomin edilmasinds vo
cinaystin reallagmasinin qarsisinin alinmasinda mithiim rol oynayir.

Artiq globallasma vo informasiya dovriiniin toloblorino miivafiq olarag, milli ganunvericilik
sistemlori do modern doyisikliklora moruz galmaqdadir.

Bu giin diinyanim oksor dlkolori siiratlo inkisaf edon miiasir IKT sistemlorine niifuz etdikco milli
ganunvericiliklordo do miiasir beynslxalg hiiquq norma va prinsiplorin toloblorina uygun rasional
doyisiklik va inkisaf miisahids olunur [13, s.98].

Azarbaycanda Kibertahliikasizliyin tominati. Azarbaycanda kibertahliikasizlik sahasindos
hiiqugqi-tanzimlayici ¢arcivalar

Olkomizdos informasiya-kommunikasiya texnologiyalarinin siiratli inkisafi beynslxalgq hiiquqi
miinasibatlorin Kibercinayatkarliq kimi miixtalif sahalorindo beynslxalq amokdasliga vo bu sahads
hiiquqi miibadilolorin zoruriliyino sobob olmusdur. Dovlstimiz kibercinayatloro qarst miibarizodo
Birlosmis Millotlor Toskilati, Avropa Surasi, Vo Avropa Ittifaq1 (Al) ¢orcivesinds hiiquqi addimlar
atmaga baglamisdir.

Digor olkolor kimi, Azorbaycanda da kibercinayatkarligla miibarizods hartorofli omokdasliq
cargivasinda beynalxalg hiiququn milli ganunvericiliys daxil edilmasi va tothiqgi istigamotinds zaruri
todbirlar hoyata kegirilir. Azorbaycan Respublikasinda kibermokandan istifads, o ctimladon informasiya
ehtiyatlarinin miihafizasi vo kibercinayatkarliga qarst miibarizo milli tohliikasizlik gador mithiimdiir. Bu
sahads beynoalxalg hiiququn totbigi Azorbaycan Respublikasinin milli tshliikesizlik sahasina dair
ganunvericiliyinds 6z aksini tapmigdir [14].
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Olkomizda kibertohliikasizlik sahasinds miihiim addimlar atilmisdir vo Prezident Ilham Sliyev bu
sahads ugurlu siyasot hayata kegirir. Budapest Konvensiyas1 Kibercinaystkarligla bagli qosuldugumuz
ilk ganunvericilik sanadidir.

Biitiin diinyada oldugu Kkimi, Azorbaycanda da milli Kibertohliikasizlik siyasatinin inkisaf
etdirilmasi zoruri masaladir. Hokumatin informasiya vo kommunikasiya sistemlari, 0 ctimlodan harbi,
texnoloji vo kommersiya layihalori kiberhiicumlar vo kibercasuslugunun hodofi kimi getdikco daha
hossas grupu toskil edir. Bu baximdan kibermokanin idars edilmasina dovlat saviyyasinds shamiyyat
verilir.

Qeyd edilon istigamatdo hiiqugi-tenzimloyici mozmunlu (strategiya, ganunlar, doktrinalar va
ganunvericiliyin tokmillogdirilmasi) dovlatin Kibertohliikasizliyinin, bu sahada dovlat siyasatinin prinsip
Vo istigamatlorinin yaradilmasi tizra hiiquqi Vs toskilati ¢orgive formalasdirilmisdir. Buraya, homginin
dovlat orqanlari, miiassisalor, institutlar, toskilatlar, fordlor vo votondaslarin soziigedon sferada
salahiyyatlori, eyni zamanda onlarin faaliyyatlorinin koordinasiyas tizra baslica prinsiplari do daxildir.
Azaorbaycanin Kibertohliikasizlik siyasati ilo bagli hiiqugi-tonzimlayici bazanin inkisafina osas etibarilo
1999-2000-ci illords baslanilib. Kibertohliikasizliklo bagli ayrica strategiya, halalik hazirlanmasa da,
miixtalif sahalorda dovlat siyasatlorinin hayata kegirilmasinda Kibertohliikasizlik masalalarinin inkisafi
tictin mithiim miiddosalar artiq tosbit edilib.

Bu kimi strategiyalara “Azarbaycan Respublikasinda informasiya comiyyatinin inkisafina dair
2014-2020-ci illor tictin Milli Strategiya” vo “Azarbaycan Respublikasinda informasiya camiyyatinin
inkisafina dair Milli Strategiyanin hoyata kegirilmasi izra 2016—2020-ci illor tigiin Dovlot Programi™ni,
hamginin “Azarbaycan 2020 galocayos baxis” Inkisaf Konsepsiyasimi va “Azarbaycan Respublikasinda
telekommunikasiya va informasiya texnologiyalarinin inkisafina dair Strateji Yol Xoritosi”ni aid etmok
olar. Homg¢inin “Azorbaycan Respublikasinda informasiya comiyyastinin inkisafina dair 2014-2020-ci
illor diciin Milli Strategiya” Beynolxalq Telekommunikasiya Ittiftaq (BTI) vo Al torafindon hazirlanmis
biitiin tocriibo va tovsiyalori nozars alan sonaddir. Strategiyanin asas mogsadi informasiya comiyyatinin
qurulmas1 vo IKT-nin inkisafi daxil olmagla 6lkenin davamli sosial-igtisadi vo modoeni saviyyodo
yiiksalisi ti¢lin Vatondaslar, icmalar vo dovlat tarafindon onun imkanlarindan samarali istifado etmokdir.
Miivafiq strategiyanin hoyata kegirilmasi iigiin Rogomsal Inkisaf vo Nogliyyat Nazirliyi olagoalondirici
qurum tayin edilmisdir. Moagsad, ragemsal mokanda tohliikasizliyi inkisaf etdirmok, IKT-dan istifadoys
inami1 artirmaq, ganunvericilik bazasini tokmillagsdirmok vo malumatlilig1 yiiksaltmokdir. Bu magsadlara
catmaq tg¢iin vazifalor sirasina iso informasiya tohliikasizliyi tizro dovlat siyasstinin hazirlanmasi, bu
istigamatdo xarici 6lkalordon asililigin azaldilmasi, “elektron hékumot” soboakalorinin miihafizasi,
Kibertohliikalorin shamiyystinin 6lke miqyasinda elan edilmasi, Kibertohliikosizlik sahosindo texniki
pesokarligin inkisaf etdirilmasi, usaqlarin istifadasi {giin “tohliikasiz internet” platformasinin
gliclondirilmasi, comiyystdo vo sirkotlor arasinda molumatliligin artirilmasi, eloco do informasiya
tohliikasizliyi modoniyyatinin tosviqi daxildir.

Yuxarida geyd edilon strategiya hor biri dovlat programlari ilo miisayiot olunan iki marhalodo
hoyata kegirilir. “2016—-2020-ci illar {igtin D6vlat Programi” Milli Strategiyanin totbiqi istigamotinda
yeddi prioritet iizro konkret addimlardan ibarotdir. Informasiya tohliikasizliyino dair todbirlor planina
osason Rogomsal Inkisaf vo Nogliyyat Nazirliyi (RINN), Dovlot Tohliikasizliyi Xidmeati (DTX) vo
Miidafia Nazirliyi (MN) kibertohliikasizliys dair normativ hiiquqi aktlarin yenilonmoasina mosul olan
qurumlardir. “Telekommunikasiya vo informasiya texnologiyalarinin inkisafina dair Strateji Yol
Xoritasi”’na vo IKT sektorunun “SWOT” tohliline asasan soboka va informasiya tohliikasizliyine qars
artan cagiriglar osas tohliikkolor sirasindadir. Bu baximdan, strateji moqgsadlordon biri, milli
Kibertohliikasizliys hazirligin vo malumathiligin artirtlmasidir.

Qanunvericilik bazasina aid sonadlorin bozilari kimi asagidakilar geyd edils bilar:

“Dovlat sirri haqqinda” Azorbaycan Respublikasinin Qanunu, 2004; Milli Tohliikasizlik
Konsepsiyasi, 2007; “Kibercinayatkarliq haqqinda” Konvensiyanin tosdiq edilmasi barodo Azarbaycan
Respublikasinin Qanunu, 2009; Azorbaycan Respublikasinin Horbi doktrinasi, 2010; “Fardi malumatlar
hagqinda” Azorbaycan Respublikasmin Qanunu, 2010; “Informasiya tohliikesizliyi sahosindo
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faaliyyatin tokmillogdirilmasi tadbirlori hagqinda” Azarbaycan Respublikasi Prezidentinin Formani,
2012; “Milli tohliikssizlik hagqinda” Azorbaycan Respublikasinin Qanununda doyisiklik edilmasi
barado Azarbaycan Respublikasinin Qanunu, 2012; “Azarbaycan Respublikasinin Cinayat Macallasi.
Otuzuncu fasil. Kibercinayatlor”, 2012; “Azorbaycan Respublikasinin Xiisusi Dovlot Miihafizo
Xidmatinin Xiisusi Rabito vo informasiya Tohliikesizliyi Dovlot Agentliyi haqqinda ©sasnamanin vo
Agentliyin strukturunun tasdiq edilmasi” barada Azarbaycan Respublikasi Prezidentinin Formani, 2012;
“Azorbaycan Respublikasinin Ragomsal inkisaf vo Nogliyyat Nazirliyi yaninda Elektron Tohliikasizlik
Xidmatinin faaliyyatinin tomin edilmasi haqqinda” Azorbaycan Respublikasi Prezidentinin Formanti,
2012; “informasiya, informasiyalasdirma Vo informasiyanin miihafizesi haqqinda” Azorbaycan
Respublikasinin Qanununda doayisikliklor edilmasi barado Azarbaycan Respublikasinin Qanunu, 2017;
“Rogomsal transformasiya sahosinds idarsetmonin tokmillosdirilmosi haqqinda” Azarbaycan
Respublikasi Prezidentinin Formani, 2021; “Banklarda informasiya tohliikasizliyinin idars edilmasi
Qaydas1”, 2021; “Azorbaycan Respublikasmin Xiisusi Rabito vo Informasiya Tohliikesizliyi Dévlot
Xidmati haqqinda Osasnamonin tesdiq edilmosi” barado Azorbaycan Respublikasi Prezidentinin
Formani, 2021;“Kritik informasiya infrastrukturunun tohliikasizliyinin tomin edilmasi sahasinds bozi
tadbirlor hagqinda” Azarbaycan Respublikasi Prezidentinin Formani, 2021.

Bundan olavs, Azarbaycan Respublikasi Prezidentinin 2005 vo 2010-cu illordaki Sarancamlari,
habelo Azarbaycan Respublikast Nazirlor Kabinetinin 14 may 2010-cu il tarixli ssroncami ilo
Azorbaycan Respublikasinda rabito vo informasiya texnologiyalarinin inkisafina dair Dovlat
programlari tasdiq edilmisgdir.

2011-ci ildo “Elektron hokumotin formalasdirilmasi {izro Fealiyyat Programi”nda IKT-nin inkisafi
ilo bagli amali tadbirlorin hoyata kegirilmasi nozards tutulmusdur.

2014-cii ildo Azorbaycan Respublikasi Prezidentinin Soroncamu ilo Kibertshliikasizlik strategiyasi
gobul edilmisdir. Azorbaycanda informasiya comiyyatinin osaslarini yaratmis IKT {izro Milli Strategiya
votondaslar, comiyyat va &zal sektor torafinden IKT-don genis istifadeni nozarda tutur.

Milli Strategiyanin baslica magsadi vo vazifalori 6lkonin informasiya mokaninin tohliikasizliyinin
tomin edilmasi, IKT-don istifadoyo inamin artirilmasi, bu sahoni tonzimlayan normativ hiiquqi bazanin
islonib hazirlanmasi, informasiya va maariflondirmo isinin hayata kegirilmasi ilo baghdir.

Strategiyanin magsadlorina nailolmanin siyasi istigamatlori:

a) informasiya tohliikosizliyi sahosindo vahid dovlst siyasotinin  vo hiiquqi  bazanin
tokmillogdirilmasi;

b) 6lkonin milli informasiya mokanmin vo strateji infrastrukturunun, habelo informasiya
infrastrukturunun, informasiya tohliikasizliyini tomin edan sistemin inkisafi;

¢) olkanin informasiya slagalorinds texniki vo texnoloji asililigin azaldilmasi tizra todbirlorin
hoyata kegirilmosi;

d) “elektron hokumot™ infrastrukturunun informasiya tohliikasizliyinin tomin edilmasi;

e) elektron tohliikalor hagqinda malumatin milli saviyyads hayata kegirilmasi;

f) kibertohliikasizliyin giiclondirilmasi sahosindo miivafiq texniki vo metodiki vasitalorin
yaradilmast, tovsiyalorin hazirlanmasi vo metodiki dostoyin gostorilmasi;

g) usaqglari geyri-ganuni vo tohliikkoli mozmundan gorumaq iigiin “tohliikasiz internet”
mexanizminin islanib hazirlanmasi va tatbiqi;

h) dovlat va geyri-dovlat informasiya infrastrukturu subyektlorinin Kibertohliikasizlik {izra
foaliyyatinin olagolondirilmasi;

i) ohalinin, 6zal vo digor qurumlarin Kibertohliikasizlik sahosindo maariflondirilmasi vo
informasiya tohliikasizliyi madoniyyatinin formalagdirilmasi, bu sahads ixtisasli kadrlarin hazirlanmast;
J) olkanin informasiya tohliikasizliyi sahasinds beynalxalg smakdasliginin tomin edilmasi.

Milli Strategiyanin icrasi prosesinds dovlst orqanlari, 6zal sektor vo votondas comiyyati institutlart
arasinda six omokdasliq vo olagolondirilmis foaliyyat tomin edilir, informasiya comiyyati ideyalarinin
genis yayilmasi tiglin foal tobligat aparilir.
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Azorbaycanin Kibersarhadlorinin miihafizasi ilo ti¢ asas dovlet qurumu masgul olur: Rabits va
Informasiya Texnologiyalar1 Nazirliyi (RITN), Dévlat Tohliikesizlik Xidmoti (DTX) vo informasiya
Texnologiyalar1 Institutu (ITI). Azerbaycanin Dévlot Departamentlori {izro kompiiter sobokalorinin
miihafizosi mogsadilo Xiisusi Dovlot Miihafizo Xidmatinin nozdinds informasiya tohliikasizliyi
insidentlorina cavab vermok tig¢iin CERT-GOV-AZ18 kompiiter fovgoalads hallar qrupu yaradilmisdir.

Dovlat Tohliikasizlik Xidmati kibercinayatkarliqla miibarizo tizra salahiyystli organ kimi tayin
olunmusdur vo Kibercinayatkarliq hallarinin arasdirilmasi, bu istigamotdo yaranan tohliikalorin
qarsisinin alinmasi magsadilo Somarali miibarizanin aparilmasi tigiin miivafiq addimlar atmaqdadir.

Kibercinaystkarlarin, xiisusan ds kiberterrorizmin artmasi bu tohliikanin garsisinin alinmasi ti¢iin
Dovlat Tohliikasizlik Xidmatinin isinin tokmillogdirilmasi masalasini daha da aktuallagdirmisdir. Bu
sahado geyri-ganuni foaliyystlo miibarizo aparmaq iigiin miivafiq texniki tochizat, eloco do yiiksok
texnologiyalar tizrs xiisusi bilik va bacariglar talob olunur [1, 5.204-205].

Olkomizda kibertshliikasizliyin tomin edilmasi mogsadilo Azorbaycan Respublikasi Prezidentinin
26 sentyabr 2012-ci il tarixli Formaninin 5-ci hissasine uygun olarag, Azorbaycan Respublikasinin
Rabito vo Informasiya Texnologiyalar1 Nazirliyinin tabeliyindo Kibertohliikosizlik Morkazi
(CERT.GOV.AZ) yaradilmigdir. Kibertohliikasizlik Markazi sosial sabitlik vo virtual mokanda normal
foaliyyati tomin edir, Kibertohliikosizlik sahasinds informasiya infrastrukturunun foaliyyatini
olagalondirir, méveud vo potensial elektron tohliikalor barads aidiyyati orqanlart molumatlandirir.

Elektron idareetmoanin bu missiyasinin davamliligina nail olmag tigiin hokumatin garsiya qoydugu
tapsiriglar [15]:

1. Elektron Hokumot Akademiyasinin yaradilmasi.

2. Elektron Hokumat Arasdirma Markazinin yaradilmasi.

3. Elektron hokumat iizra bacariglarin artirtlmasi va biliklarin paylasilmasi.

4. Elektron hokumat infrastrukturunun inkisafi (G-Cloud adli hokumat buludunun tatbiqi).

Prezidentin Formani ilo nagliyyat, rabito vo yiiksok texnologiyalar sahasinds idarsetmanin
tokmillagdirilmasi ilo bagli slave todbirlor hagqinda Azoarbaycan Respublikasinin 12 yanvar 2018-ci il
tarixli soroncamu ilo Elektron Tohliikesizlik Xidmoti (ETX) kimi Nogliyyat, Rabito vo Yiiksok
Texnologiyalar Nazirliyinin strukturuna daxil edilmisdir. Umumiyyatlo, ETX infrastruktur haqqinda
molumat veroan, 6lko Saviyyasindo movcud vo potensial elektron tohliikalor barado molumatliligi,
ohalinin, 6zal qurumlarin va digor toskilatlarin kibertohliikasizlik sahoasinda maariflondirilmasini tamin
edon, homginin metodiki komaklik gdstaron slagolondirici dovlot orqanidir.

Elektron Tohliikasizlik Xidmati asagidaki foaliyyatlori hayata kegirir:

a) kibertohliikasizlik sahosindo informasiya infrastrukturu  subyektlorinin  foaliyyatini
alagelondirmoak;

b) istifadogilordon, program tominati, aparat vo texniki avadanliq istehsalgilarindan, Xarici
olkoalordaki analoji strukturlardan va digor manbaloardon kiberhiicumlar, miidaxilalar, zararli kompiiter
programlar1 (bundan sonra elektron tohliike vo tohdidlori) hagqinda malumatlari toplamaqg va tahlil
etmak;

c) istifadagilorin kibertohliikasizlik mosalalorino dair molumatliliginin artirilmasi1 moagsadilo
moveud va potensial kibertahliikalorin bildirilmasini hayata kegirmak;

d) istifadagilori tohdid edon programlar vo texniki vasitalor haqqinda talimat vo tovsiyalor
hazirlamagq, kibertohliikalora gars1 miibarizoys metodiki dastok gostormoak;

e) global internet trafikindo kiberhiicumlarin daf edilmosi iiciin milli internet operatoru vo
aidiyyatli beynolxalg qurumlarla birgs gqabaglayici tadbirlor hayata kegirmok;

f) kibertahliikasizliya hazirligi tomin etmok tiglin 6lkodo foaliyyst gostoron digor aidiyyati
qurumlarla amokdasliq etmoak [4, s.133].

2002-ci ildo yaradilan Informasiya vo Telekommunikasiya EImi Morkozinin (BTRM) asasinda
AMEA-da informasiya Texnologiyalar1 Institutu (ITQ) foaliyysto baslamigdir. Institut 2022-ci ilda EIm
vo Tohsil Nazirliyino tabe edilmisdir. Informasiya Texnologiyalari Institutu IKT-nin miiasir
problemlarino dair innovativ elmi todgigatlar aparan toskilatdir. Burada informasiya texnologiyalari vo
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informasiya comiyyatinin aktual elmi-nozari problemlori tizrs todgiqatlarin asas1 qoyulmus, yeni elmi-
todgigat sobalori vo morkazlori agilmisdir. Institutda miihiim layiholor hoyata kegirilir, somorali tadgigat
naticalarinin aldo edilmasi va togkilatin daha yiiksak innovasiya foaaliyystinin toskili tiglin beynalxalq
standartlara cavab veran biitiin imkanlar yaradilir. Institut elmi-texniki va innovasiya siyasatinin hoyata
kegirilmasi istigamatinds ugurlu islorini davam etdirir.

Institutun osas magsadlori IKT-nin genis imkanlarindan istifads etmoklo elmi foaliyystin miiasir
toloblora uygun toskili vo inkisaf etdirilmosi, elmi idaroetmonin tokmillosdirilmasi, milli elmi
informasiya mokaninin formalagdirilmasi, beynalxalg elmi miihita inteqrasiya va yiiksok soviyyali kadr
hazirhigidir. Institutun miihiim elmi nailiyyatlori bunlardr:

a) uygunlasan sabakalar tiglin doyar vo vaxt gostaricilori lizra paylanmis optimal autentifikasiya
sistemi hazirlanmis vo korporativ sobokalordo miixtalif tohliikalora qarsi miibarizods gorarlarin gobulu
tictin nazari oyun modeli taklif edilmisdir;

b) virtual miihitds informasiya miiharibasinin tozahiiriiniin askarlanmasi ti¢iin iisul va algoritmlor
islonib  hazirlanmigdir. Respublikada elektron elmin formalasdirilmasi, idars olunmasi Vo
giymatlondirilmasi, informasiya tohliikasizliyinin tomin edilmoasi tigiin model vo metodlar toklif
edilmisdir;

c) boyiik verilonlor bazasinin (Data Mining) intellektual tohlili {igtin metodlar va algoritmlor
islonib hazirlanmigdir. Motn sonadlori  dastlorinin - mozmununa goéro qruplasdirilmasi, onlarin
avtomatlagdirilmis iimumilogdirilmasi va xiilasalorin giymotlondirilmasi (Text Mining) tiglin goxsayh
tisullar vo algoritmlar toklif edilmisdir;

d) elektron imza infrastrukturunun yaradilmas: tigin sonlu saholor tizorinds elliptik oyrilars
asaslanan kriptografik tisullar va alqoritmlor islonib hazirlanmigdir.

Natica

Mogalodo milli vo beynolxalg ganunvericilik tocriibasi osasinda kibercinayotkarliq vo
Kibertohliikasizliyin tomin edilmasi, miimkiin tohliikalorin vo onlarin monbalarinin dork edilmasi
moasalalorine miixtalif yanagmalarin hiiquqi aspektlori tohlil olunmusdur. Naticods kibercinayatkarligla
bagli ganunlara olan tolobatin, onlarin rolunun miisyyan edilmasing, miizakira vo 6yranilmasine halo do
ehtiyac oldugu qonastino golinmisdir. Qeyd etmok lazimdir ki, maddi, prosessual va preventiv-
gabaqlayic1 kibercinayotkarligla bagli ganunvericiliyin miioyyonlogdirilmasi, homginin soziigedon
istigamotlor arasindaki forglorin todqiqgi zoruridir.

Milli, regional va beynolxalq saviyyali kibercinaystkarliq ganunlarinin miiayyanlosdirilmasi vo
miiqayisali doyarlondirilmasi miibarizanin hiiquqi aspektlarinin daha da tokmillasdirilmasini sortlondirir.

Qoanaato gora, Kibertahliikasizliyin tominatinda an yaxs1 profilaktik tisullarindan biri elmi todqgiqgat
Vo hiiquqi maariflondirma sahasinds beynolxalg amakdasligin toskilidir. Demak olar ki, hor bir 6lkado
Kibercinaystkarligla miibarizodo beynslxalg vo milli hiiquq sistemlorinin omokdasliginin qurulmasi
somarali naticalorin ilkin sartidir. Tolim vo maariflondirici materiallarin ictimaiyysto catdirilmasi, 0
ciimlodon bu sahoys aid molumatlarin kiitlovilosmosi mogsadilo radio, televiziya vo internet
resurslarindan istifado, normativ-hiiquqi bazalarin kiitlavi informasiya vasitolori tarafindon genis tobligi
do bu sarto daxildir.
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AHHOTAHUA
Kubepnpecrymienusi: HAHUMOHAJIbHBIE H MEKIYHAPOAHbIE
NPaBOBbIe-3aKOHO/IATEIbHbIE ACTIEKThI
3axua Opynx

B crartee aHanM3MpylrOTCSs TpPaBOBbIE AaCHEKThl PA3JIMYHBIX TOAXOJOB K BOIpPOCAM
KUOEpIpecTymHOCTH U obecrieueHus: KuOepOe30MacHOCTH U TMOHUMAaHMsS BO3MOXKHBIX YIpo3 M HX
UCTOYHHMKOB Ha OCHOBE HAI[MOHAJIILHOTO M MEXYHApOJHOT0 3aKOHOJATENbHOI0 ONbITa. B HacTosiee
BpeMsi B Tepuoj] OypHOTO pPa3BUTHS HMHPOPMAIMOHHBIX TEXHOJOTUHM KOJIMYECTBO MPECTYIICHUH,
COBEpIIAEMBbIX B  KHOEpIpPOCTpaHCTBE, pacTeT MPONOPLUUOHAIBHO YHCIY IOJb30BaTesel
KOMITBIOTCPHBIX cereil. B HCCIICOJOBAHNU IOAYCPKHUBACTCA, YTO B3aMMHOC H3YYCHUC H IMPUMCHCHUC
CYIIECTBYIOIIMX 3aKOHOB W MPOrPECCHBHBIX MPAKTHK B 00JAacTH KUOEpOE30macHOCTH CIyXkat
o0ecrnevyeHuo yunie kubepOoe30macHOCTH.

KubepnpectynHocTh — 3TO 060jiee HIMPOKOe MOHSATHE, YEM «HMHTEPHET-TIPECTYIHOCThY, TaK Kak
OHO BKJIOYaeT B ce0sf BO3MOXKHOCTH COBEPIICHUS IPECTYIUIEHHMH C WCIOJIb30BAHUEM JIFOOBIX
UH(POPMALIMOHHBIX WIN TEIEKOMMYHHMKAIIMOHHBIX ceTei. KubepnpecTymHOCTh — 3TO COBOKYITHOCTh
NPECTYIUICHUH, COBEPIIaEMBIX B KHOEPIIPOCTPAHCTBE C MOMOIIBIO WIIH TIOCPEICTBOM KOMITBIOTEPHBIX
CHCTEM WJIM KOMITBIOTEPHBIX CETeH, a TakKe MHBIX CPEACTB JIOCTYNa K KUOEpIPOCTPAHCTBY, B paMKax
KOMITIBIOTCPHBIX CHCTEM WA CeTeﬁ, U NIPOTUB KOMIIBIOTCPHBIX CHCTEM, KOMIIBIOTCPHBIX ceTeill n
KOMITbIOTEPHBIX JAHHBIX.
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OpHako BONPOC O TOYHOM M TIOJHOM IIOHMMAaHHUU KHOEPIPECTYIHOCTH, a TaKXe O €ro
3aKOHOJIATENIbHOM 3aKpPEIUIEHUH 0 CETOAHSIIHETO JHS OCTAaeTCs OTKPHITHIM. CYIIHOCTh JaHHOW
npoOJIeMbl 3aKiIoYaeTcs B TOM, YTO OT IPAaBUJIBHOTO ITOHMMAaHMs KHOEpHIpPECTYHNHOCTH 3aBHCHUT
3 PEKTUBHOCTh pabOThl MPABOOXPAHUTEIBHBIX OPraHOB IO NPEAYNPEXKIECHUIO TaKOro poja
MPECTYIJICHUM.

HccnenoBanue MO3BOJWIO NPUATH K BBIBOJY, YTO AaHAIM3 JOKTPUHAIBHBIX IOJXOJOB HE
IIOKa3bIBAaCT €AMHOTO MHEHUS CPE/IM YUYEHBIX B ONpPENEIeHUN KHOepIpecTyITHOCTU. DTO 00yCIOBICHO
pa3IMYHBIMU TPAKTOBKAMU KHOEPIPOCTPAHCTBA M CIIOCOOOB MCIIOJIb30BAHUSI KOMITBIOTEPHBIX CHCTEM
P COBEPLICHMM NPOTUBONpPABHBIX AeicTBUil. HecMOTpss Ha pasznuuus ydeHble CTaBAT BOINPOC O
COOTHOIIEHUHM HAIIMOHAIBHOTO W MEXAYHAPOJHOTO 3aKOHOAATENbCTBA OTHOCHTEIBHO IIEPEUHS
IPOTUBOIPABHBIX JEHCTBUM, COBEpIIAEMbIM B KnOepcepe.

KawueBble ciaoBa:  KuOepnpecTymHOCTb, IPAaBOBBIE  acleKThl, KuOepOe30macHOCTb,
HallMOHAJIbHOE  3aKOHOJATENIbCTBO, MEXIYHAPOJHOE  3aKOHOJATENIbCTBO, IpaBoBas  Oopnoa,
AzepOaiixan

Abstract
Cyber crimes: national and international legal-legislative aspects
Zahid Oruj

The article analyzes the legal aspects of various approaches to cybercrime and cybersecurity issues
and understanding of possible threats and their sources based on national and international legislative
experience. Currently, during the period of rapid development of information technology, the number of
crimes committed in cyberspace is growing in proportion to the number of users of computer networks.
The study emphasizes that the mutual study and application of existing laws and progressive practices
in the field of cybersecurity serve to ensure better cybersecurity.

As a concept, it is noted that cybercrime is a broader concept than "Internet crime™, since in the
first case it includes the possibility of committing a crime using any information or telecommunication
networks. Cybercrime - crimes committed in cyberspace against computer systems or computer
networks, as well as computer data stored, announced or transmitted in computer networks using other
means of access to cyberspace or through them. However, the issue of an accurate and complete
understanding of cybercrime, as well as its modification from the point of view of the legislation in the
world, the generally accepted approach and uniform definitions, remains open to this day.

The extremely important significance of this problem lies in the fact that the effectiveness of the
activities and mutual cooperation of law enforcement agencies in the direction of preventing such crimes
directly depends on the correct understanding of cybercrime, common approaches, and the availability
of similar legislation.

The study led to the conclusion that the analysis of doctrinal approaches does not show a consensus
among scientists in the definition of cybercrime. This is due to different interpretations of cyberspace
and ways of using computer systems when committing illegal acts. Despite the differences, scientists
raise the question of the relationship between national and international legislation regarding the list of
illegal actions committed in the cyber sphere.

Keywords: cybercrime, legal aspects, cyber security, national legislation, international legislation,
legal struggle, Azerbaijan
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Xiilasa. Mogalada dovlatin milli giictinii (MG) va onu formalasdiran struktur komponentlori olan
ohali (©h), orazi (Or), igtisadiyyat (iq), horbi giic (HG), elmi-texniki toraqqi (ETT), siyasi irads (SI) vo
geosiyasi amillor (GA) tohlil edilir vo hesablama qaydalari nozordon kegirilorok, diistur formasina
salinir. Sadalanan faktorlarin giymatlondirilmasi tiglin istifads olunan “yiiksak™, “orta”, “kafi”, “zoif” vo
“cox zoif” linqvistik giymatlorina uygun olarag, elmi-texniki toraqqinin nailiyyatlorindan istifado
omsalinin giymotlondirilmasinds istifado olunan “boyiik”, “yaxs1”, “qenastboxs”, “kicik” vo “cox az”
lingvistik giymatlori ekvivalent kimi gotiiriiliir. Todgigat isinin mogsadi Azorbaycan Respublikasinin
milli glictinii geyri-salis odadlor skalasindan istifado etmaklo ekspert rayi asasinda giymatlondirmakdir.
Mogalods miivafiq olarag, asagidaki vazifo garsiya qoyulur: dovlatin milli giiciinii giymatlondirma
mexanizminin hazirlanmasi. Todgigat metodlarindan istifado edilir: miiqayisali tohlil, analiz-sintez vo
riyazi modellosdirma. Asagidaki noticolor oldo edilmisdir: mogalodo doévlotin milli  giiciiniin
formalagmasinin struktur tohlili asasinda milli giiciin hesablanmasinin daha tokmil diisturu irali siiriiliir
(MG = 9h + 9r + ETT x (Iq+ HG) + Si + GA) vo Azorbaycan Respublikasmin giicii qgeyri-solis
giymatlondirmo metodu asasinda gonastbaxs giic kimi xarakterizo olunur. Yekun natica: har bir dévlstin
0z daxili vo xarici siyasotini mitkommallagdira va siyasi kursunu daha real ssaslarla effektiv sokilds
gergoklosdira bilmasi igiin real milli giiciinii qiymatlondirmasi zoruridir.

Agar sozlor: milli giic, ohali, orazi, igtisadiyyat, harbi giic, siyasi irads, geosiyasi amil, elmi-
texniki toraqqi, geyri-salis giymatlondirma

Giris
Miiasir diinya Azorbaycan Respublikasi vo onun vatondaslarinin maraqlarina dorindon tosir edon
asaslt vo dinamik doyisikliklor yasayir. Azarbaycan Respublikasi bu prosesin foal istirak¢ist va biitiin

saholordo miihiim potensiala vo resurslara malik olmagla yanasi, diinyanin aparict dovlatlari ilo intensiv
olagolor saxlayaraq regionda yeni realliglarin formalagsmasina miithiim tasir gostorir.
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Milli maraglarin tomin edilmosi {igiin giiclii tomoali olan mili dévlstin mévcudlugu vacib sartdir.
Hor bir dovlatin milli tohliikasizliyinin tominati onun milli maraqlari ilo, onlarin formalasmasi iso bir
cox faktorlarla (xiisusilo, milli doyarlarlo) birbasa baglidir vo onun inkisafi uzun tarixi prosesdir. Milli
maraglar prosesi igtisadi, sosial, etnopsixologiya vo diger amillorin osasinda formalasir [1, $.65] va
dovlatin milli giicii ilo six baglhdir.

Beynolxalq miinasibatlor sisteminda har bir 6lkanin digarlari ilo yanasi yagsamaq vo bu zaman milli
kimliyini gorumagla miistaqil inkisafetmo imkani onun milli giicii ilo sortlonir. Bu baximdan 6lkanin
milli giciniin giymatlondirilmasi miithiim nazari va praktik shamiyyato malikdir.

Digoar siyasi-igtisadi gostaricilor kimi milli giiciin do giymatlondirilmasi ii¢iin miisyyan 6lgma
sistemi totbig olunmalidir. Nozardon kecirilon 6lkonin diinya arenasindaki rolundan vo milli
tohliikasizliys qars1 ehtimal olunan tohdidlordan ¢ixis edorak, bels fikir séylomak olar ki, milli giiciin
giymotlondirilmasi lokal va nisbi xarakter dasiya bilar. Yoni diinya hegemonluguna iddiali dovlstlorin
milli giiciniin qiymatlondirilmasi onlarin resurs va potensiallarinin imumdiinya gostaricilari ilo hayata
kegirila bilor (masalan, 6lkanin harbi xarclorinin diinya 6lkslorinin imumi xarclorinds pay1 vo s.).

Bu todgigatda hamin amillori do nazors alarag, milli giiciin hesablanmasimin daha miikoammal
diisturu toklif edilir:

MG = 9h + Or + ETT x (iq + HG) + Si + GA. (@))

Burada,

— MG — milli giicii;

— ©h —ohalini;

— Or — arazini;

— ETT — elmi-texniki toraqqgini;

— Iq - iqtisadiyyati;

— HG — harbi giicii;

— Si-—siyasi iradeni;

— GA —geosiyasi amillori ifads edir.

Baxilan diisturda ©h, Or, Iq, HG, ETT, SI, GA ilo milli giiciin formalasmasina tosir edon osas
faktorlar sirasinda shalinin, arazinin, igtisadiyyatin, horbi giiciin, siyasi iradonin va geosiyasi amillorin
aparict rola malik oldugu noazordo tutulmusdur. ETT omsali elmi-texniki torogginin soviyyasini
saciyyalondirir va gostarir Ki, onun giymati yiiksok olduqda, igtisadi va harbi giic faktorlar1 milli giiciin
giymatini shamiyyatli doracodo artirir.

R.S. Klayn [2], ©. Davudoglu [3], S. Qasimov [4] va digar alimlorin toklif etdiyi milli giiciin
diisturlar1 kimi (1) diisturu da folsofi xaraktero malikdir. Qeyd edilmoalidir ki, bu diistura daxil olan
komponentlarin adadi giymatlondirilmasi baxilan 6lkanin milli giiciinii hesablamaga vo digar 6lkalorlo
miigayiso etmoya imkan vers bilar.

Bu mogalodo milli giiciin hesablanmasi vo miiqayisesi tg¢iin qeyri-salis giymotlondirmo
metodundan (skalasindan) istifado etmoklo miixtolif faktorlarin ekspert royi asasinda miioyyonlogdirilon
giymati asasinda milli giicii giymatlondirma mexanizmi toklif olunur.

Milli giicoa tasir edan amillarin lingvistik dayisanlarle giymatlandirilmasi

Humanitar elmlar sahasinds ananavi gostaricilarin adadi giymatlondirilmasi aktual olmadigindan
milli giicin hesablanmas1 mogsadilo geyri-salis ¢oxluglar nozariyyasinin elementlorindon istifads edilo
bilor (mas., [5; 6]).

Qiymatlondirmo sisteminin osasini todgigat obyektino uygun olarag, migyas vo ya prioritetlor
sistemi va onlarin miiayyanlogsdirma mexanizmi toskil edir. Qeyri-salis giymatlondirms, ilk névbada
ictimai-siyasi miilahizoloro sdykonan mantiq osasinda giymatlondirmo skalasinin toyin olunmasini
nozardo tutur. Bu tip skala universal, yaxud todgigat mévzusunun spesifikasina uygun toyin oluna bilar.
Todgigat obyektinin mahiyyatindon asili olarag, bu skalanin doracalonmo, yaxud saviyyslondirmo
skalas1 soklinds tortib edilmoasi miimkiindiir.
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Asagida (1) disturuna daxil olan hor bir faktor lingvistik giymatlor adlanan “yiiksok™, “orta”,
“kafi”, “zaif” va “cox zaif” Kimi bes Saviyya tizra giymotlondirilir.

ohali faktoru. Bu faktorun milli giico tasiri gonc vo amok gabiliyyatli shalinin say1, shalinin
timumi artimda tempi, nikah va bosanma va s. gostaricilori asasinda tasbit olunur.

2023-cii ildo Azarbaycan Respublikasi ohalisinin say1r 10127.1 nofor artmisdir. Ganc va amoak
gabiliyyatli ohalinin sayinda vo iimumi artimda inkisaf meyillorina (tobii artim) baxmayarag, artim
tempinds azalma geyds alinir. Azarbaycan Respublikasinin ohalisino asas monfi tasirlor isa nikah va
bosanma gostaricilorindadir. Bels ki, Odliyya Nazirliyinin rayon (sohar) geydiyyat sobalari torafindon
cari ilin yanvar-noyabr aylar1 arzindo 49549 nikah vo 19761 bosanma hali geyds alinmisdir. Bels Ki,
2022-ci ilin miivafiq dovrii ilo miiqayisads shalinin hor 1000 nafarine nikahlarin say: azalaraq, 6.2-don
5.3-0 diismiis, bosanmalarin say1 iso 1.6-dan 2.1-a qador artmisdir [7].

2023-cii ilin 9 ay1 orzinds 6lkaya 1 milyon 536 min 378 nofar giris, 1 milyon 533 min 47 nafar iso
¢ixis etmisdir. Bu dovr arzinds 283 min 21 nofar oldugu yer iizrs geydiyyata alinmisdir. Molumata gora,
2022-ci ilin miivafiq dovrii ilo miiqayisada 2023-cii il 61ko tizra giris-¢ixis va oldugu yer iizra geydiyyat
gostaricisi azalmigdir [8].

Beloliklo, Azarbaycan Respublikasinin milli giiciiniin formalasmasina tosir edon shali faktoru
“orta” linqvistik giymati ilo xarakterizo oluna bilar.

orazi faktoru. Bu faktorun milli giico tosiri dovlstin geostrateji movqeyi, nagliyyat-
kommunikasiya imkanlari, zongin yeralti vo yeriistii Sorvatloro malik olmasi, geosiyasi dayarinin
artmasi, arazi va ohalisinin bir gisminin 6lkanin materik hissasi ilo birbasa slagssinin olmamasi, dost
olmayan dovlatlorin shatasinds yerlosmasi kimi gostaricilorin asasinda tasbit olunur.

Azorbaycan Respublikasinin geostrateji movgeyinin asas gostoricilori onun 86.6 min kvadrat
kilometr quru, 80 min kvadrat kilometr Xozor donizindaki milli su sektoruna, Avropa va Asiyani
birlosdiran avtomobil, domir yolu va su nogliyyat: vasitosilo Rusiya, Tiirkiye, Iran, Giirciistan,
Ermonistan, Orta Asiya vo Qara doniz bolgasi dlkalari ilo nogliyyat-kommunikasiya imkanlarina,
homginin g6zal tobiats, alverisli iglim saraiting, zangin yeralt1 va yeriistii Sorvatlora malik olmasidir [9].
Qlobal alomda gedan son proseslar (Rusiya—Ukrayna miiharibasi) Orta Dahliz tizorinds yerloson, boyiik
tarixi cografiyasindan (Conubi Azarbaycandan) zorla qoparilan va diinya azarbaycanlilarini bir araya
getiran yegana voton torpagi missiyasini yerina yetiron Azarbaycan Respublikasinin geosiyasi dayarinin
artmasina Vo Xarici 6lkalorlo miinasibatlorino miisbat tosir gostoron asas amillordon sayilir.

Bununla yanasi, miirokkab, geyri-sabit, dinamik, doyison vo Xarici tssirlora agiq cografiyada
yerlaogon Azarbaycan Respublikasinin diinya okeanlarina birbasa ¢ixisinin olmamasi, kigik araziys malik
olmasi (cografi darinliyinin olmamasi), orazi (5502.75 kvadrat km) vo ohalisinin (461.5 min nofor)
(Naxg¢ivan Muxtar Respublikasi) bir gisminin 6lkonin materik hissasi ilo birbasa alagasinin olmamasi,
Rusiya, iran vo Ermonistan kimi dost olmayan dévlatlorin ohatesinds yerlosmasi hoyati vacib
catismazliqlarindandir va onun giic faktoruna manfi tasir gostoron asas amillardandir.

Belolikls, Azarbaycan Respublikasi milli giiciiniin formalagmasina tosir edon orazi faktoru cografi
giic olaraqg, “kafi” lingvistik qiymati ilo xarakterizo oluna bilar.

Iqtisadiyyat faktoru. Bu faktorun milli giico tosiri iimumi daxili mehsulun (UDM) hacmi, bank
sektoru, strateji valyuta ehtiyatlari, 6lkoya qoyulan investisiyalarin imumi hacmi, amakhaqq1 vo pensiya
gostaricilari asasinda tasbit olunur.

Beynolxalq Valyuta Fondu (BVF) 2023-cii ildo Azorbaycan Respublikasinin UDM-nin artimini
2.4%, 2024-2028-ci illords isa illik 2.3% soviyyasindo prognozlasdirsa da [10], 2023-cii ildo 6lkoda
istehsal edilmis UDM-nin hocmi ovvalkine nishoton 1.1% artarag, 123 005,5 milyon manat, neft
sektorunda istehsalin hacmi 2022-ci illo miiqayisodo 1.7% azalaraq, 45 343.7 milyon manat, geyri-neft
sektoru istehsalin hacmi 2022-ci illo miiqayisodo 3.7% artaraq, 77 661.8 milyon manat vo 2022-ci ildo
geyri-neft sektorunda yaradilmis UDM-nin artim tempi 9.1% olmusdur [11, s.2].

“Fitch Ratings” beynolxalq reyting agentliyi Azorbaycanin bank sektorunun gostaricilorinin
davamli yaxsilagsmasini geyd edir [12]. Bels ki, 2022-ci ilda bank sektorunda 914.5 milyon, 2023-cii ilds
1S2 18.5% yoni 1 milyard 84.2 milyon manat xalis manfoot alds etmisdir.
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2023-cti ilin sonuna Azoarbaycan Respublikasinin strateji valyuta ehtiyatlar1 68.5 milyard ABS
dollart toskil etmisdir. Bu iso 2022-ci illo miigayisade 17% coxdur. 2022-ci il do daxil olmagla,
Azorbaycan Respublikas1 Markozi Bankinin strateji valyuta ehtiyatlar1 29.1% artaraq, 11.6 milyard ABS
dollarina ¢atmigdir [13]. Azorbaycan Respublikasi miistaqillik aldo etdikdon sonra 6lkays goyulan
investisiyalarin iimumi hocmi 300 milyard dollardan ¢ox olmusdur Ki, bunun da toxminan 200 milyard
dollarin1 geyri-neft sektoruna qoyulan investisiyalar toskil etmisdir [14].

Son 5 ilds 6lkads sosial sahado minimum omokhaqqi 2.7 dofs artirilaraq, 130 manatdan 345
manata, minimum pensiya iss 2.5 dofs artirilarag, 110 manatdan 280 manata gatdirilmisdir [15]. Olkado
ehtiyac meyarmin 270 AZN olmasi, hamginin sadalanan artimlar iqgtisadi gostaricilorlo miiqayisoda
monfi hal kimi giymatlondirilo bilar.

Yuxarida geyd edilon faktorlarla yanasi, 6lks igtisadiyyatinin karbohidrogen sektorundan yiiksak
astliliginin davam etmosi, bank sisteminin yiiksok soviyyads dollarlagsmasi vo iqgtisadi siyasatin
prognozlasdirilmasinin geyri-kafi saviyyasini manfi hal kimi geyd etmok miimkiindiir [12].

Belaliklo, Azarbaycan Respublikasi tizra milli giiciin formalasmasina tosir edon igtisadiyyat
faktoru “kafi” lingvistik qiymoti ilo xarakterizo oluna bilor.

Hoarbi giic faktoru. Bu faktorun milli giico tosiri orduda asgor sayi, dovlatin tohliikasizlik vo
miidafia xarclari (maliyya vaziyyati), Horbi Daniz Qiivvalori (HDQ) vo Harbi Hava Qiivvalarinin (HHQ)
reytingi, silah sonayesindoki texnoloji inkisafi, maddi-texniki imkanlari, ¢evikliyi vo Miidafio Sonayesi
Nazirliyinin horbi toyinatli mahsulun istehsali Kimi gostaricilarin asasinda tasbit olunur.

Azorbaycan Ordusu Quru Qosunlar (QQ), HHQ vo HDQ-dan taskil olunmusdur. Azarbaycan
Ordusunun saxsi heyatinin torkibi 126 min foaal va 300 min ehtiyatda olan harbgilordon ibaratdir [16].

Azorbaycan Respublikast har il davamli olaraq tohliikesizlik vo miidafia Xorclorini artirir.
Stokholm Beynolxalq Siilh Arasdirmalar1 institutuna (SIPRI) istinadon 2021-ci ildo diinya iizro
Azorbaycan Respublikast UDM-do horbi xarclorin on yiiksok payina malik dlkalor arasinda besinci
yerdadir. Bels Ki, hazirda SIPRI-nin moalumatina asason Azarbaycan Respublikasiin harbi xarclarinin
UDM-db pay1 5.3% taskil edir [17]. SIPRI-don harbi xarclora dair molumatlar, siilhmoramli qiivvalor da
daxil olmagla, silahli qiivvalor iigiin biitiin cari vo asash xarclari 6ziinds oks etdiron NATO torifindan
alds edilmisdir.

Beynoalxalq harbi giico dair molumatlar toplayan ABS-in “Global Firepower” sayt1 2023-cii il tigiin
bir cox meyarlar tizro qiymatlondirms asasinda hazirladigi siyahida Azarbaycan Respublikasinin HDQ
67-ci [18] vo HHQ iso 57-ci yerda gorarlagmigdir [19].

“Global Firepower” 2023-cii ildo on yiiksok horbi giico malik 6lkslorin siyahisinda Azorbaycan
Respublikasinin Silahli Qiivvalorini 145 6lks igindo 59-cu yerds giymotlondirmisdir [20]. Reytingin
tortib olunmasi zamani ordularin silah sonayesindoki texnoloji inkisafi, maliyys voziyyati, maddi-texniki
imkanlar1 vo gevikliyi Kimi cohatlor asas gotiiriiliir.

Horbi faktorun milli giica tasirini giymatlondirmak {igiin onu sartlondiran amillors diggot edak. Bu
amillar sirasinda 6lkanin iimumi shali sayinda silahli qiivvalorin payi, harbgilor arasinda zabitlorin rolu,
miasir tank va zirehli texnikanin migdari, imum ordunun soxsi heyatinin ruh yiiksakliyi, idarsetmo vo
silah arsenalinda miiasir texnologiyalarla tachizatin saviyyasi va digarlori vardir.

Olkonin miidafio gabiliyyatinin vo milli tohliikesizliyinin daha da giiclondirilmasi mogsadilo
ordunun maddi-texniki tochizatinin miiasirlosdirilmasi vo horbi potensialin artirilmast ilo bagh
todbirlorin davam etdirilmasi tiglin 2024-cii ilin dovlat biidcasinda 3 milyard manat maliyys tominatinin
yaradilmasi nozords tutulur [21]. Bu adad 2023-cii ilo gére 6% coxdur.

Azorbaycan Respublikasinin Miidafia Sonayesi Nazirliyindo 1000-don ¢ox adda harbi toyinath
mohsul istehsal edilir ki, bu da Ikinci Qarabag miiharibasinda Azorbaycan Ordusunun tolobatinin boyiik
o6l¢tido daxili istehsal hesabina tomin edilmasini miimkiin etdi vo yerli istehsal olan miiasir silah-sursat
va horbi texnika, mohz 44 giinliik Voton miiharibasinds ilk dofo real doyiis voziyystinds ugurla sinaqdan
kegdi vo Azorbaycan Ordusunun zofor gazanmasinda, hamginin onun zangin doyiis tocriibasi aldo
etmoasinda shomiyyatli rol oynadi. Bu faktor ordunun timumi giiciine miisbat tasir edon vacib
amillardondir.
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Stilhmoaramli qiivvaloar do daxil olmagla, silahli qiivvalar {igiin ayrilan biitiin cari va asasli Xarclar,
silah sanayesindoki texnoloji inkisaf, maliyys voziyyati, maddi-texniki imkan va ¢evikliyi kKimi cohatlori
galib Azarbaycan Ordusunun horbi giiciinii “orta” giymatlondirmoyas asas verir.

Belaliklo, Azorbaycan Respublikasi tizra milli gliciin formalagsmasina tosir edon harbi giic faktoru
“orta” linqvistik giymati ilo xarakterizo oluna bilar.

Geosiyasi amillar. Bu faktorun milli giico tasiri Conubi Qafgazda konfiqurasiyanin doyigmasi,
regionda Tiirkiye—Rusiya tandemi, Rusiya—UKkrayna miinaqisosi, Qarbin Rusiya vo Irana sanksiyalari,
Avropa dovlatlorinin Azarbaycan Respublikasinin karbohidrogen resurslarina ehtiyacinin artmast,
dovlatin asas geosiyasi resurslari, diaspora va lobbi faaliyyati Kimi faktorlarin asasinda tasbit olunur.
Conubi Qafgaz regionunda son 30 ildo konfiqurasiyanin doyismasi vo Tiirkiyo—Rusiya tandemi
Azorbaycan Respublikasinin Ikinci Qarabag miiharibasinda goloba gqazanmasini tomin edon osas xarici
siyasi amil olmusdur. ©gar bu ciitliikdon Rusiya Federasiyasi konarlagsa, 0 zaman tandem dagilacaq vo
bu faktor regionda yeni geosiyasi konfiqurasiyanin yaranmasina Sobob olacaqdir [22].

Rusiya—UKkrayna miinaqisosi, Rusiya vo Iranin Qarbin agir sanksiyalarina maruz qalmasi amillori
geosiyasi sferada Azorbaycan Respublikasinin mévqgeyini giiclondirir. Bels ki, Qarbin Rusiya vo Iranin
neft-gaz sektoruna totbiq etdiyi sanksiya va embarqo siyasati Avropanin Azarbaycan Respublikasinin
karbohidrogen resurslarina ehtiyacinin artmasi faktoru rasmi Bakinin geosiyasi mévqgeyino miisbat tasir
gostarir.

Qlobal layihalarin hayata kegirilmasinda va beynoalxalq igtisadi-siyasi proseslorde Azarbaycanin
aparici qlivvaya g¢evrilmasi rasmi Bakinin movqgeyinin giiclonmasi ilo miisayiat olunur vo onu global
miqgyasda gaz ixrac edon 6lkaya ¢evirir [23; 5.88].

Azorbaycan Respublikasmim Islam ©mokdaslhiq Toskilatinin, Tiirk Dévlatlori Toskilatinin,
Qosulmama Horakatinin aktiv istirakcist olmasi, habelo Tiirkiya, Pakistan va Israil kimi miittafigloro
malik olmasi dovlatin asas geosiyasi resurslarindan sayilir.

Azorbaycan Respublikasinin Xarici olkalordo diasporasinin yetorli godor tosirli olmamasi,
hamginin cografi baximdan Rusiya, Iran vo Ermanistan kimi dévlatlorin ohatasinds yerlosmasi dévlatin
milli giictine moanfi tasir edon geosiyasi amillordon hesab edilir.

Belaliklo, Azorbaycan Respublikasi {izro milli giiciin formalagsmasina tosir edon geosiyasi
amillorin rolu “orta” linqvistik giymati ilo xarakterizo oluna bilor.

Siyasi irada. Bu faktorun milli giica tasiri xarici siyasi tozyiq, miistoqil siyasot aparmasi, iggal fakti
ilo barigmamasi, 6lko orazisindo uzun miiddot movcud olan separatizmo son qoymasi, Azarbaycanin
dovlat sarhadlarinin va arazi biitdvliyiiniin barpa etmasi kimi gostaricilorin asasinda tasbit olunur,

Siyasi irads siyasi stiurun vo davranisin tozahiir formasi, subyektin daxili va xarici maneslori dof
etmokloa, stiurlu sakilds qarsiya qoyulmus magsadlari ardicil suratds hoyata kegirmok bacarigidir. Dovlot
basgilarinin siyasi iradasinin olmamasi ¢ox vaxt siyasi masalalorin 6z hallini tapmamasina sobob olur.

Dovlatin xarici siyasati daxili siyasstin davamidir. Hazirda Azorbaycan Respublikasinin xarici
siyasati 6z blitovliyii vo mistaqilliyi ilo secilir. Bunun da oasas sobobi, tobii Ki, giiclii siyasi irades
faktorunun olmasidir [24]. Azarbaycan Respublikasi diinyada davam edon barismaz geosiyasi miibarizo
arenasinda biitiin giic markozlorindon masafali galmagla, ¢oxvektorlu vo miistaqil siyasat yeridir.

Prezident ilham Oliyevin siyasi iradesi Azorbaycan Respublikasinin Avrasiyanm on ugurlu
Olkalarindan biri Kimi formalasmasinda halledici amil olmusdur. Bu barads Xozor Strateji Arasdirmalar
Institutunun (Rusiya) bas direktoru Iqor Korotcenko bildirmisdir: “Azarbaycan Respublikasina misli
goriinmamis Xarici siyasi tazyiglor edilmasina baxmayarad, bu cahdlor ugurlu olmamisdir. Olkada
vaziyyati sarsitmaq, Azarbaycan Respublikasina tasir etmak, Bakini manipulyasiya etmok iigiin doviatin
torkibinda separat¢t anklavin saxlanmasina yoénalmis ¢ox giiclii movgelor méveud olsa da, 19-20
sentyabr 2023-cii ildo 24 saatdan az miiddotdo Azarbaycan Respublikast lokal antiterror tadbiri
kecirmakla, tam harbi Qoloba alda etmasi realligi raqiblarini rasmi Bakiya gqarst xarici tasir
ri¢aglaridan mahrum etdi” [ 25].

Azorbaycan Respublikast orazilorinin 20%-i isgal altinda oldugu dévrds I. Bliyevs isgal faktr ilo
barisin mesajlar1 verilirdi [26]. Lakin o, biitiin tozyiqlors sina galarok doévlstin milli maraqglarini giizosto
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getmoayarak, prinsipial movqgeyindo qalaraq vo giiclii irado niimayis etdirorok, 30 il arzindo hall
edilmoyon Ermonistan—Azaorbaycan miinaqisosini qisa zaman orzindo kokiindon hoall etmis vo 6lko
arazisinda uzun miiddoat mévcud olan separatizma son qgoymusdur [27]. Bununla da Azarbaycanin dovlat
sorhadlorinin  vo orazi biitovliyliniin borpasina vo regionda geosiyasi realliglarin Azarbaycan
Respublikasinin Xeyrino doyismasina nail olmusdur.

Belaliklo, Azorbaycan Respublikast izra milli giicin formalasmasina tasir edan siyasi iradsnin
rolu “yiiksak™ linqvistik giymati ilo xarakterizs oluna bilor.

Elmi-texniki taraqqi faktorunun milli giiciin formalagmasina tosiri ixtira vo patentlorin
gostaricilorinin dinamikasi, dovlst biidcesindon tohsil sektoruna ayrilan vasait, 6lkado professor-
muollim heyastinin say1, tam vo orta tohsilli ohalinin sayi, Azorbaycan Respublikasi alimlorinin
beynoalxalq indeksli elmi jurnallarda dorc olunan mogqalslor iizra reyting gostoricilori asasinda tasbit
olunur.

Elmi-texniki toraqqi — elmin nailiyyatlorindon istifads etmoklo istehsalin texniki soviyyasinin
yiiksoldilmasi, istehsal proseslorinin somors vo keyfiyyatinin artirilmasi, insanlarin tolobatlarinin daha
yaxs1 0donilmasi magsadilo miixtalif sahalards elm, texnika va texnologiyanin totbigqidir.

SSRi-nin siiqutundan sonra (xiisusilo, 1990-c1 illorde) alimlarin va yiiksokixtisasl miitoxassislorin
elmi sferadan uzaqlasaraq, yiiksokgolirli basqa foaliyyat sahslorino axin etmosi, eyni zamanda beyin
axininin Xarici 6lkalora miqrasiyasi, elmin niifuzdan diismoasi va elmtutumlu istehsal miiassisalarinin
tamamila vo ya gismoan foaliyyatinin dayandirmasi va s. kimi problemlar 6lkads elmin inkisafina manfi
tosir gostormisdir.

Lakin 2000-ci ildo bu gostorici Azorbaycan Respublikasi {igiin 1.8%-0 godor azalmigdir. Bu
sobobdon Diinya Bankinin iqtisadgilart Azarbaycani Respublikasini beyin axininin an asagi Soviyyado
reallasdigi 6lkolor siyahisina daxil etmisdir [28].

Hazirda 6lkado ETT-nin yiiksok saviyyado olmamasinin asas sababi bu sferada totbig edilon
stimullagdirma sisteminin miasir toloblora cavab vermomasi fakti dayanir. Dovlat biidcasindoan elmin
inkisafina ayrilan vosaitin optimal saviyyada yiiksaldilmasi bu sahanin populyarlasmasina, elmi-tadgiqat
islorinin kamiyyat vo keyfiyyati gostaricilorinin yiiksaldilmasina va gonc miitoxassislor arasinda elma
miinasibatin radikal sokilds doyismasina gotirib ¢ixara bilor.

Azorbaycan Respublikasinda 2010-2019-cu illor {izro ixtiralarla bagli miitlog gostaricilorin
dinamikas1 diismokdadir. Qiivvads olan ixtira patentlorin say1 2010-cu illo (496) miiqayisads 2019-cu
ildo (236) asagi digmiisdir ki, bu da ixtiragilarin miihafizo sonadlorinin qiivveds saxlanilma
maraqlariin olmadigini vo mévcud patentlors talobatin zaif oldugunu gostarir [29, s.16].

2024-cii il dovlat biidcosindon tohsil bolmasi tizra 102 tadbiri ohato edon 10 programin hoyata
kegirilmasi ligiin 4549.9 milyon manat mabloginda vasaitin yonalacayi prognozlasdirilib. Bu adad 2023-
cii illo miigayisada 3.2% coxdur [30].

Qeyd etmok lazimdir ki, Dovlot Statistika Komitosinin yaydigi molumata gora, 2021-2022-Ci
todris ili tgiin 6lkodo professor-miiallim heyatinin sayr 14393 nofor toskil edir [31]. 2023-cii il
naticalorinin asasinda Azarbaycan Respublikasinin alimlari beynalxalq indeksli elmi jurnallarda maqals
reytingino gora, “Scopus h-index 166, Web of Science h-index 145, Google Scholar h-index186”-c1
yerdo gorarlagsmisdir [32]. Azorbaycan Respublikasinda 15 vo yuxari yasda olan ohalinin hor 1000
nafordon 974-niin tam va orta tohsilli olmasi [33] faktoru miisbot gdstorici sayilir.

Beloliklo, Azorbaycan Respublikasinin igtisadi vo horbi potensiali tizro elmi-texniki toragginin
nailiyyatlorindon istifads omsali “kigik” linqvistik doyisani ils ifads oluna bilor.

Milli giiciin geyri-salis giymatlandirilmasi

Milli giiciin giymatlondirilmasinds yuxarida toklif olunan (1) diisturuna riyazi mona vermoak ii¢iin
ilk névbada lingvistik dayisanlora uygun geyri-salis adadlori qurmaq lazimdir. Bu addim isa qeyri-
salislogdirmo (fuzzification) adlanir. Mahiyyatino gora, baxilan biitiin faktorlar (ohali, orazi, igtisadiyyat,
harbi giic, siyasi irads, geosiyasi amillor), homginin elmi-texniki taraqgidon istifads amsalinin dasiyicisi
eyni [—0.25, +1.25] intervalinda verilon geyri-salis adadlorls tayin edilo bilar.
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Gostarilon faktorlarin giymatlondirilmasinds istifads olunan “yiiksok”, “orta”, “kafi”, “zoif” vo
“cox zoif” lingvistik giymatlorina elmi-texniki toroqginin nailiyystlorindon istifade omsalinin
giymatlondirilmasi ti¢iin istifads olunan “boytik”, “yaxs1”, “qonastboxs”, “kicik” va “cox az” linqvistik
giymatlarini ekvivalent hesab etmok olar. Ona goro do onlara forq gqoymadan sadalanan lingvistik
doyisonlora uygun, geyri-salis adadlorin monsubiyyst funksiyalarini qurmag miimkiindiir. Burada

sadalik tiglin monsubiyyat funksiyalar1 hissa-hissa xatti funksiya kimi verilir.

()

0 05 1
Sakil 1. “Kafi” linqvistik giymatina uygun geyri-salis
adadin mansubiyyat funksiyasinin grafiki
“Yiiksok™ (boyiik), “orta” (yaxst), “kafi” (kafi), “zoif” (kigik) Vo “cox zoif” (¢cox az) lingvistik
giymatlarina uygun olarag, moansubiyyat funksiyasini j = 5,4, 3,2,1 kimi nomralayirik. j adadinin
monsubiyyat funksiyasi asagidak: formada tayin edilir:

0, x<(—-2)/4,
dx+2—j, (=2/4<x<(-1)/4,
ui(x) = o . .
j—4x, (—1)/4<x<j/4,
0, j/4 < x.
Niimuno ti¢iin “kafi” giymatina uygun geyri-salis adadin mansubiyyat funksiyasiin grafiki sakil

1-do verilmisdir. (1) diisturunun komponentlori iizra yuxarida sorh olunmus ekspert giymotlorindan ¢ixis
edarak, milli giiciin geyri-salis ifadasi ti¢iin asagidaki mansubiyyat funksiyasi yazila bilor:

u(x) = pa(x) + p3 () + pp(x) X [ p3(x) + pa ()] + pa () + 5 (x). )

u(x) funksiyasinin geyri-salis odadlor tizorindo hesabi omsliyyatlar qaydasina uygun olaraq,
hesablanmis ifadasi asagidaki sokildo yazilir [5, 5.97]:

0, x <2,
Vv6.5625 + 8x — 4.75, 2 < x < 3.3125,
u(x) = ©3)
—V6.5625 + 8x + 6.75, 3.3125 < x < 4.875,
0, 4.875 < x.
u(x)
C::E!
0.4
EI.E x
a 1 2 3 4

Sakil 2. (2) diisturu iizra hesablanan geyri-salis adadin mansubiyyat funksiyasinin tasviri
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oyanilik t¢iin onun qgrafiki sokil 2-do verilir vo burada gérmok olar Ki, u(x) funksiyalarinin
dastyicist [—0.25, +6.25] intervalinda toayin olunur. Bu intervali ohato edon giymotlondirma skalasi
asagidaki kimi daxil edilmisdir:

( "coxzaif glic" ager Uo <1,
"zoaif glic" ager 1<y, <2,
"ortaglic" ager 2<u, <3,

"gonaatbaxs" ager 3 < pu, <4,

"yuksak gtic" ager 4 <u, <5,

\"cox ylksak giic" agor 5 < o,

(4)

linqvistik dayisan = <

Naticanin (4) skalasi tizra linqvistik giymatlorla ifadssi tigiin (3) adadinin defazzifikasiyasi hayata
kegirilmalidir. Bu magsadlo mansubiyyst funksiyasinin mohdudlasdirdigi intervalin markazins nazaran
defazzifikasiya totbiq edilso, (2) iizro hesablanan odads uygun olaraq, u, = 3.375 alinir. Bu iso (4)
skalasina uygun olarag, giymatlondirilon “qonastboxs” giic kimi xarakterizs olunur.

Beloliklo, milli giiciin giymatlondirilmasi ti¢lin toklif olunan (1) formulu giymotlondirilmo
xarakterina malik diistur olur.

Natica

Moagalada dovlatin milli glictiniin formalasma strukturu —ohali, arazi, igtisadiyyat, horbi giic, elmi-
texniki toroqqi, siyasi irado vo geosiyasi amillarin tohlili asasinda milli giiclin hesablanmasinin daha
tokmil diisturu irali siiriiliir va dovlatin giicii geyri-salis qiymatlondirma metodu asasinda gonastboxs giic
kimi xarakteriza olunur.

Homginin dovlatin milli giictinlin asasini togkil edon biitiin komponentlorin paralel va balansh
inkisafi daxili sabitliyi tomin edir, 6lkonin beynolxalq niifuzunu moéhkomlondirir, onu regional giic
moarkazina gevirir va global miqyasdaki rolunu artirir.

Beloliklo, hor bir doévlet milli giiciinii qiymotlondirmoklo, 6z daxili vo Xxarici siyasatini
mitkommoligdira va siyasi kursunu daha real asaslarla gergoklosdira bilar. Real milli giico asaslanmayan
dovlat siyasati tomin oluna bilmaz vo onu inkisafa deyil, tonazziils siiriikloyar.
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AHHOTAHA
MeTo/1 OLIeHKHM HAIIMOHAJIBHO MOLIM rOCy1apcTBa
Byrap Mamensane, Juabxan Cad3ues, Acax Pycramos,
duabaxad UmamBepaues, l:kaaun 'acanos

B cratpe ananmusupyrotcs HaumoHanbHas Momb (HM) rocymapctBa u ero ¢opmupyrommue
CTPYKTYpHBbIE KOMIIOHEHTHI, BKJItoHaroliee B cedst Hacenenue (Hac), tepputopus (Tepp), s3koHOMHUKA
(OxoH), BoerHas Momlb (BM), Hayuno-texuudeckuii mporpecc (HTII), momutudeckas Boss (I1B) u
reononutnyeckuii ¢akrop (I'®). CormacHo mpaBuiaM, NMPOBOAUTCS OLEHKA HAIIMOHAJIBHOW MOIIM
rocyznapcTBa u mpejaraercs ero Hoas opmyna. /s nepedricieHHbIX (PaKTOPOB, UCIIOJIB3YEMBIX 10
S3BIKOBBIM 3HAUEHUSIM OLICHKH - «BBICOKUI», «YMEPEHHBII», «I0CTaTOUHBIN», «cIalOblii» U «O4YeHb
cnalplif», SKBUBAJEHTHO MPUHUMAIOTCS KaK JIMHIBUCTHUYECKas OIEHKA «OTIMYHBIN», «XOpOIIUN»,
«yJIOBJIETBOPUTENBHBIN» «CNalblii» M «Oo4eHb cnalblii». Llenplo uccienoBaHus SBISETCS OLIEHKA
HallMOHATHPHOM MOIIM Ha OCHOBE OJKCIIEPTHOTO MHeHus AsepOaipkanckoi PecnyOmukm ¢
MCIIOJIb30BAaHUEM IIKaJIbl HEYETKUX yHcesl. COOTBETCTBEHHO, B CTAThE CTABUTCS CIEAYIOLIAs 3ajada:
pa3paboTka MeXaHuU3Ma OLEHKH HallMOHAIbHOM MoIIM rocyaapcTBa. Mcroib30BaHbBl METOJIbI
MCCJIEIOBAHMSI: CPAaBHUTEIbHBIA AaHAJIN3, AHAIN3-CUHTE3 M MaTeMaTH4ecKoe MOJAEIMpoBaHue. bbum
MOJIyY€HBl CIEAYIOUIUE pPE3yJbTaThl: B CTaTh€ HAa OCHOBE CTPYKTYPHOTO aHanu3a (OPMHUPOBAHUS
HaIIMOHAJILHON MOILM rOCyIapCTBa MpeIokeHa 0osiee coBepieHHas (popMylia pacueTa HallMOHAJIbHOM
mori  ( HM = Hac + Tepp + HTII X (EkoH + BM) + 1B + T'® ) Asepb6aiimkanckoit Pecrnybnnkn
XapaKTepU3yeTcsl KaK YJOBJIETBOPUTENbHAsI CHJIA Ha OCHOBE HEUETKOTO METOJa OLIEHKH. BriBOA:
KaKJIOMY TOCYJapCTBY HEOOXOJUMO OLIEHUTh CBOIO peajbHYI0 HAIlMOHAJIbHYIO MOIb, YTOOBI
YCOBEPUICHCTBOBATh CBOIO BHYTPEHHIOIO M BHEIIHIOIO MOJUTHKY U 3()(PEKTUBHO pearn3oBaTh CBOM
MOJIMTHYECKHUH Kypc Ha OoJiee peatuCcCTUYHOW OCHOBE.
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Abstract
Method for Assessing the National Power of the State
Vugar Mammadzada, Elkhan Sabziyev, Asad Rustamov,
Eljan Imamverdiyev, Jalil Hasanov

In the article, the national power (NP) of the state and the structural components that form it are
population (Pop), territory (Terr), economy (Econ), military power (MP), scientific and technical
progress (STP), political will (PW) and geopolitical factors (GF) is analyzed and put into the form of a
formula by considering the rules of calculation. According to the "high”, "moderate”, "sufficient”,
"weak" and "very weak" linguistic values used for the evaluation of the listed factors, "great”, "good",
"satisfactory” used in the evaluation of the coefficient of use of the achievements of scientific and
technical progress ", "small" and "very small" linguistic values are taken as equivalent. The purpose of
the research work is to evaluate the national power of the Republic of Azerbaijan on the basis of expert
opinion using a scale of fuzzy numbers. Accordingly, the following task is set in the article: development
of a mechanism for assessing the national power of the state. Research methods are used: comparative
analysis, analysis-synthesis, mathematical modeling. The following results were obtained: the article
proposes a more advanced formula for calculating national power based on the structural analysis of the
formation of the state's national power (NP = Pop + Terr + STP X (Econ + MP) + PW + GF) and the
power of the Republic of Azerbaijan as a satisfactory power based on the fuzzy assessment method it is
characterized. The bottom line: each state needs to assess its real national power in order to perfect its
domestic and foreign policy and effectively implement its political course on a more realistic basis.

Keywords: national power, population, territory, economy, military power, political will,
geopolitical factor, scientific and technical progress, fuzzy evaluation method
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THE WAY OF ACHIEVING STRATEGIC ENDS IN THE
COMPLEX ENVIRONMENT - POSITIONAL SUPERIORITY MODEL

Colonel Elnur Alasgarli
National Defence University
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Abstract. The changing, uncertain, complex and ambiguous characteristics of the strategic
environment in the modern era often lead to the failure of activities carried out to achieve strategic goals.
This requires the review of approaches to strategy formulation, including the strategy model, which is
used as a tool for achieving strategic goals. Given the interconnectedness of strategies with the
environment in which they are implemented, a new approach and model is required to reflect the
characteristics of the modern strategic environment and allow the actor’s flexible actions.

The similarity of the characteristics of the virtual environment formed in the game of chess and
the real security environment shows that this game can be considered for the formulation of a new
strategy model. In addition, in the game of chess, the focus of the main efforts is not on the strategic
goal, but on the superior position that helps to achieve it, the consistent application of strategy and tactics,
and the possibility of changing the initial strategic goal in the course of the game can play an important
role in ensuring the flexibility of the model to be developed.

In the preparation of the model, the activities carried out by the Republic of Azerbaijan on the
restoration of its territorial integrity are used as an example. This shows the possibility of applying the
mentioned model in the formulation of a real strategy.

Keywords: national security, strategy, tactics, positional superiority, global security environment

Introduction

Every country implements strategic activities based on different approaches to ensure its security
and sustainable development within the framework of its national interests. One of them is strategy.
With optimal management, a well-designed strategy can concentrate common efforts on the main goal,
use resources efficiently and purposefully, and provide conditions for strategic impact at the right time.
In addition, having a strategy allows actors to anticipate and respond to changes in the competitive
environment.

However, a strategy is implemented in an environment that contains factors beyond the control of
those who develop it. For this reason, in order to be successful, a developed strategy must meet the
characteristics of the environment formed by those factors. Constantly increasing complexity of the
environment can be considered one of the biggest obstacles to development and implementation of the
strategy.

Important changes are currently taking place in the global security environment. The number of
actors and trends affecting the security environment in the world is increasing day by day. Strategic
processes such as globalization, rapid technological development and the increasing irregularity of
relations between the world's leading states that influence each other, further complicates the global
security environment by increasing uncertainty. It is not a coincidence that the Secretary General of the
United Nations, A. Guterres, noted at the Environmental Security Conference that a more complex and
dangerous environment is being formed in the world [1].

The increasing level of complexity of the security environment negatively affects [2, p.52] the
implementation of strategies developed based on the traditional "Ends, Ways, Means" strategy-making
model. This approach is basically designed for clear or complicated environments rather than complex
ones. Recent events show that the traditional strategy-making model based on goal-oriented, linear
approach has limitations in coping with modern challenges [3, p.38].
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Due to the complexity of the security environment, tactical actions are increasingly being used as
another approach to achieve the ultimate goals, nowadays. However, they bring more short-term
solutions, which are insufficient in achieving long-term strategic goals, and do not provide a
comprehensive and systematic approach to the issue.

In general, the abovementioned approaches are accompanied by significant weaknesses either by
not reflecting the dynamic and increasingly complex nature of the current environment [4, p.8] or by not
being sufficient in achieving long-term strategic goals in the modern era. Each environment-specific
problem becomes increasingly difficult to answer with the strategy-making approach used for a simpler
environment.

The current state of the modern security environment requires the application of flexible
approaches to the implementation of strategic activities.

The continuous complication of the global security environment and its complex character requires
the application of more flexible approaches to achieve the strategic ends.

I. The basis of a new approach

To develop a strategy that reflects the characteristics of a complex security environment the game
theory, especially the game of chess, which has been successfully tested in virtual practice to make a
strategy, can be used as a new model. Its strategy-making philosophy based on the concept of "positional
advantage" [5, p.32], the method of achieving the end state can provide prominent ways in this regard.

Similarities between the virtual environment created in the game and the modern real environment
in terms of complexity, and the fact that they both require serious planning are the main reasons for
choosing it as a model. In chess, the number of possible combinations increases after each move and
calculation becomes more difficult, which makes the establishment of a superior position the purpose of
strategy instead of checkmate. The high level of uncertainty in the security environment theoretically
shows the possibility of applying this approach to achieve strategic ends in the modern era.

1.1. Components of the superiority

The increasingly intertwining socio-political, economic and military processes, since the
beginning of the 21st century, the requirement of more collaborative [6, p.302] action rather than
coordination and interaction especially in the current complex security environment stipulates the
creation of positional superiority not in the areas, but in specific directions, depending on the
characteristics of the main object of the strategy.

However, it is important to prioritize the areas of actions to increase the efficiency of the strategy
to be prepared and to harmonize joint efforts in the complex strategic environment. Considering the
resolution of the conflicts, the foreign policy, economy, military, social public and information fields
can be defined as associated areas of ensuring national interests (Figure 1).

Figure 1. Areas of action

46



Milli Tahliikasizlik va Harbi EImlar — National Security and Military Sciences
No2(10)/2024
HORBI NOZORI ELMLOR MILITARY THEORETICAL SCIENCES

On the other hand, identifying specific directions will contribute to the synchronic application of
the force, space and time elements of the strategy and to the simultaneous acquisition of superiority in
different areas in order to create the necessary strategic impact.

Considering the characteristics of modern conflicts, its external and internal aspects, as well as the
opponent, the formation of opinion, the creation of a strong side and unbalancing an opponent can be
determined as the directions of action covering the actual issues that can create appropriate conditions
for joint action.

The analysis of the Karabakh conflict allows us to say that the Republic of Azerbaijan has been
implementing a complex of long-term and purposeful measures in these areas of activity. The following
examples can be considered some of those activities:

— One of the successful elements of Azerbaijan's foreign policy during the
Second Karabakh war was the formation of an opinion. Activities in this direction included gaining
foreign and domestic support for the de-occupation of Azerbaijani territories, the return of internally
displaced people to their native lands, and the need for a possible military operation to restore justice.
By persuasively conveying its position on the issue Azerbaijan managed to get most countries of the
world to accept that Karabakh is the historical territory of Azerbaijan. This also created the legal grounds
for the liberation of Karabakh and adjacent 7 regions which were occupied during the First Karabakh
war.

— Taking into account the characteristics of modern warfare, while ensuring the necessary combat
readiness of the Armed Forces, the Republic of Azerbaijan has managed to create strong sides by
developing certain military capabilities that had a serious impact on the course of the military operations.
New methods combat activities, including Special Forces on the battlefield, as well as modern
technologies such as armed UAVs and high-precision strike systems are a few examples. It is no
coincidence that foreign experts say that the Azerbaijani side bought certain types of weapons on purpose
in the last ten years, prepared selected units for use in special types of operations, and prepared a joint
operational plan in order to isolate the battlefield [7].

— The Azerbaijani side purposefully and effectively used all the opportunities affecting its
economic potential to reduce the budget revenues that could be directed to the development of the
defense potential of Armenia. Azerbaijan has succeeded in preventing Armenia's economic development
by excluding it from important international projects, including the oil and gas pipelines from Azerbaijan
to Turkey and Europe, the railway line connecting China to Europe, communications connecting lran
and Russia, or by making its projects unpromising. At the same time, the closure of the borders with
Turkey has given an additional impetus to the isolation of Armenia, hence the deterioration of its
economic situation and emigration. Armenia’s poor economic situation and lack of human resources did
not allow it to strengthen militarily, which became one of the main factors determining its defeat in the
war.

Positional superiority is created by gaining a decisive advantage over the opponent. This involves
convincing the opponent that the continuation of the conflict is ineffective, creating a significant
deterrence and prompting the rational opponent to make the desired decision on the resolution of the
conflict. In some cases, the advantage created in chess forces the opponent to resign without waiting for
the end. Sometimes the created superior position for various reasons may not be enough to force the
irrational opponent to resolve the conflict. This determines the transition to the next stage, the realization
of superiority through military operations. For example, the superiority created by the Republic of
Azerbaijan was not enough to force the Armenian authorities to hand over the occupied territories
peacefully. The Armenian side fell into the illusion that its army is invincible and its allies will protect
it. Therefore, instead of trying to solve the problem they continued the provocations on the ground and
by presenting the concept of "new war for new territories” [8] and the strategy of "active deterrence" [9].
Finally, Armenia's military provocation on September 27, 2020 forced Azerbaijan to realize its positional
advantage.
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1.2. The model of reaching the end state

New strategy-making model can be formulated by taking into account the conceptual basis of the
complex strategic environment and the characteristics of the chess game. This time, the stages of chess
can be transformed into stages of the model. The game of chess consists of the opening, midgame and
endgame stages. The opening stage mainly involves the strengthening of the existing position, as well
as the preparations for creating a superior position with dual-purpose attacks. Based on created position
in the midgame, activities are carried out to achieve a decisive superiority over the opponent for the
endgame, and to achieve the main goal at the end of the game. For this reason, the stages of "Establishing
positional superiority”, "Realization of superiority” and "Achieving strategic ends" can be defined in
sequence (Figure 2).

In terms of application in real strategy, the position created at the end of the opening game is called
"Positional superiority"”, and the position in the midgame is called "Special superiority”. So, sometimes
the created Positional superiority may not be enough to push the unrealistic actor to resolve the existing
conflict for various reasons. This also necessitates the transition to the next stage, the creation of a special
superiority. Here, positional superiority includes a complex of non-military activities, while special
superiority includes military actions.

Stages Opening
Areas of Establishing positional Achieving
activity superiority strategic ends
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Foreign poli » Other
~ "\ end state /
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Figure 2. Modelling the game of chess

A strategy and tactics are used to achieve the end state in the game of chess. Here, strategy is used
to create an advantage, while tactics are used to achieve a strategic goal using an existing advantage.
Positional advantage created as a result of good strategic play lays bases for tactical action by presenting
new opportunities.

In chess, there are many cases where advantage is created by tactical activities. However, this can
lead to the desired result either against a very weak opponent or if the opponent makes a mistake. Against
a strong opponent, this approach is considered to be unsuccessful. Besides, separate tactical successes
unaligned with strategic goals may not be enough to achieve the end state. There is a need for a strategy
to ensure that the actions are moving in the right direction.

It might be the case in real-time strategies as well. In today's security environment, tactical
activities can be more focused on immediate targets and have a short-term strategic impact. However, it
is important to align tactical successes with strategic goals to ensure that resources are being used
effectively and that the organization is moving towards its desired end state.

For example, the superior position established by the Republic of Azerbaijan, during the Second
Karabakh War, has created a foundation for the strategic goal of ensuring its sovereignty throughout the
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country. In this context, Azerbaijan's initiative to conclude a peace agreement with Armenia can be
evaluated as tactical activity arising from a superior position.

In order to create positional superiority, strategic objectives are defined in the directions of activity.
At this time, they are formed based on the transformation of the end state by adapting it to the current
realities. However, the end state is always kept in mind during the implementation of the strategy. This
will play the role of a lighthouse, preventing activities from deviating from it and guiding the
determination of the next steps.

The strategic objectives of positional superiority differ significantly from the medium-term
objectives of traditional strategies. Thus, achieving the medium-term objectives of traditional strategies
only provides an opportunity to advance to the main goal. However, positional superiority can be used
to achieve different goals. For example, the superior position achieved by the Republic of Azerbaijan as
a result of the Second Karabakh war created a basis for pursuing a different strategic goal, such as
forming its more reliable partner status capable of diversifying Eurasian transport and communication
connections in an unstable world. In this context, Azerbaijan's initiative to open the Zangezur corridor
can be evaluated as strategic activity arising from a superior position.

Conclusion

Strategy is one of the approaches used to achieve strategic goals. Since it is implemented in an
environment that contains factors beyond the control of those who develop it, the success of the strategy
is closely related to its adequacy to the characteristics of that environment. In the modern era, the degree
of complication of the global security environment is continuously increasing and becoming complex
that negatively affects the success rate of strategies developed based on traditional approaches designed
for simpler environments. Currently, a more flexible approach is required to achieve strategic goals.

The similarity between the characteristics of the modern security environment and the virtual
environment of chess makes it possible to develop a new approach based on this strategy game. Its
strategy-making philosophy of concentrating the main efforts not on the strategic goal, but on the
strategic objectives of superior position, achieving the end state not only with strategy, also with tactical
activities, and presenting an opportunity to change strategic goals in the implementation process are the
main features that distinguishes this approach from others. In the framework of the new approach,
strategy is used to create a superior position, and tactical activities are used to achieve the end state.
Depending on the situation, gained superiority can be used to achieve either the original or different
strategic goal.

In the study, the activities carried out by the Republic of Azerbaijan during the Second Karabakh
War, before and after it to ensure the territorial integrity and sovereign rights in all its territories are
analyzed from the perspective of the positional superiority approach. It can be said that to achieve its
strategic goals, the Republic of Azerbaijan first established a positional advantage, then realized it in the
war against an irrational opponent, and pursued its ultimate and other strategic goals by tactical activities.

In general, it is evaluated that the presence of an appropriate approach to developing a strategy for
each level of the environment will facilitate the successful implementation of strategies. In this regard,
the application of a superiority-based approach, and consistent use of strategy and tactics to achieve the
end state could provide the necessary flexibility to meet the requirements of a complex security
environment characterized by its dynamism and high uncertainty.
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Xiilaso
Kompleks miihitda strateji maqgsalora nail olmann yolu —
movqe iistiinlityii modeli
Elnur 9lasgarli

Miiasir dovrds strateji miihitin doyiskon, geyri-miioyyan, kompleks vo miixtalif ciir yozula bilon
xtisusiyyatlori strateji mogsadlora nail olmaq tiglin hoyata kegirilon faaliyyatlorin sixliqla ugursuz
olmasina gotirib ¢ixarir. Bu da strateji mogsoadloro nailolma alsti kimi istifado edilon strategiyanin
hazirlanmasi {izra yanasmalarin, 0 ciimlodon strategiya modelinin nozordon kegirilmasini sortlondirir.
Strategiyalarin icra olundugu miihitlo six baghligini nozors alsaq, yeni yanasma vo modelin miiasir
strateji miihitin xiisusiyyatlorino vo aktorun ¢evik faaliyyatinoe uygun olmasini tolob edir.

Real tohliikesizlik miihiti vo sahmat oyununda formalasan virtual miihitin xiisusiyyotlor
baximindan oxsarligr sahmat oyunundaki osas mogsads nailolma iisulunun yeni strategiya modeli kimi
nazardon kegirilmoasini gortlondirir. Bu halda asas saylorin strateji moagsods deyil, ona nail olmaga komok
edon istiin movqgeys yonalmasi, Strategiya vo taktikanin ardicil totbiqi, ilkin strateji mogsadin
doyisdirilmasinin miimkiinliiyli hazirlanacaq modelin gevikliyinin tomin edilmasindo mithiim rol oynaya
bilor.

Modelin hazirlanmasinda Azarbaycan Respublikasi tarofindon arazi biitovliiyliniin barpa edilmasi
Vo gorunub saxlanmas1 magsadils hoyata kegirilon foaliyyatlor asas gotiiriiliir. Bu isa s6ziigedon modelin
haqiqi strategiyanin formalagdirilmasinda tatbiginin miimkiinliyiini gostarir.

Acar sozlar: milli tohliikosizlik, strategiya, taktika, movqe tstiinliyii, global tohliikasizlik miihiti

AHHOTANUSA
JocTHkeHre cTpaTernyecKuXx LeJieid B KOMILIEKCHOM cpeae —
MoO/1eJIb NMO3UIIMOHHOT0 NMPEBOCX0ACTBA
DJIBHYP AJlecKepJ/iu

W3MeH4MBBIN, HEONPEECIECHHBIA, KOMIUIEKCHBIM M HEOJHO3HAYHBIM XapakTep CTPaTerM4ecKou
Cpenbl B COBPEMEHHOM JTalle 4acTO IPUBOAMUT K IPOBALy MEPOIPUATHH, OCYILECTBIIAEMBIX IS
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JOCTMDKEHUS] CTpaTerMuecKux Lened. OTo TpeOyeT mnepecMoTpa MOAXOA0B K (HOPMYIMPOBAHUIO
CTPATEeTHH, B TOM YHUCJIE MOJEIU CTPATETHH, KOTOPAas UCIOJIb3YEeTCs KaK MHCTPYMEHT JOCTHKCHUS
CTPaTEeruYeCcKUX LieJei. YUUThIBas B3aUMOCBS3b CTPATEruil CO CPEllOil, B KOTOPOW OHU PEaTU3yrOTCs,
HE00XO0IMMBI HOBBIH MOAX0/] M MOJIENb, OTPAKAIOIINE XaPAKTEPUCTUKHA COBPEMEHHOM CTpaTernyeckon
Cpezbl U M03BOJIAIONINE THOKUE IeHCTBHSI aKTOpa.

CX0JCTBO XapaKTEPUCTHK BUPTYaJIbHON cpelibl, POpMUPYEMOH MPH UTPE B IIAXMATHI, K PEATbHOM
cpeabl 0E30IaCHOCTH 3acTaBisIET paccMaTpuBaTh CIOCOO JOCTHXKEHHMsS OCHOBHOW L€NM B WUIpPE B
IIaxMaThl KaK HOBYIO MOJIeIIb CTpaTeruu. B 3ToM ciryyae BaXKHYIO poJib B 00ecrieueHHH THOKOCTH MOTYT
CBIIPATh COCPENOTOYEHUE OCHOBHBIX YCHUJIMI HE Ha CTPATETMYECKOM LI€JIH, a Ha IPEBOCXOSAIIEH
MO3HIIMH, CIOCOOCTBYIONIEH €€ JOCTH)KEHUIO, MOCIIeI0BaTEeIbHOE IPUMEHEHHE CTPATETUH U TAKTUKH,
BO3MOXHOCTh U3MEHEHUS MCXOJHOM CTPAaTErnYeCcKOM LeIn. MOJIENIN, KOTOPYIO MIPEICTOUT pa3padoTaTh.

[Ipu MOATOTOBKE MOJAETH 32 OCHOBY B3SITHI MEPOIPHUATHS, OCYILECTBIIsIEMbIe A3epOaiiKaHCKO
PecnnyOnukoil B 1eJsIX BOCCTAHOBJIEHUS M COXPAHEHUS TEPPUTOPHAIBHOM LIEIOCTHOCTH. ITO
MIOKa3bIBa€T BO3MOXKHOCTh TPHUMEHEHHUS YKa3aHHOW MOAeTH Npu (OPMYIMPOBAHUH peaTbHON
CTpaTEerui.

KioueBble cJjioBa: HalMOHalnbHAas O€30MACHOCTb, CTpaTerusi, TAaKTUKA, IO3ULIUOHHOE
IPEeuMYLIECTBO, INI00aNbHas cpeaa 6e30MacHOCTH.

Maqalo redaksiyaya daxil olmusdur:16.04.2024
Tokrar islanmaya gondorilmisdir: 22.04.2024
Capa qobul edilmigdir: 03.05.2024
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Abstract. The article shows the growing importance of the Black Sea-Caspian region with the
historical development of human civilization and outlines the history of the struggle of the leading world
powers, whose geostrategic interests intersected in this region. An assessment is made of the geopolitical
rivalry between modern emerging geostrategic centers in the Black Sea-Caspian basin for the right to
control the situation in it. The article analyzes military-political events in the conditions of the Russian-
Ukrainian war, revealing its geopolitical and military-strategic aspects. The purpose of the study is to
assess the geopolitical sphere and methods of geopolitical struggle for control over oil and gas pipelines
passing through the region, transport corridors and communication lines. In the course of studying this
problem, the main responsibilities were the analysis of the geopolitical processes taking place in the
Black Sea-Caspian region and its historical aspects, the main goals of the rivalry between the leading
world powers in the Russian-Ukrainian war. The article used historical, chronological and comparative
research methods to reveal the problem posed. In the final part of the article, it is predicted that the
Russian-Ukrainian war, acting as a factor in the formation of a new world order, will allow the balance
of forces to be distributed between geopolitical centers.

Keywords: modern world order, regional security, natural resources, socio-political system

Introduction

At the end of the 20th century, with the collapse of the USSR, a number of changes occurred in
the world. With the end of the Cold War, the main centers of power in international relations decided to
adapt their activities to existing conditions, based on new geopolitical realities and, along with the
collapse of the old system of international relations, they began to create the foundations of a new world
order. These transnational processes, as in other post-Soviet republics, have confronted the Ukrainian
state with the task of formulating, creating and implementing a general strategy for its own national
development and security policy. However, the Russian-Ukrainian war changed the global geopolitical
landscape, political geography and ideological foundations of the world order, and due to all its
indicators and cumulative nature, increased the risk of this conflict moving into the phase of the Third
World War [1].

Russia’'s military intervention in Ukraine, which began on February 24, 2022, is considered the
largest war that occurred in Europe after World War 11 and caused major changes in the global and
regional war security system [2]. This war was very comprehensive as it affected everything from
economics to politics, from security to energy. This has been one of the most common moments of
systemic crisis, as many countries, including China, the UK, Europe, the USA and Turkey, reassess their
global positions and try to adapt to the new situation [3]. At the same time, the Russian-Ukrainian war
put on the agenda the creation of a new international security system.

In addition, this war intensified the geopolitical struggle of world powers for control of the Black
Sea-Caspian basin and its heartland, Ukraine. The current situation in Ukraine is considered a period of
“transition to a new world order” [4].
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Considering the importance of the geostrategic position of the Black Sea-Caspian region for
Russia, as well as for Western countries and the processes taking place there, the topic under discussion
is of great interest from the point of view of relevance.

1. The Black Sea-Caspian basin and geopolitical aspects of the Russian-Ukrainian war

An analysis of the military-political events that took place in Ukraine in antiquity and the Middle
Ages shows that the historical fate of the peoples living in these territories has always been connected
with the Black Sea. As before, Ukraine, due to its geographical location and natural resources, is
considered one of the main participants in the center of geopolitical processes in Central Eurasia,
especially in the Black Sea-Caspian basin.

Formed on the basis of basic geopolitical principles, “telluric dualism” (land power),
“thalassocracy” (sea power) and the centuries-long West-East conflict continued in a military-political
form. As a result of this, two types of cultural and historical civilization arose - democracy and ideocracy.
One of the main centers of this conflict was and remains the Black Sea-Caspian basin. According to the
theory of H. Mackinder, a dynamic historical process of development manifests itself around the “Pivot
Area” and the HEARTLAND or continental internal Eurasian space, which includes the basins of the
Arctic Ocean and the Mediterranean Sea [5].

An analysis of events in Central Eurasia showed that the process of continuous expansion and
contraction of this huge monolith as a geopolitical space occurred over the course of centuries. The clash
between the geopolitical forces of East and West had varying degrees of success. World history has
recorded the experience of “military-civilizational” aggression of the West on this mega-region. In the
last centuries of the first millennium BC, the thalassocratic West, although unsuccessfully, tried to
overcome the ethnic and religious isolation of the tellurocratic East by “Hellenizing” it.

This region, which has a strong geopolitical space called the “Heart of Eurasia”, as before, due to
its geographical location, inexhaustible natural resources and demographic potential, is subject to a clash
of geostrategic interests of world powers such as Russia and the United States.

According to Z. Brzezinski, the geostrategic importance of this region, which is part of the
“Eurasian Balkans,” has increased even more. During the XX—XXI centuries, the region again became
one of the important geopolitical factors due to its rich reserves and natural resources, trade and transport
routes passing through it, as well as strategic communications” [6].

Thus, after the collapse of the USSR, the Black Sea-Caspian basin and Ukraine in particular were
considered the sphere of influence of Russia, but the processes taking place here recently have led to a
change in the geopolitical balance. Ukraine was one of the active participants in the geopolitical struggle
in the region. Along with the main leading world powers — the West (USA, Great Britain and the
European Union) and the East (Russia and China), the countries of the region - Turkey, Iran and others
- also took part in this competition.

As mentioned above, the growing interest of neighboring countries in this region, along with many
centers of power, is associated not only with the presence in the region of a wide transit route, road
communications and rich natural resources, but also with the geospatial role of the region in the struggle
of regional forces [6]. The geopolitical conflict between states is gradually moving from Eastern Europe
and the Mediterranean basin to the Black Sea-Caspian basin, and from there to the Caucasus-Caspian
region, the Central Asian region and China. Under these conditions, the geopolitical imperatives of
NATO, on the one hand, and China, Russia and Iran, on the other, came to the fore.

One of the most pressing problems for both Ukraine and neighboring countries (Georgia, Moldova,
etc.) has become the replacement of transit routes for the transportation of natural resources imported
with the help of Russian and Western companies into the Black Sea-Caspian basin.

Russian analysts talk about the geostrategic importance of this basin and consider attempts by
British-American transnational companies to control the strategic highways and natural resources
passing through it as one of the most pressing geopolitical problems for Russia. Thus, according to the
famous Russian ideologist A. Dugin, “Full control over the entire Black Sea-Caspian basin is one of the
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strategic goals of the global conflict between Atlanticism and Eurasianism” [7]. A. Dugin believes that
“the main task facing Moscow is, first of all, to achieve its centuries-old geostrategic goal by forming
the Moscow-Tehran axis, that is, to break the “anaconda ring”, gaining access to warm seas” [5].

Currently, Iran, which is anti-American, anti-Atlantic, geopolitically active and coincides with
Russia's interests in many issues, has also strengthened its efforts to penetrate this region. Thus, in the
Moscow-Tehran axis that was formed, Armenia was considered to be an important strategic link that
completed the union of Russia with Iran and separated Turkey from the intra-continental Eurasian space,
taking the path of military conflict with Azerbaijan. However, since 2014, Russia's military operations
in Ukraine have changed the geopolitical environment in the Caspian-Black Sea basin and the
implementation of new projects in the region, including the "lifeway" connecting the Mediterranean,
Caspian and Black Sea basins via Nakhchivan (Baku-Thbilisi-Kars transport future connection of the road
line with the Zangezur corridor, etc.) promised new development prospects. Azerbaijan's victory in the
44-day war with Armenia had an impact on the balance of forces in the military and political spheres in
the Caucasus-Caspian region. Azerbaijan actually changed the line of confrontation on the geopolitical
level and increased the importance of the Black Sea-Caspian basin [8].

In such a global scenario, Azerbaijan did not ensure the interests of either the West or Russia, but
stood guard over its own national interests. It played the role of a middle, unifying force between the
West and Russia and was distinguished by its impartial position in relation to world powers. In addition
to the fact that Azerbaijan took a decisive and tough position to ensure its economic and political
independence and territorial integrity, Azerbaijan, as the leader of the South Caucasus region, created
new geopolitical realities, implemented projects of global significance in its geography, and tried to
strengthen its place among the winning states in the emerging world order of the future. Currently,
Azerbaijan continues to attach great importance to the restoration of all economic and transport ties,
strategic communications and corridors in the region.

It should be noted that corridors, in addition to being of great importance, are considered the most
sensitive point of states. Ambitious states sometimes did not even hesitate to use force to control these
corridors. The struggle for corridors passing through the Black Sea-Caspian basin is taking on a more
fierce form. From this point of view, the Russian-Ukrainian conflict is considered a clear factor in the
struggle for the corridors.

At the same time, the importance of the corridors is increasing day by day against the backdrop of
sanctions imposed by the West against Moscow as a result of the Russian-Ukrainian war. These
sanctions have limited Russia's effectiveness in overland trade relations between the European Union
and China. In this context, the Middle Corridor (Trans-Caspian International Transport Route) has begun
to attract the attention of Chinese, EU and regional governments as a potential alternative route for rail
trade.

Since the beginning of the war, the volume of traffic in the Middle Corridor has increased
dramatically. During January-March 2022, 266.3 thousand tons of cargo passed along this route, which
Is 123 percent more than during the same period in 2021. Container turnover amounted to 584,720-foot
container equivalent units (TEU), which is 19 percent more than in January-March 2021. Currently, the
Middle Corridor accounts for 3-5 percent of total China-EU rail freight traffic. Arousing great interest,
it is expected that, in the future, about 10 percent of this volume can be easily transported along this
corridor [9].

Despite the increasing importance of the Middle Corridor as a potential route to compensate for
the relatively significant losses of the Northern Corridor through Russian territory, various problems
have prevented the effective use of the alternative passage. Problems on the Central Asian section of the
route, especially at the China-Kazakhstan border, have led to delays and increased shipping costs,
reducing the route's reliability.

Another serious dilemma was related to the Black Sea and Caspian sections of the route. Limited
port capacity and ferry services have proven to be the most significant challenges causing delays and
making it difficult to accurately manage delivery times. The latest problem was transport issues related
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to the railway route and the part of the corridor passing through Turkey. Limited capacity in the Istanbul
region, especially at Halkali station, prevented efficient transportation in bottlenecks, as well as great
uncertainty in setting delivery times. As a result, national governments and local companies have come
together to address these challenges and effectively optimize transportation along the Middle Corridor,
while also demonstrating their commitment to creating a secure environment in parts of the Black Sea-
Caspian Basin.

It can be said that the intense geopolitical competition between the newly formed geostrategic
centers around the Black Sea-Caspian basin has been expanding for almost a century. To help the
horizontal consolidation of the states of the Black Sea, Central Asia and the South Caucasus, the West
decided to create a new main communication artery bypassing Russia according to the Turkey-Ukraine-
Moldova-Georgia-Azerbaijan scheme. This plan included a number of Central Asian states. Examples
include the successful implementation of the Baku-Thilisi-Ceyhan oil pipeline, the TANAP and TAP
projects, the commissioning of the strategic route Baku-Thilisi-Kars, the restoration of the Great Silk
Road, the opening of the international transport trans-Caspian route, the Turkish project “New Asia”
[10] and so on. The Russian side responds to this by forming a vertical axis of Russian-Armenian-Iranian
states. This, in turn, created real prospects for the transformation of the Black Sea-Caspian basin into a
decisive “arena of military operations” in the Atlantic-Eurasian geopolitical conflict of the 21st century.
The first military conflict occurred at the beginning of the twentieth century in Karabakh (1991-1994),
South Ossetia (1991-1992), Abkhazia (1992-1993), Chechnya (1995-1996), and in 2008 it broke out
again in South Ossetia. As a continuation of these processes, we can name the Armenian-Azerbaijani
war in 2020 (September 27-November 10), the First Russian-Ukrainian War in 2014 and the Second
Russian-Ukrainian War in 2022 [5].

In general, the Black Sea-Caspian basin, located at the center of the geopolitical turning point of
the Central Eurasian post-Soviet space, has since the 1990s become an integral part of the “great
geostrategic game”, conducted according to the classical rules of geopolitics in world politics. In addition
to the fact that the Black Sea-Caspian space is considered the most unstable, conflict-ridden, but at the
same time the most important geopolitical space on Earth, the geopolitical, geo-economic and military-
geostrategic interests of the countries of the world, various civilizations, religious denominations,
cultures and ethnic interests are taken into account here. This region has become the hottest line where
the interests of Russia and the West collide. Ukraine, which for centuries has been one of the important
links in geopolitical relations in Central Eurasia, has found itself at the center of international
geostrategic competition in the Caspian-Black Sea basin. As a result of the ongoing geopolitical struggle,
the Russian-Ukrainian conflict has led to a redefinition of the future foreign policy contours of Ukraine,
with the military-power factor becoming the determining factor in this geopolitical competition.

2. Military-strategic aspects of the Russian-Ukrainian war

Events in Ukraine have strengthened the geopolitical significance of NATO and Eastern Europe
in the region and their influence on the policies of these states, causing a new qualitative change in the
balance of power. The country, which exercises control over the Black Sea-Caspian basin, is open to
roads leading to Europe, the Caucasus-Caspian region and Central Asia. Russia’s inclusion of Crimea
and Sevastopol into the constituent entities of the federation on March 18, 2014, and on April 7 of the
same Yyear, pro-Russian separatists proclaimed the unrecognized “Donetsk People’s Republic” and
“Luhansk People’s Republic” in Eastern Ukraine, with the support of Russia, created the basis for the
policy neo-Eurasianism and led to increased power of Russia in this region [11].

Both participants in the war pursue radically different goals. Russia assesses its actions as a special
military operation aimed at protecting its national security, while Ukraine’s goal is the withdrawal of
Russian troops from its territory (Crimea, Donbass and regions that the Russian Armed Forces entered
after February 24).

At the same time, the main reason for Russia’s war against Ukraine was the destruction of the
development model that was growing in its cultural geography and was considered dangerous from the
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point of view of its internal politics. This model was seen as a new socio-economic structure of society,
where one could be culturally Slavic and Orthodox, but politically and economically Western. Although
Russia tried to block the development of this model in Ukraine in 2014, Moscow backed down after
demonstrations in Kyiv. Then Russia unjustly annexed Crimea and Sevastopol. Although Russia seems
to have won, increasing its influence in Donetsk and Lugansk, it was unable to put an end to this political
and social model, which is deepening day by day in Ukraine. Russia's main idea was related to the threat
of the influence of this model on the economic and political order in Russia, as well as the desire and
determination of Ukraine to join the NATO alliance [12]. To prevent this, from 2021 Russia began to
deploy its military forces near the border with Ukraine, including in neighboring Belarus. Russian
President Vladimir Putin has criticized NATO expansion and opposed Ukraine's joining the military
alliance, questioning Ukraine's right to exist and its independent activities.

To protect the territorial integrity and sovereignty of Ukraine, from attempts by the strong to
forcefully keep the weak under their influence, the West and many countries of the world showed
solidarity with Ukraine and mobilized all of Europe against Russia. Even during the Cold War, Russia
was not subject to such large-scale sanctions. European air and sea ports were closed to Russian planes
and ships, huge Western companies and brands left the Russian market, and most large companies ceased
trade and cooperation with Moscow. The war in Ukraine has reached the climax of confrontation
between Russia and the West.

Since February 24, 2022, Ukraine’s stubborn struggle to restore its territorial integrity and ensure
its future as an independent state [13] led to tough measures from Russia: according to the results of
pseudo-referendums held on September 23-27 in Donetsk, Lugansk, Zaporozhye and Kherson, these
territories were recognized as part of Russia (they covered 15% of the territory of Ukraine), and in 7
months a total of more than 108,800 km2 of Ukrainian territory (for example, as much as Cuba alone,
or slightly less than Bulgaria) was occupied by Russia. Thus, Ukraine’s actual membership in NATO,
although not formalized de jure, upset the balance, and persistent efforts towards the West led to the
annexation of four regions to Russia [14].

Both the United States and Russia, seeking to secure their core national interests, gave priority to
pursuing offensive policies to protect these interests. In particular, Russia's interventions in neighboring
states have been shaped by the military threat posed by NATO's eastward expansion and by Russia's
historical view of this geography as part of its territory.

To maintain its influence over the architectural, historical and cultural structure of its cultural
geography in Ukraine, Russia has announced the possibility of stationing and using nuclear weapons in
its only ally in Eastern Europe, Belarus. This was seen as a new step in the nuclear weapons threat from
Moscow, which opposes Western countries sending heavy weapons to Kyiv. When asked about the
possibility of using these weapons, Putin replied: “Why should we threaten the whole world? | have
already said that if there is a danger to the Russian state, then we can resort to extreme measures” [15].

Russia, which threatened the West and Ukraine with the deployment of huge forces, actually
demonstrated the idea of forcing the Kyiv administration to surrender, and Western countries to reduce
aid and keep the situation as it is.

The analysis showed that real politics is shaped by the relations between alliances created by the
Big Five states: Russia founded the Commonwealth of Independent States (CIS), the Eurasian Economic
Union, the Collective Security Treaty Organization (CSTO) in its geography of interests, China created
the Shanghai Cooperation Organization, France and Germany founded the European Union, and The
USA and Great Britain created NATO. However, over the 30-year period from the 90s to the 2020s,
tectonic cracks formed inside these blocks. Disunities and ruptures moved the rocks of the international
order, laying the groundwork for events that led to a new world order in the struggle for new bases and
new zones of economic and political influence.

As a natural result of these factors, Ukraine prepared its army according to NATO standards,
providing it with modern equipment, ensuring a number of victories on the battlefield, and also created
the conditions for the formation of a new geopolitical configuration in the region [16]. Tensions between
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Russia and Ukraine will continue until the end of this year, and after Ukraine receives sufficient support
from Western countries, the war will reach a military-strategic level. Russia, mobilizing its resources,
will further increase defense spending and try to modernize its army. The conduct of Russia's military
strategy serves to achieve control over the main strategic communications and corridors located in the
Black Sea-Caspian basin, especially to control the lands in the east and south of Ukraine [17], as well as
to destroy the economy and infrastructure of Ukraine, by strengthening the blockade of sea ports [18].
This strategy would involve forcing Kyiv to end the war and cede control of some of its territories to
Russia. Various means will be used to achieve this, including creating political and economic instability,
increasing poverty in Ukraine, and reducing popular support for the war. Russia's new tactics and missile
attacks will prolong the war and lead to increased military spending and resource use.

This is aimed at forcing Ukraine to make concessions and, with more support from Western
countries, push it into an endless war and increase its own military spending to show its European
neighbors that Russia remains a serious threat to the continent. The current situation will force Russia to
continue its tactics of destroying infrastructure with the threat of using tactical nuclear weapons.

This conflict between Russia and the West will escalate into political and economic wars, followed
by a race to modernize and reconfigure all aspects of their military, including advanced and nuclear
equipment, to ensure deterrence.

Despite limited public opposition to the war in Russia and sanctions against it, Moscow is likely
to continue the war. Despite the fact that the Russian-Ukrainian war has been going on for more than
two years, the West will continue to support Ukraine’s position both morally and militarily until the end
of the war [19].

3. Military-political aspects of the Russian-Ukrainian war in 2024

The course of recent events in the Russian-Ukrainian war shows that the main strategic plans of
the United States and the West are aimed at defeating Russia in this war. However, one cannot ignore
that in the West there are certain contradictions regarding the models of Russia’s defeat. This is largely
due to the acute clash of interests in the West regarding the new world order. At the same time,
representatives of some Western countries, including the United States, believe that a quick defeat of
Russia may allow it to gather strength and later make plans for revenge. Therefore, the West seeks to
condemn Russia to a protracted war, gradually weakening it and preventing it from gaining strength
again. This clearly demonstrates that the complete depletion of Russia’s military-economic potential and
resources is included in the long-term strategic plans of the West [20].

Recently, despite weakening support for Ukraine from Western countries and declining interest in
the Russian-Ukrainian war due to the Israeli-Palestinian conflict, NATO countries’ agenda for 2024 still
predicts that this war will still continue. Because with the military occupation of Ukraine, there is a
possibility that European countries could become a direct target of Russia. Trying to bring this factor to
the fore, some military and political circles in the Ukrainian government are trying to intensify attacks
on the positions of the Russian army. It is emphasized that it is impossible to reach peace negotiations
in the context of such intense hostilities. Because in order to sit down at the truce table, it is first
necessary to create calm in the combat zone. On the other hand, the Russian side believes that as a result
of a long war, the resources in the Ukrainian army’s arsenal will be completely exhausted. It is assumed
that if this happens, a Russian military victory will be inevitable and the Kremlin will not enter into
negotiations on a peace agreement with the collective West.

According to available data, Russia has already begun to think about the prospect of annexing not
part of, but the entire territory of Ukraine to Russia. If this happens, Russia will also try to dictate its
geopolitical terms to the United States and the West. The current situation forces the collective West to
resume military support for Ukraine with the same intensity in 2024 and change the strategy of the
United States and European countries towards Ukraine. The reasons for the need for a new strategy
include the failure of Ukraine’s counter-offensive in 2023 and weakening support for Ukraine in the US
Congress [21]. In December 2023, Pentagon chief Lloyd Austin, at a joint press conference in the United
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States with Ukrainian President Vladimir Zelensky, assured that the United States would help Ukraine
create Armed Forces capable of containing Russia.

Russia's large-scale military intervention in Ukraine has changed the security environment in
Europe and forced continental states to reconsider their military-political strategies. Thus, in the
Strategic Concept adopted by NATO in 2022 and 2023, it is possible to show the implementation of the
policy of increasing military power both by the North Atlantic bloc and by individual members of the
bloc.

At the same time, the United States and its European allies are “slowly changing their strategy”
towards Ukraine and are discussing a transition to a defensive posture in the east of the country. Wherein,
NATO emphasizes the strengthening of Ukraine’s air defense systems, the construction of fortifications,
anti-tank barriers and trenches along the northern border with Belarus, as well as the intention to help
Ukraine quickly restore its military-industrial complex to produce the necessary weapons. During 2024,
it is considered necessary to maintain the defenses and current positions of the Ukrainian side, increase
reserves of forces and weapons, intensify attacks on Russian bases in Crimea, and create conditions for
the war to transfer to Russian territory. This Ukrainian strategy is designed to prevent any new attack
from Russia. The goal is to create a credible threat and force Russia to agree to peace talks. Among other
things, the main goal of the strategy of the Ukrainian military command is to weaken Russia’s offensive
tactics through attacks on Russian arms factories, weapons and ammunition depots, and transport
railways. Such long-range attacks on Russian bases in Crimea could disrupt its dominance in the Black
Sea and help Ukraine win at sea.

Thus, an analysis of events shows that tensions between Russia and Ukraine will continue until
the end of this year, and it is predicted that the war will reach a military-strategic level after Ukraine
receives sufficient support from Western countries.

Conclusion

Thus, the Russian-Ukrainian war is predicted to determine the balance of power between the main
military-political centers of power in the world, and will also become the main factor in the formation
of a new world order. It is likely that after the war in Ukraine, Russia's use of existing corridors in the
Black Sea-Caspian basin will be limited, including the suspension of the transportation of natural
resources and the export of hydrocarbon resources from the territory of Ukraine, which will definitely
lead to a weakening of the world order and the single-center economic and financial structure. As a
result, the foundation will be laid for global restructuring and the beginning of a new multipolar order.

Unfortunately, in this competition, Ukraine took on the role of an international testing ground. The
main military-strategic plans of the United States and the West are based on the goal of defeating Russia.
However, the West sees certain positional contradictions around the models of Russia’s defeat in the
war. This is largely due to the acute clash of interests in the West regarding the new world order. At the
same time, some countries of the West and East, led by the United States, are not positive about Russia’s
quick defeat. On the contrary, representatives of this pole believe that a quick defeat of Russia may allow
the Kremlin to make plans for revenge in the future. Therefore, Russia should be doomed to a long war,
gradually weakened and not given a chance to strengthen again. That is, military-strategic plans are
being formed aimed at completely exhausting the military-economic potential and resources of Russia.

All this will raise the geopolitical risk index to high values in the Black Sea-Caspian basin and
adjacent regions, and world powers will enter a new phase of geopolitical competition.
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Xiilasa
Rusiya—Ukrayna miiharibasinin geosiyasi va harbi-strateji aspektlari
Nurulla 9liyev, Anar Musayev

Moqalods basar sivilizasiyasinin tarixi inkisafi ilo Qara doniz—Xazar regionunun artan shamiyyati
Vo bu regionda geostrateji maraqlar1 kasison aparici diinya dovlatlorinin miibarizo tarixi gostarilir. Qara
doniz—Xozar hovzasinds vaziyysto nozarst hiiququ ugrunda formalasan miiasir geostrateji morkozlor
arasinda geosiyasi ragabat dayarlondirilir. Magalads Rusiya—Ukrayna miiharibasi soraitinds harbi-siyasi
hadisalor tohlil edilir, onun geosiyasi vo horbi-strateji aspektlori {izo ¢ixarilir. Todgigatin moaqgsadi
regiondan kecon neft-gaz komorlarino, nogliyyat dshlizlorine vo kommunikasiya Xotlorina nozarst
ugrunda geosiyasi sferani Vo geosiyasi miibarizo tsullarimi giymotlondirmokdir. Bu problemin
oyranilmasi zamani osas vazifalor Qara doniz—Xozar regionunda bas veran geosiyasi proseslarin va onun
tarixi aspektlarinin tahlili, Rusiya—Ukrayna miiharibasinds aparic1 diinya dovlatlori arasinda ragabatin
asas moqgsadlori olmusdur. Moagalods qoyulan problemi {izo ¢ixarmaq t¢ilin tarixi, xronoloji vo
miigayisali todgigat metodlarindan istifado edilmisdir. Magalonin yekun hissasindo yeni diinya
diizoninin formalagmasinda amil kimi ¢ixis edon Rusiya—Ukrayna miiharibasinin qiivvalor balansinin
geosiyasi moarkazlor arasinda boliisdiiriilmasine imkan veracayi prognozlasdirilir. Giiman edilir ki,
miiharibadon sonra Rusiyanin mdvcud noagliyyat dohlizlorine ¢ixisi mohdudlasdirilacaq, tobii vo
karbohidrogen ehtiyatlarinin Ukrayna arazisindon dasinmasi dayandirilacaqdir. Bu da morkazlosdirilmis
igtisadi vo maliyya sisteminin zaiflomasina gotirib ¢ixaracaq, eloca da global restrukturizasiya va diinya
nizaminin yeni ¢oxqiitblii sisteminin formalagmasi ti¢iin osas yaradacaqdir.

Agar sozlar: miiasir diinya nizami, regional tohliikasizlik, tabii sarvatlor, ictimai-siyasi sistem

AHHOTaNus
I'eonosmTH4YecKUe M BOCHHO-CTPAaTerHYecKue acreKThl
Poccuiicko-YKpaunHCKO# BOMHBI
Hypyaua Anues, Anap Mycaes

B crarse mokaszano Bo3zpactaromiee 3HaueHne YepHomopcko—Kacnuiickoro pervona mno mepe
HCTOPUYECKOI0 Pa3BUTHSI YETIOBEUECKOM IMBUIIN3ALIMH, U3JI0’KE€HA UCTOPUS OOPHOBI BEYILIMX MUPOBBIX
JIEp’KaB, T€OCTPATErMUYeCKHe HMHTEPECHl KOTOPBIX IEPECEKAINCh B 3TOM peruoHe. [laHa oleHka
TeOINOJINTUYECKOTO COMEPHUYECTBA MEXKY COBPEMEHHBIMU (DOPMUPYIOIIMMUCS I€0CTPaTErH4eCKUMHU
neHTpamu B YepHomopcko-Kacnuiickom GacceifHe 3a mpaBo KOHTPOJIMPOBATH CUTyalMio B HEM. B
CTaThe MPOBEJEH aHAIN3 BOCHHO-TIOJUTHYECKUX COOBITUH B yciaoBHsIX Poccuiicko-YKpanHCKOW BOWHBI,
PacKpbIBa€TCsl €ro TEONOJUTHYECKHME M BOEHHO-CTPATErMYECKHe aclekThl. llenp uccienoBaHus
ABJIIETCS. OLIEHKA T'€OINOJINTUYECKON ceppl U METOIbl I'€ONOJUTHYECKOH OOphObI 3a OOsagaHueM
KOHTPOJSL HajJ MPOXOAAIIMMH B pEruoHe HedTera3oBbIMH TPYOONPOBOJAMH, TPAaHCHIOPTHBIMU
KOpHJIOpaMU U KOMMYHUKAIIMOHHBIMU JIMHUSAMU. B X0/1€ riccnenoBanus 1aHHOM po0O1eMbl OCHOBHBIMU
00si3aHHOCTAMH  OBUIM  aHaNM3  npoucxoasaummx B YepHomopcko-Kacnuiickom — peruone
TEONOJUTUYECKHX IIPOLIECCOB U €70 UCTOPUUYECKHUE ACIIEKThI, OCHOBHBIE LIE€JIM COTIEPHUYECTBA BEIYIIINX
MHUpPOBBIX JepkaB B Poccuiicko-YkpauHCKON BoOHHEe. B cratbe i PacKpbITHs I1OCTaBICHHOU
MPOOJIEMBI HCTIOTB30BAIOCH UICTOPHUKO-XPOHOJIOTHYECKUN U CPABHUTEIBHBIM METOBI MCCIIe0BaHus. B
3aKJIFOYUTEIPHON YacTH CTAaThbU MPOTHO3UpYyeTcs, uyTo Poccuiicko-YKpanHCcKas BOWHA, BBICTyHas Kak
¢dakTop hopMHUpPOBaHHSI HOBOTO MUPOBOIO MOPSAIKA MTO3BOJIUT PACIPEIEIUTH COOTHOILIEHUE CUIT MEXKIY
TEONOJINTUYECKUMU 1ieHTpamu. [Ipeanonaraercs, 4To nocie BOHHBI 1ocTyn Poccuu K CyliecTByrOIIMM
TPAHCIIOPTHBIM KOpuJopaM OyAeT OrpaHH4YeHO, B TOM YHCI€ NPUOCTAHOBKA HCIOIb30BAHUS
YKPauHCKOW TePPUTOPHH JUIsl TPAHCTIOPTUPOBKU MPUPOIHBIX U KapOOTUAPOTEHHBIX PECYPCOB MPUBEIET
K OCla0JeHHI0 IEHTPATU30BAaHHOM CHUCTEMbl SKOHOMHYECKO-(MHAHCOBOM CTPYKTYpbI, a TakKxke
r7100aNnbHOM PECTPYKTYpHU3allMd U OCHOBBI JUIsl (POPMHPOBAHUS HOBOW MHOTOIOJIIPHOM CHCTEMBI
MHUPONOPSIKA.
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HORBI ALI TOHSIL MUOSSISOLORINDO MUHONDIS HAZIRLIGININ
DIDAKTIK LAYIHOLONDIRILMOSININ 9SASLARI

e.o. kapitan Amil Dadagov
Heydor Oliyev adina Horbi Institut
amilodas@gmail.com

Xiilasa. Mogalodo horbi ali  tohsil  mioassisalorinds  miihondis  hazirhigmin  didaktik
layiholondirilmasinin asaslar1 Vo bu asaslar tizra hoyata kegirilon islorin mazmunu arasdirilir. Todgigat
isinin mogsadi harbi miihondis hazirhigr tizro didaktik layihalondirmanin nozori osaslarini, didaktik
yanasmanin horbi elmi-pedaqoji tohlilinin xiisusiyyatlorini vo didaktik layihalondirmads sistemli
yanagmani vurgulamaqdir. Horbi ali tohsil miiessisalori potensial cagiriglari gabaglaya vo tolim
programlarin1 vaxtinda uygunlasdira bilarlor. Bu magsadlo yeni yaranan texnologiyalar, inkisaf edon
tohdidlar va dayison amaliyyat talablorini miiayyan etmok ii¢iin mévcud vaziyyat hartarafli tadgigat vo
tohlillorin aparilmasini aktuallasdirir. Moagalods, homginin didaktik layihalondirms prosesinin elmi
pedaqoji cohatdan samaraliliyinin elmi fikir vo miiddoalarla miioyyan edilmasi tisullarina nazar salinir.
Problemin arasdirilmasinda nazari tohlil todgigat metodundan istifads edilmisdir. ©ldo olunan noticays
gora didaktik layihalondirma talim programinin mahiyyatini, moezmun va strukturunu 6ziinds ehtiva edir.
Bu proses, verilon tohsilin samaraliliyinin yiiksaldilmasinds halledici rol oynayir. Magalods yer alan
elmi fikirlor vo miiddosalar harbi ali tahsil miiassisalorinds miihandis hazirliginin didaktik layihalondirma
prosesinin  mahiyyatini, mozmun va strukturunun ohomiyyatini, eyni zamanda rasionalligini
osaslandirmaga imkan verir.

Acar sozlar: harbi tohsil, talim prosesi, harbi institut, mithondis hazirligi, didaktik asaslar

Giris

Didaktik layihalondirma prosesi harbi ali tohsil miiassisalorinds (HATM) miihandis hazirliginin
vacib torkib hissasidir. Bu prosesin mahiyyat, mozmun va strukturunun asasini talim magsadlarinin harbi
toloblors uygunlagdiriimasi vo foal tolimi tosviq edon pedaqoji yanagmalar da daxil olmagla, hortorofli
giymotlondirma strategiyalarinin hazirlanmasi toskil edir. HATM-lor yaxs1 hazirlanmis didaktik prosesi
hoyata kec¢irmoklo, miithondis hazirligi proqramlarinin harbi miihandislik sahasinin xiisusi ohomiyyatli
vazifalorinin icrasina vo miirokkab problemlorin hallina gadir olan, saristali, eyni zamanda uygunlasmagi
bacaran horbi mithandislorin hazirlanmasina nail ola bilar.

Miihondislik tohsilinin didaktik layihalondirilmasi isinin icrasinda miihiim olan ilk element fonn
programinin (Kurikulumun) strukturudur. Hoarbi miihandislor ti¢iin talim programlarinin tortibi pedaqoji
prinsiplorin, ixtisas sahosinin vozifo vo o6hdoliklorinin diggotlo nozordon kegirilmasini tolob edir.
Miikommal tortib edilmis fonn proqrami horbi ixtisasin toloblorini nozaro almagla, gostorilon asas
moqsadlari tamin etmoalidir: tomal mihandislik elminin nazariyyasini; harbi ehtiyaclara uygunlugu;
hortorofli praktiki totbiglori [1]. Fonn programlari nazari biliklor vo praktiki tocriibalor arasinda balans
yaratmali, iXtisas tizro tohsilalanlari real mithondislik problemlarinin 6hdasindon galmoys hazirlamalidir
[2]. Bu istigamoatdo goriilon islor ¢orcivasinde Azarbaycanin milli tohliikasizlik vo xiisusi harbi elm
sahalarini, harbi elm tahsil sistemini giiclondirmak ti¢iin beynalxalg amokdashiga va integrasiyaya
miihiim yer verilmokdadir. Oton illorde gériilon islorin naticasine osason Tiirkiys, NATO va digor
beynolxalg teskilatlarla harbi vo g¢oxsaxoli amokdasliq tokco horbi tohsil sisteminds miiasir elmi
nailiyyatlors aparan bilik miibadilasina, fonn programlarinin hazirlanmasina va fakiilts hazirligina asash
tohfalor vermisdir [3]. Miasir ali pedaqoji foaliyyst plani, yalniz miivafiq bilik va bacariglara malik
soxsiyyat yox, hom do miiasir tolobloro cavab vermoyo gadir miiasir nasil vo diinyagoriisii
formalagdirmaga yonoldilmali, bu tendensiyalarla golocays dogru iralilomalidir [4].
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Daha yaxs1 naticalora nail olmagq ti¢iin ali horbi tohsil miiassisalarinds tadris prosesinin togkili onun
optimalligin1 tomin etmolidir. Pedaqoji isin elmi toskilino asaslanmagla hall edilmali olan masalalor
arasinda toalim vo todrisin layihalondirilmosi vo didaktik layihalondirma aparici rol oynayir. Elmi
pedagogikada talim va tadrisin layihalondirilmasi sahasinds miixtalif tadqiqatgr alimlarin istifads etdiyi
konseptual fikirlor mévcuddur. “Bloom™un yenilonmis tohsil magsadlori taksonomiyasina asaslansag,
layiholondirma prosesinin diistinconin tokmillogdirma, yaratma vo yenidon hazirlama, yadda saxlama,
anlama, tatbigetms, tohliletms, giymatlondirms va ixtira da daxil olmagla biitiin idrak faaliyyatlori ilo
ohatalondiyina omin olariq [5]. Miasir pedagogika elminin banisi L.S.Viqotski iddia edir: “Pedaqogika
insan inkisafinin diinanki deyil, sabahk: giiniina istiqgamatlanmalidir ”. Pedaqoji cahatdon professional
layihalondirma elmi fonnin layihalondirilmasi prosesi kimi (Instructional Design), daha effektiv, rasional
Vo rahat todris tisul, metod va sistemlorinin islonib hazirlanmasina asaslanir [6]. Horbi miihandislik
pedaqogikasi tobist elmlori, humanitar elmlor va totbigi biliklor arasinda spesifik garsiliqli slagoni
Oziinds oks etdiron metodoloji asasli sistemdir. Bazi monbalords miihandis pedaqogikasinin, ham do
fundamental vo tatbigi elm oldugu geyd edilir, ¢iinki onun kateqoriyalar1 vo konsepsiyalari elmi statusa
malikdir vo miihondis kadrlarinin hazirlanmasi ti¢iin metodoloji asas rolunu oynaya bilor [7]. Qeyd
edildiyi kimi, bu fikirlor horbi miihondislorin hazirlanmast vo didaktik layihslondirma prosesinin
mozmun Xattinin genislondirilmasi tigiin faydali hesab olunur.

HATM-lordo miihondis hazirligi programi silahli qiivvelorin miidafio sektorunda {izlosdiyi
miixtalif mithandislik problemlorino adekvat kadrlarin hazirlanmasinda miithiim shamiyyato malikdir.
Bu tolim proqrami iizro didaktik layihslondirmo, biliklorin &tiirtilmasinin effektivliyino, bacariglarin
inkisafina vo harbi miihondislorin imumi Soristasine miisbot tasir gostorir. Magalanin elmi yeniliyi
ondan ibarotdir ki, xiisusi horbi elmi sahasinds (horbi miithondislik) potensial tohfalora diggot yetirilir,
HATM-do miihondis hazirliginin didaktik layihalondirilmasinin nazori osaslari-vurgulanr.

Miihandis hazirhgmin didaktik layihalandirilmasinin nazari asaslari

HATM-dos harbi mithandislik tohsili barpa quruculuq islorinin yerino yetirilmasi, isgaldan azad
olunmus arazilorin tam tomizlonmasi, ordunun miihandis cahatdon tominat1 Kimi miihiim vazifalorin vo
miixtalif sahalordo miirokkab problemlorin  6hdasindon galmays gadir olan yiiksokixtisasli
miitoxassislorin  hazirlanmasiin osasini togkil edir [8]. Horbi kontekstdo miihondislik isi silahli
qiivvalarin mithandis tominatinin togkili, daha ¢ox qabaqcil mithandis silahlandirma vasitolarinin va silah
sistemlorinin totbigi, harbi infrastrukturun qurulmasi vo amoaliyyatlarin aparilmasi {igiin oldugca
vacibdir. Hartarofli nazari bilikloro, praktiki bacariq vo tongidi diisiinmoa gabiliyystino, eloca do liderlik
keyfiyyatlorina malik miihandis ixtisasli zabitlorin hazirlanmasi ilo harbi institutlar, ham ds onlarin
formalasan omoliyyat bacariglar1 sayasindo goalocokdo bas vers bilocok tohliikalori effektiv holl eds
bilmasina nail olar. Harbi miithandislik pesa sahasi xiisusi talim yanasmalari tolob edan xiisusi Sanat novii
olmagla, unikal problemlorin hallino komok edir. Miilki miihondislikdon forgli olarag, harbi
mithandislik: saha biliklori vo bacariglarina yiyslonmis; uygunlasmaya, komanda torkibinds foaliyyat
gostarmaya (bolma, qrup), integrasiyaya; liderliya vo yiiksokstressli miihitlords islomak gabiliyyatinoe
malik giiclii ozm, irado vo s. xiisusiyyatlorin olmasini tolob edir. Insan faktorlarini arasdiran
miitoxassislor miihondis hazirhgmin didaktik layihalondirilmasi va ixtisas¢1 kadrlarin peso sahasine
hazirlanmas1 zamani harbi miithandis vazifalarinin nozars alinmasinda mithiim olan xiisusiyyatlori geyd
edirlor [9]. Bu xiisusiyyatlora daxildir:

— yiiksok texnoloji sistemlards ixtisas tacriibalori;

— stressli is soraiti;

— sort ekoloji ekstremal sorait;

— tez-tez icra edilocak tapsiriglarla haddindan artiq yiiklonmasi soraiti;

— tez va doagiq garar gabuletms talobi;

— hassas soraitdo davranis torzlori;

— operativlik.
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HATM-do miihondis hazirhg tgiin didaktik layihslondirmo prosesinds qarsiya goyulan
tapsiriglarin icrasi zamani harbi omoliyyatlarin miirakkabliyi va ¢atinliyini nazors alaraq, miivafiq
miihandis tominati biliklorinin asilanmas1 miithiim shomiyyat kasb edir. Bu baximdan pesa vazifalarinin
6hdasindan golo bilacok miihondislor hazirlamaq tigiin geyd edilon fargli tolob vo vozifolor nazors
alinmalidir [10].

Didaktik layihalondirma prosesinin mahiyyati iso onun miihondislik tohsilina strukturlagdiriimis
Vo sistemli yanasma gabiliyystindon ibaratdir. Bu gabiliyyatlor hortorofli horbi miihondislorin
hazirlanmas tigtin hom nazori biliklori, hom do praktik vordislori 6ziinds ehtiva etmalidir. Ali tohsil
programlarinin layihalondirilmasi tohsilalanlarin ixtisas sahasins vo xarakteristikasina miivafiq olaraqg,
ali tohsil pillalori tizra harbi institutlarin kafedralarinda tadris plani asasinda hazirlanir [11].

Didaktik layihalondirms prosesinin anlamagq tigiin asagidaki amillors tstiinliik vermalidir:

1. Horbi miihandislik iizra ixtisas proqramumin (kurikulumun) inkisafi iiciin milli
kurikulumun mazmunu. Bunun tgiin zoruri olan miithandislik bacariglarinin formalasdirilmas1 vacib
hesab edilir. Ciinki milli kurikulum miihondislik prinsiplorini va harbi xiisusi fonlori 6ziinds birlogdiran
xisusi harbi moagsadlora uygunlagdirilmalidir. Horbi miihondis hazirligi ixtisasina yiyslonmoda
informasiya texnologiyalari, elektronika vo telekommunikasiya, horbi omoliyyatlarin idaro edilmasi,
harbi cografi sistemlor, miithandis texnologiyalari, idaroetma, logistika vo strateji planlagdirma kKimi
xtisusi Vo fundamental fanlorin inteqrasiyast mévcuddur.

2. Aktiv 6yranma va praktik talim modellari iizra metodologiyanin yaradilmasi. Didaktik
layihalondirma prosesinds akademik heyat, tohsilalanlarin problemlarini (tapsiriglari) holl etmok iigiin
ilk né6vbadsa onun metodoloji asaslarini miioyyanlosdirmali vo bu metodoloji asaslar tizra foaliyyatini
davam etdirmalidir. HATM-nin kursantlarina verilon malumatlar miisyyan edilmis todris isinin
novlarine vo metodoloji asaslarin modelloring istinad etmoklo totbiq olunmalidir. Aktiv yronmada
tongidi diisiinmoa va gorar gabuletma foaliyyatlarina togviq edan faal talim metodologiyalarina diggst
yetirmalidir. Praktik talimds iso harbi texnika, sahs talimlari vo simulyasiyalarla praktiki tocriibs tomin
etmok ¢ox vacibdir. Real hoyat ssenarilorini daxil etmokls, kursantlar horbi mithandislikds talob olunan
zoruri bacariglari, praktiki vo gorar gabuletmo bacariglarini inkisaf etdirs bilarlor [12].

3. Liderlik, amakdashq va komanda isi iizra faaliyyat modelinin tatbiqgi. Bu model iizro verilon
biliklor sayasinds horbi miithondislor arasinda liderlik, idarsetma, omokdasliq vo komanda isi olmagla,
bir sira bacariglarin formalagdirilmasina vo somarali inkisafina nail olmagq miimkiindiir. Qrup layihalori
tizra verilon tapsiriglar vo komanda osasli foaliyyastlor tohsilalanlara effektiv iinsiyyot, koordinasiya va
liderlik gabiliyyatlorini inkisaf etdirmoys imkan verir. Bu bacariqlar miithandislori tez-tez digor harbi
miiossisa vo qurumlarla, miitoxassislorlo, eyni zamanda sonaye ilo six omokdasliq etmoays
istigamotlondirir vo miithandislik iigiin yeni innovasiyalarin tatbigi tocriibalorini qgazandirir.

4. Harbi dayarlarin, etik normalarin va manavi keyfiyyatlarin formalasdirilmasi. HATM-nin
kursantlarinin pesa sahalorindo miivaffogiyyatli olmasi {iglin etik normalarin, oXxlagi-manovi
keyfiyyatlorin asilanmasi da miithiim ohomiyyat kasb edir. Peso vo texniki bacariglara slave olaraq
didaktik prosesds etik vo axlaqgi tolim do vurgulanmalidir. Harbi dayarlorin asilanmasi miithandislarin
yiiksok etik vo ictimai davranis, pesokarliq vo diiriistliik standartlaria riayst etmolorini sortlondirir.
Galacayin komandirlorinin gorar gobuletmo prosesins etika talimlori vo praktiki ssenarilorin daxil
edilmasi harbi mithandislikds tolob olunan dayarlori asilamaga komok edacokdir. Horbi pedaqogikanin
predmeti olan harbi etika yiiksok monavi dayarlors sahib, diinyagoriisli zabitlorin vo horbi liderlarin
hazirlanmasinda miihiim rol oynayir. Etika vo axlagq normalarina sahib harbi rohbarlor qosunlarin rifahini
yiiksaldir vo ganunsuzluglarin, ¢atismazliglarin qarsisini alir. Olbatts, ilkin marhalods planlasdirilib
kecirildikda, harbi liderlorin formalasdirilmasina komok edir va talimin novbati marhalalarinds
vazifalorin ugurla yerina yetirilmasi ticiin vacibdir [13].
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Didaktik yanasmamn harbi elmi-pedaqoji tahlilinin xiisusiyyatlori

Miistaqillik gazandigimiz ilk dévrlordon hazirki dévra goador olan miiddstds fonn modullarinin va
is¢i todris planlarinin hazirlanmasi, homginin didaktik layihalondirmonin miixtalif morhalalarlo
tokmillosmasi prosesina nazor salsaq, oxsar va fargli cohatlorin oldugunu gororik [3]. Umumilikdoe elmi
pedaqoji tokamiiliin akademik gostaricilorinin tohlilindon aydin olur ki, 6ton dovrlords didaktik
yanasmalarin metodologiyasinda, milli vo imumbasoari dayarlorin oks etdirilmasinds ciddi doyisiklor bas
vermisdir. Azarbaycanda harb tohsilinin diinya harb tahsilino — NATO vo Tiirkiys modelins inteqrasiyasi
baximindan fonn modullarinin tartib edilmasi va tatbiqi miisbat giymatlondirilir. Malumdur ki, harb elmi
va harbi tohsilin modernlasdirilmasi vo inkisafi istigamatinds hazirda ciddi islor goriiliir. Bu da harbi
tohsilin biitiin pillalorinds talimin ganun va ganunauygunluqglarina, prinsiplorine, metodlarina, toskili
formalarina, biitovliikds didaktik asaslarin qoyulusu va tatbigins yeni miiasir mévgedan yanasmani talob
edir. Didaktik yanasmalarin tokmillosdirilmasi iso tohsilalanlarin horbi talimo olan maraqglarimi vo
meyillorini artirmig olur [14].

Miihondis hazirhig: ixtisasi tizra xiisusi horb elminin monimsanilmasi ti¢iin bir sira elm sahalori
tizra fonlorin tadrisi zoruridir. Bunun tigiin asas miithandislik fanlori sirasina riyaziyyat, fizika, mexanika,
elektronika, materialgiinasliq vo kompiiter elmlori kimi fundamental miihandislik fanlari ilo yanasi,
sosialyoniimlii, humanitar vo milli tohliikasizlik sahalarinin fonn modullari daxil edilmalidir. Ona gors
ki, bu fonlar qabaqeil miithandislik biliklari ils integrasiya tigiin vacib hesab edilir. Eyni zamanda hazirki
programlarda harbi miihondislik biliklarinin tadrisinds bir sira dostoklayici vo horakatverici fonn
movzularina Ustiinliik verilmisdir. Bura daxildir: doyiis mihandisliyi, harbi amaliyyatlarin idare
edilmasi, informasiya texnologiyalari, elektronika vo telekommunikasiya, harbi cografi sistemlor,
miithondis texnologiyalari, miihondis qrafikasi, idaroetmo, logistika vo onun osaslari, strateji
planlagdirma.

Bu fonlor miihandislori horbi voazifalorinin somorali icrasi tigiin zoruri olan xiisusi bilik va
bacariqglarla tachiz edir.

Fonlorarasi todqiqatlarin aparilmasi ¢ox faydalidir. Belo ki, mihondislik programinin
layiholondirma prosesinds fonlorarasi alagalorin tadqiqi, inteqrasiyast harbi miihandislorin psixologiya,
sosiologiya, siyasi elmlor va igtisadiyyat kimi digar sahalors olan maraqglarini artirmig olur. Bu iss daha
genis perspektivds mithondislik iglarinin sosial, siyasi va igtisadi naticalorini basa diismays imkan verir.

Horbi mithandislor {igiin pesokarligin inkisaf etdirilmasi onlarin harbi xidmati sahasindaki gazana
bilocoyi ugurlarinda faydali olacaqdir. Ciinki pesokarligin artirtlmasi miihandislorin komandalara
rohbarlik etmok, effektiv iinsiyyoat qurmag, layiholori idaro etmok vo etik problemlari hall etmok
bacarigini formalasdirir.

HATM-do miithondis hazirlig: tigtin didaktik layihalondirma prosesi asagidaki elementlori 6ziindo
birlosdirir:

1. Ehtiyaclarin giymatlandirilmasi. Programlarin tortib edilmosindon avval HATM-nin xiisusi
toloblarini va harbi miithondislarin arzuolunan bacariq ve Saristolorini miioyyan etmok {igiin ehtiyaclarin
hartorafli giymotlondirilmasi aparilmalidir. Bu giymotlondirmo tolim prosesini HATM-nin magsadlorina
uygunlagsdirmaga komoak edir va fonn programlarinin buna uygun tortib olunmasini tamin edir.

2. Oyranma magsadlari. Layihalondirma prosesina rohborlik etmok iigiin aydim va 6lgiilo bilon
talim magsadlari miioyyanlosdirilmalidir. Bu magsadlar kursantlarin talim programini basa vurdugdan
sonra alds etmali olduglar bilik, bacariq vo miinasibatlori ifads etmolidir.

3. Tadris strategiyalar.. Todris strategiyalarmin torkib hissalorindon biri olan fonn
programlarinin layihalondirma prosesi fonlorin kegirilmo formasini — miihaziralor, miizakiralor,
laboratoriya islari, real niimunalar, simulyasiyalar va praktiki saho masqlari do daxil olmagla, miixtalif
todris strategiyalarini 6ziinds birlogdirmalidir. Bu strategiyalar miixtolif yronmas iislublarina uygunlasir
va aktiv alagani tosviq edir.

4. Qiymatlandirma metodlari. Kursantlarin materiali basa diismasini, totbig etmasini va
monimsamasini giymatlondirmak tictin imtahanlar, layihalor, tagdimatlar, praktiki niimayislor vo
foaliyyatin qiymatlondirilmasi do daxil olmagla, bir sira metodlardan istifados olunmalidir.
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5. Davamh inkisaf. Didaktik isin layihalondirilmasi prosesi davamli tokmillogdirma
mexanizmlarini 6ztinda birlogdirmalidir. Tohsilalanlardan, talimatgilardan vo horbi miitaxassislordan
mitomadi raylor toplanmali, sorgu Vo miisahibalor kegirilmalidir. ©lda olunan naticalorin tahlili tadris
planinin va tolim metodlarinin tokmillogdirilmasi tgilin istifade olunmali, telimin aktualligi tomin
edilmalidir.

Didaktik layihalandirmada sistemli yanasma

Didaktik layihalondirma prosesi tohsilveranlorin  foaliyyatlorinin - optimallasdirilmasini,
tohsilalanlarin isa bilik va bacariglarinin monimsanilmasini asanlasdirmaq vo praktik vardislorini inkisaf
etdirmok tiglin gobul edilmis sistematik yanasmaya aiddir. O, tahlil, layihalondirms, hayata ke¢irma vo
giymotlondirmo daxil olmagla, bir-biri ilo slagsli olan bir sira morhalslori ohato edir. HATM-do
miihandis hazirligi kontekstinds didaktik layihalondirma prosesi harbi miithondisloarin unikal ehtiyac va
toloblarina uygunlasdirilir.

Tahlil: bu marhols, mithandis hazirligi programinin magsadlari, vazifalari vo mahdudiyyatlorinin,
eyni zamanda c¢atinliklorinin miiayyon edildiyi didaktik layihalondirma prosesinin ilkin morhalasidir.
Horbi kontekstdo bu morholo harbi miihandislorin 6z vozifalorini somarali sokilds yerina yetirmolori
tigiin talob olunan bacariq, bilik vo saristolorin hartorofli giymatlondirilmasini nazords tutur. Tohlil
marhalasi, hamginin harbi mithandislarin tizlesdiyi xiisusi amaliyyat kontekstlorini va ¢atinliklori nozars
alir, talim proqraminin real diinya ssenarilorino uygun olmasini tomin edir.

Tartibat: didaktik layihalondirms prosesinin tortibetma marhalasi tohsilalanlara miisyyan edilmis
moqgsadlora nail olmaga imkan verir vo didaktik faaliyyatlorinin strukturlagdirilmasini tamin edir.
Miihandis hazirliginda bu marhala nazori biliklori, praktiki bacariqlar1 ve praktiki tacriibani shato edon
alagali is¢i programlarin hazirlanmasini nozards tutur. Tartibetma morhalasi, hamginin talim naticalarini
optimallagdirmaq {liglin miivafiq tolim strategiyalarinin, resurslariin vo giymatlondirms metodlarinin
secilmasini 6ziinds birlosdirir.

Tatbiq: icra morhalasi, hazirlanmis is¢i programlarin harokoto gatirilmasi vo birbasa tatbiginin
aparilmasidir. Mithondis hazirliginda bu marhalo miihaziralorin, praktiki maggalalorin, simulyasiyalarin
va saho talimlarinin xiisusi ayrilmis siniflords, auditoriya vo tolim morkazli laboratoriya v saholords
kegirilmasini nazards tutur. Totbig moarhalasi, hamginin Gyronma tacriibasini artirmaq tigiin virtual
realliq vo ya kompiiter asasli tolim sistemlori kimi gabaqcil texnologiyalarin istifadosini ohato edo bilor.
Bundan olava, icra morholasi harbi miithandislik sahasindo hom akademik biliklora, hom do praktik
tocriiboyoa malik ixtisasl professor-miiallim va tolimgilarin foaliyyatini nozards tutur.

Qiymatlandirma: naticalorin aldo edilmasi, somoaraliliyin yoxlanmasi marhalasi miihondis
hazirligi programinin effektivliyinin 6l¢iilmasinds, giymotlondirilmasinds va lazimi tokmillogsdirmalorin
aparilmasinda miihiim shamiyyat kasb edir. Bu marhalads kursantlarin miiayyan edilmis moaqgsadlora
nail olmasin1 6lgmak {iglin yazili imtahanlar, klassik, praktiki vo saholor iizro foaliyystin yoxlanilmasi
kimi miixtalif giymotlondirmo iisullarindan istifads edilir. Qiymatlondirma hom &yronanlor, hom do
miiallim-professor, tolimatgilar torafindon roy bildirmoys imkan verir. Biitiin zamanlarda oldugu Kimi,
giymatlondirmalor hom tadris va talimin formal tokmillosdirilmasi, hom doa tahsilveranlarin, HATM-
lorin vo onlara rohborliyi hoyata kegironlorin yekun hesabatinin giymatlondirilmasi {igiin dostok
funksiyasini icra edir. Homginin tolim progqraminin davamli tokmillogdirilmasine komok edir va noticado
olava diqgot talob edon sahalori miiayyanlogdirir [15].

Biitiin bunlar demoys asas verir ki, didaktik isin layihalondirilmasi prosesinin bir sira tistiinliiklori
vardir. Onlar1 asagidaki Kimi qruplasdirmagq olar:

1. Tadris magsadlarina uygunlasma: didaktik layihalondirmo prosesinin strukturlagdiriimis
xarakteri miihandis hazirlig1 programinin harbi mithandislorin xiisusi talim magsadlorina uygun olmasini
tomin edir. Tolim proqrami zoruri bacariq Vo biliklori miioyyan etmokls, horbi omoliyyatlarin vo
infrastrukturun inkisafinin talablarini samarali sokilda hall eds bilar.
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2. Kontekstlo alagalilik: didaktik layihalondirms prosesi harbi miihandislorin tizlosdiyi real
ssenarilorin vo problemlarin inteqrasiyasina imkan verir. Bu, talim programini 6yrananlorin galacok
tapsiriglarin miirokkobliyi vo talablaring hazirligini, homginin amaliyyat hazirligini tamin edir.

3. Resurslardan optimal istifada: diqgotli tohlil vo layiholondirmo vasitssilo didaktik
layiholondirms prosesi resurslardan, o ciimlodon harbi miitoxassislordon, tolimatgilardan, qurgulardan
Vo avadanliglardan samarali istifadoys imkan verir. Olave olaraq, HATM-lors biidco mohdudiyyatlori
daxilinds effektiv tolimlorin kegirilmasini tomin edir.

4. Davamh tokmillasdirma: didaktik layihalondirma prosesinin giymatlondirma marhalasi
mithandis hazirhiginda davamli tokmillosmo madoniyyatini tosviq edir. Talim proqramlarinin
naticalorinin, giiclit vo zoif toroflorinin miintozom olaraq giymotlondirilmasi, ¢atismazliglarin
askarlanaraq aradan galdirilmasi1 baximindan miihiim shomiyyat kasb edir.

Goriindiiyii kimi, HATM-do miihandis hazirhigmin didaktik layiholondirilmasi prosesi, horbi
mihandislor tarofindon bilik vo bacariglarin  somorali  sokildo monimsonilmasini tomin edan
strukturlasdirilmis vo sistemli yanasma foaliyyatidir. Tohlil, layiholondirms, hoyata kegirmo vo
giymatlondirmo marhalalari vasitasilo bu proses talim programlarinin talimin magsadlaring, kontekstlo
uygunlagdirilmasina, resurslarin optimal istifadasine vo davamli tokmillasdirilmasina imkan verir.

Natica

Horbi ali tohsil miossisalorinde miihondis hazirliginin didaktik layihalondirilmasi isinin
moagsadyonlii Vo miitosokkil hayata kecirilmasi, horbi pedaqoji isin elmi togkili prosesinin davamli
tokmillasdirilmasini tomin etmis olar. Bu prosesin somoarali toskili va kegirilmasi, bacariqli vo pesokar
horbi miihondislorin hazirlanmasi ii¢iin ¢ox vacibdir. Horbi ali tohsil miuossisalorindo miihondis
hazirhi@inin didaktik layihalondirilmasinin mahiyyati, mazmunu, magsad va vazifalari strukturlasmis
foaliyyatlorin aparilmasi vo totbigini ehtiva edir. Layihalondirmoa prosesinin davamli totbigi vo
tokmillogdirilmasi miihondis hazirliginin somorsliliyinin artirillmasinda vo cari vazifalorin ordunun
inkigaf edon ehtiyaclarina uygunlugunun tomin edilmasinds miihiim rol oynayir. Eyni zamanda bu
proses mithondis kadrlarini harbi mithondislik pesasinin unikal ¢agirislarina cavab vermoys hazirlayir.
Fonn programlarmin didaktik layihalondirmasi aktiv 6yranms, smoakdasliq, etik tolim, strukturlagdirilmig
tolimatlara va asasnamalora diggot yetirmokls tamin oluna bilar. Vurgulanan elmi yanasmalar HATM-
lora 6z tolim proqramlarini optimallagdirmaga vo onlarin inkisaf edon ehtiyaclarinin vo problemloarinin
hollindo effektivliyini tomin etmoys imkan verir. Layiholondirilmo prosesinin totbigi ilo HATM-lor
mithondis hazirhginin miiasir tolim texnologiyalariin manimsanilmasins, ordunun inkisaf edon
ehtiyaclara uygunlagsmasina vo somaraliliyini artirilmasina nail ola bilorlor. Magalonin mozmunu, orada
yer alan fikirlor va asas elmi ideyalardan HATM-nin bakalavriat, magistratura pillasinds tohsil alanlar,
doktorantlar (adyunkt) vo misllimlar istifads edarok faydalana bilarlor.
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AHHOTAHUA
CyuHocTb, coiep:KaHue, HeJu U 00I3aHHOCTH IHIAKTHYECKOT0 MPOEeKTUPOBAHNS
HHKEHEPHOM NMOATO0TOBKH B BOCHHOM MHCTHUTYTE
Amuab lagamos

B cratbe paccMOTpPEeHBI OCHOBBI AUJAKTHYECKOTO MPOSKTUPOBAHMS HHKXCHEPHOH TIOJATOTOBKHU B
BOCHHBIX BY3aX M coJepXaHHe paboT, MPOBOAMMBIX Ha OJTUX OCHOBax. Llemb HayuyHO-
HCCIIEIOBATEIIHLCKON paOOTHI - ITOAYEPKHYTh TEOPETUIECKHE OCHOBBI AUTAKTHIECKOTO TPOSKTHPOBAHUS
MOJATOTOBKM BOCHHBIX HWH)KEHEPOB, OCOOCHHOCTH BOEHHOTO HAay4YHO-TIEJAarorMyeckoro aHajlinza
TMIaKTUHIECKOTO TOAX0Ja M CHUCTEMHOTO IMOAXOJa B JHIAKTUYECKOM IPOCKTHPOBaHUH. BoeHHEIE
BBICIINE y4eOHBIE 3aBEJICHHUS MOTYT MPEABUIETh MOTEHIIMAIbHBIE IPOOIEMbI U BOBpEMS aJallTUPOBATh
nporpamMMbl o0ydeHus. C 3TOH LENbl0 TEKyIIas CUTyalusi TpeOyeT KOMIUIEKCHBIX HCCIEIOBAHUN U
aHalu3a JUId BBISBJICHUS HOBBIX TEXHOJOTHH, pa3BUBAIOUIMXCS YTPO3 U MEHSIOLIUXCS OMEepaTHBHBIX
TpeOoBaHuii. B cratbe roBopuTcs 00 OCHOBax IUAAKTHYECKOrO IPOEKTHUPOBAHUS HHKEHEPHOM
MOJTOTOBKH B BOCHHBIX BY3aX U COJIEPKaHUM paboT, MPOBOJUMBIX Ha 3TUX OCHOBaxX. Takke B CTaThe
paccMaTpuBarOTCsl CIOCOObI ompeneneHuss dOPEKTUBHOCTH HAYIHO-TIEArOTHIECKON JeATETbHOCTH
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nporecca JUIAKTHYECKOTO MPOEKTHPOBAHMS C MCIOIB30BAaHUEM HAaydHBIX HIeH u monoxenuil. [Ipn
UCCJIEIOBAaHUN IPOOIEMBbl OBLI MCIONB30BAaH METOJ| TEOPETHYECKOoro aHaimsa. Ilo momyueHHOMY
pe3ysbTaTy MOKa3aHO, YTO JAWAAKTUYECKUH MPOEKT COJCPIKUT CYIIHOCTh, COJIEPKAHUE U CTPYKTYPY
nporpaMMbl O0y4YeHHsS. DTOT NPOIECC WIPAeT PEIHIAIOUIYI0 pPOJib B TMOBBIMEHHH 3(deKTuBHOCTH
npesocTaBIsieMoro oopasoBanus. Hayunele naen v MOJ0KEHHsI, COAEpIKaIUecss B CTaThe, IPU3BAHBI
000CHOBATh BaXHOCTh U PALIMOHATIBHOCTH JUAAKTUYECKOTO MPOCKTHPOBAHUS MpoIlecca HHKEHEPHOU
HOATOTOBKH B BOGHHBIX BY3aX.

KiwueBble ciaoBa: BoeHHOoe oOpa3oBaHue, y4eOHBIH TPOLECC, BOEHHBIA WHCTUTYT,
MH)KCHEPHas! MOATOTOBKA, OCHOBBI TUIAKTHKH

Abstract
Principles of didactic design of engineer training
in military higher education institutions
Amil Dadashov

In the article, the basics of the didactic design of engineering training in military higher education
institutions and the content of the works carried out on these bases were examined. The purpose of the
research work is to emphasize the theoretical foundations of didactic design for military engineer
training, the features of the military scientific-pedagogical analysis of the didactic approach, and the
systematic approach in didactic design. Military higher education institutions can anticipate potential
challenges and adapt training programs in time. To this end, the current situation calls for comprehensive
research and analysis to identify emerging technologies, evolving threats, and changing operational
requirements. The article talks about the basics of the didactic design of engineering training in military
higher education institutions and the content of the works carried out on these bases. The article also
looks at the ways of determining the efficiency of the scientific pedagogical activity of the didactic
design process with scientific ideas and provisions. The theoretical analysis research method was used
in the investigation of the problem. According to the obtained result, it is shown that didactic design
contains the essence, content and structure of the training program. This process plays a crucial role in
improving the efficiency of the education provided. The scientific ideas and propositions contained in
the article try to justify the importance and rationality of the didactic design process of engineering
training in military higher education institutions.

Keywords: military education, training process, military institute, engineer training, didactic
basics
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AZORBAYCAN XALQ CUMHURIYYOTI DOVRUNDO HORBI DIPLOMATIYA

Mehman Siileymanov ‘
Milli Miidafia Universitetinin Horbi EImi Tadqgiqat Institutu
smehman@mail.ru

Xiilasa. Olkonin harbi tohliikasizliyinin tomin edilmasi sahasinds Azorbaycan Xalq Ciimhuriyyati
hokumatinin garsisinda duran baslica vazifalordan biri do beynslxalq horbi amakdasligin qurulmas: idi.
23 ay davam edon miistaqillik illorindo Ciimhuriyyat hokumati bu istigamatds bir sira islor gérmoya
miivaffaq oldu. Ik névboda Osmanli Tiirkiyosi ilo horbi omokdasliq sahasinds praktiki tadbirlor hoyata
kegirildi. Movcud olan tohliikonin aradan gqaldirilmasi, Azarbaycanin miistaqilliyinin vo orazi
biitovlityliniin tomin edilmasi ilo bagli bu amakdasliq samarali naticalar verdi. Bu mévzu kifayat gador
genis movzu olsa da, onun miayyan toraflori magalods 6z oksini tapmisdir. Magalada, eyni zamanda
Giirciistanla qurulan beynalxalq harbi amakdasliq sahasinda tohlil aparilmisdir. Xiisusilo Osmanli horbi
qiivvalarinin Azarbaycani tork etmasindon sonra Giirciistanla harbi amakdagligin genislondirilmasina
diqget artirildi. Mogaloada, hamginin Béyiik Britaniya vo Avropanin digor dovlotlori, 0 ciimlodon italiya
vo Fransa ilo Azorbaycan Xalg Ciimhuriyysti arasinda qurulan harbi amakdasliq mosalalarine do
toxunulmusdur. Climhuriyyat dévriinds harbi diplomatiyanin imumilasdirilmis sokilds aragdiriimasi ilk
dofadir ki, tadgigat mévzusuna ¢evrilmisdir. Bu monada slds edilmis naticalor do mévzu baximindan
yenidir.

Acar sozlar: ciimhuriyyat, mistaqillik, milli ordu, harbi siyasot, harbi smokdasliq

Giris

Birinci Diinya miharibasinin horbi-siyasi naticolori, ¢ar Rusiyasinin stiqutu Conubi Qafgaz
bolgasinda, 0 ciimladan Azorbaycan hiidudlarinda miirakkob bir saraitin meydana golmasina yol agdi.
Bolga ilo bagli geosiyasi va igtisadi maraqlarini tamin etmays ¢alisan boyiik dovlatlorin, boyiik giiclora
arxalanaraq kiitlovi sokildo silahlanan vo yad orazilords 6z dovlstini qurmaq istoyan ermoni millatgi
tocaviizkar dairalorinin bolgads foallasmasi Azarbaycan xalqinin mévcudluguna ciddi tohliiks yaratdi.
Ona gora Azaorbaycanin milli-azadliq harokatinin liderlori vo faallar1 bu tohliikadon xilas olmaqg vo
etibarli miidafio imkanlarina malik mistoqil bir dovlst qurmaq tgiin somorali yollar axtarmaga
basladilar. Azarbaycan Xalq Ciimhuriyyati elan edilondan sonra iso hokumat tarafindan tohliikasizlik
sahasindo beynolxalq omokdasligin qurulmasi istigamatindo somorali siyasst hoyata kegirilmoya
baslandi. Bu istigamotdo hokumat torafindon prioritetlor miioyyanlosdirildi, Azarbaycanin harbi
tohliikasizliyinin tomin edilmasi tiglin hokumat va parlament tarafindon razilagdirilmis bir siyasot ortaya

goyuldu. Bels bir siyasatin ugurlu sokilds hoyata kegirilmasi hom beynolxalq tacriibanin dyranilmasi,
hom do ordunun texniki tochizatinin tokmillagdirilmasi baximindan mithiim shamiyyat kasb edirdi.

Tiirkiys ila harbi amakdashq

Miistaqilliyin aldo edilmasindon sonra Azorbaycan hoékumotinin harbi oamokdasliq qurmaga
caligdigr ilk dovlatlordon biri Tiirkiys idi vo bu miinasibatlorin osas1 1918-ci il iyunun 4-do Batumda
Osmanli dovlati ilo Azarbaycan Xalq Ciimhuriyyati hokumati arasinda imzalanan miigavils ilo goyuldu.
Homin miiqavilanin 4-cii maddasinds bildirilirdi ki, 6lke daxilinds nizam va asayisin yaradilmasi ii¢iin
miiraciot edildiyi togdirdo, Osmanli dovlati Azorbaycana harbi yardim géstors bilor [1, v.43-45].

Azorbaycan hokumati do bu imkandan istifads edoaroak dorhal harbi komok tigiin Osmanli dévlating
miiraciot etdi. Homin miiracist osasinda ilkin olarag, Osmanli Ordusunun 5-ci Qafgaz piyada diviziyasi
Azarbaycana galdi. Azarbaycanin milli harbi giivvalari ilo Osmanli harbi qilivvalarinin bazasinda Qafgaz
Islam Ordusu yaradildi vo tiirk zabiti general-leytenant Nuru pasa bu ordunun komandani toyin edildi.
Modveud tarixi soraitin xiisusiyystlori nazoro alinmaqla, Azorbaycan hokumatinin gorarina 2sason
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Ciimhuriyyat Ordusunun formalasdirilmasina rohborlik do Qafgaz Islam Ordusu komandanina havalo
edildi.

1918-ci ilin iyulunda Azorbaycanla Osmanli Tiirkiyasi arasinda uzunmiiddatli horbi ittifaqin
yaradilmasi haqqinda da miigavilo layihalori hazirlanmisdi [2, $.555; 3, 5.290-295]. Bu layihalor iki
variantda idi vo har ikisi “Mukavile-i Askeriyye” adlanirdi. 14 maddodan ibarat olan birinci miigavilanin
90, 8 maddadon ibarat olan ikinci miigavilanin isa 20 illik miiddato baglanmasi nazards tutulmusdu.
Homin miiqavilalorin asas mozmunu ondan ibarat idi ki, Azarbaycanin Milli Ordusu biitiinliiklo Osmanli
harbi qiivvalarinin amoliyyat tabeliyina verilmoali, Osmanli dévlati isa Azarbaycan Milli Ordusunun
tochizatini, onun kadr hazirhigimi 6z tizarine gotiirmali idi [4, $.295]. Lakin bu miigavilalor imzalanmadi.
Cox giiman Ki, buna sabab beynalxalq voziyystin doyismosi v tezliklo Qafgaz islam Ordusunun logv
edilmoasi olmusdu.

Azorbaycanla Tiirkiys arasinda movcud harbi amokdasligin on miihiim tarixi naticasi, sézsiiz ki,
mistorok horbi qiivvalorin istiraki ilo 1918-ci il sentyabrin 15-do Baki sohoarinin vo sonraki ay iso
Azorbaycanin Qarabag bolgasinin bolsevik-dasnak isgalindan azad edilmasi oldu. Nozards tutulmusdu
ki, Qafgaz Islam Ordusu qiivvalarinin kdmoyi ilo Azorbaycanin conubunda da respublikanin suverenliyi
tomin edilsin vo homin bdlgo orada nazarati olo kecirmis agqvardiyagt qiivvalordon tomizlonsin. Bu
masalo 1918-ci il noyabrin 1-do Bakida Nuru pasanin Lankaran bolgasi ohalisinin niimayandalari ilo
goriisiindoa do miizakira edilmisdi [5]. Lakin tezliklo tiirk harbi qiivvalarinin Azarbaycani tork etmasi
sobabindan Lankaran bolgasinds respublika hakimiyyatinin bargorar edilmasi toxirs salinmali oldu.

Milli Ordunun toskilatlanmasi sahasindsa harbi amoakdasligin naticalarina galinca iso milli zabit
kadrlarinin  yetisdirilmosinds, ordu hissalorinin  hoarbi-texniki tochizinds, horbi strukturlarin
yaxsilasdiriimasinda Tiirkiyo torofindon Azarbaycana boyiik komok gostorildi. Belo ki, Qafgaz Islam
Ordusu komandaninin amrina asasan, 1918-ci il avqust aynin 13-do ©lahidds Azarbaycan Korpusunun
yenidon qurulmasina baslanild: [6, s.185]. Azorbaycan korpusunun toskilatlanmasi vo qisa zamanda
doyliso hazir vaziyyato gotirilmasi ti¢iin onun tarkibino daxil olan hissalorin Azorbaycan—Tiirk horbi
qivvalarindon komplektlosdirilmasi gorara alindi[7, s$.303]. Nuru pasa Azorbaycan hokumatine
gondordiyi raportlardan birinds bildirirdi ki, garisiq torkibdo yaradilmis harbi strukturlarin siravi
heyatinin yarisi, zabit heyatinin iso boytik hissasi tiirk harbgilaridir. Homin raportda homginin geyd edilir
ki, tiirk harbgilarinin komayi ilo Azorbaycanda iki diviziyadan ibarat bir korpus, dord alaydan ibarat bir
stivari diviziyasi, Zongozurda slahidds atli boliiyii, Gancads bir talim taboru va bir pulemyot talim
taboru, ti¢ tabordan ibarst bir sorhod alay1, Ordubadda bir piyada taboru vo bir topgu taqumu togkil
olunmusdur [8, 5.396].

Goncads agilmig olan Milli Harbiyya Moktobina rahborlik tocriibali tiirk zabiti olan gaymogam
Atif baya tapsirilmisdi vo 1918-ci il oktyabrin 27-do bu moktabin ilk buraxilist oldu [9]. Ciimhuriyyat
Ordusu hissalarinin harbi-texniki tochizatinin daha da yaxsilagdirilmasi ti¢iin Tiirkiyodon xeyli sayda
silah vo sursat Azorbaycana gondorildi. Bu sahodo omokdasligin golocokds do davam etdirilmosi
planlagdirilmisdi [10, s.279].

1918-ci il oktyabrin 30-da Egey donizinin Lemnos adasinin Mundoros limaninda Osmanli
Tiirkiyasi ilo Boyiik Britaniya arasinda Birinci Diinya miiharibasinin naticalorini 6ziinds oks etdiron
barisiga goro Osmanli Tirkiyasinin maglubiyyati rosmilosdirildi. Homin barisigim 11-ci vo 15-cCi
maddalarina asason Osmanli dovlati 6z qosunlarin1 Azorbaycandan ¢ixardi vo Azorbaycan ingilis
qosunlarinin nazaratine kegdi [11, 5.170; 12, 5.157-158].

Osmanl horbi giivvalorinin Azorbaycani tork etmosi vo Qafgaz Islam Ordusunun logv edilmosi
realliga ¢evrilondo Nuru pasa 1918-ci il noyabrin 4-do Qafgaz Islam Ordusunun lagv edilmasi vo onun
Azarbaycan Ordusu adlandirilmasi haqqinda xiisusi bir amr imzaladi. Homin giin imzaladig: digar bir
omrda iso Nuru pasa 6ziinii Azorbaycan Ordusunun komandani kimi togqdim etdi [13, 5.365-366]: yani
1918-ci il noyabrin 4-dan etibaron Nuru pasa Qafgaz islam Ordusunun deyil, Azarbaycan Ordusunun
komandani olaraq foaliyyatini davam etdiracakdi.

Noyabrin 4-do Nuru pasa bu ad altinda hom dos “Azarbaycan hékumati ilo burada galacaq zabitan
ticiin ogd edilon miiqavils soraiti” adli bir miiqavilo layihasini imzaladi. Bu miiqavilads onun 6zii do
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daxil olmagla, koniillii olarag Azorbaycanda qalib Azorbaycan Ordusunda xidmot edocok tiirk
harbgilarinin hiiquq va salahiyyatlari tasbit olunmusdu [13, $.365-366].

Azorbaycan Ordusu komandanligi elan edilonds slahidds Azarbaycan korpusu logv edilmomisdi
[14, s.373]. Ona gora do ilk baxisdan belo bir gonasta galinir ki, Nuru pasa Azarbaycan korpusunu va
olavo olaraq Azorbaycanda galacaq tiirk harbgilorindoan toskil edilmis bolmolordon formalasdirilan
timumi bir Azarbaycan Ordusunun komandani vazifasini 6z tizarine gotiirmiisdii. Amma Azoarbaycan
Ordusu strukturu ilo 1918-ci il noyabrin 1-do borpa edilmis Horbi Nazirlik arasindaki slags, yani
Azorbaycan Ordusunun Hoarbi Nazirliys paralel, yoxsa onun tabeliyinds bir struktur oldugu haqqinda
dagiq bir fikir soylomak halalik ¢atindir.

Nuru pasa Osmanli Horbi Nazirliyino tinvanladigi 12 noyabr 1918-ci il tarixli moktubunda
Azorbaycan Ordusunun komandani vozifasinde Azarbaycan hékumsatinin xidmatine daxil oldugunu
bildirirdi[15, s.403]. Bu molumata osason Nuru pasanin Azarbaycan Ordusunun komandani toyin
edilmasinin Azorbaycan hokumatinin raziligi ilo oldugu ehtimal edilir. 1918-ci il noyabrin 23-do
imzaladig1 bir omrdo Nuru pasa Azorbaycan Ordusunun komandani kimi Gancados foaliyystini davam
etdirdiyini yazirdi. Buradan bels bir gonasto golmok olar ki, Azarbaycan Ordusunun komandanliginin
gorargahi Gancadas tosis edilmisdi [16, $.416]. Bir giin sonra, yani noyabrin 24-do imzalanmig amrds iso
Nuru pasa artiq Azarbaycan Ordusunun deyil, Azarbaycandaki Osmanli Qiivvalorinin komandani kimi
foaliyyatini davam etdirmays baslamisdi [17, 5.418]. Homin amrda Nuru pasa aydin sokilda yazird: ki,
miittafiq dovlatlor adindan Azoarbaycana galmis ingilis harbi giivvalarinin rahborliyi tiirk horbgilarinin
heg bir halda Azorbaycanda qalmasina icazo vermoamisdir. Buradan belo naticays golinir ki, Nuru pasa
va digar tiirk harbgilari Azarbaycan Ordusu torkibinds xidmot eds bilmozdilor. Ona géra do Nuru pasa
Azarbaycan Ordusunun komandani vozifasindon konarlagsmaga macbur oldu.

Belaliklo, sonadlora géra Nuru pasa 20 giin orzinds Azarbaycan Ordusunun komandani oldu. Lakin
bu miiddat arzinds onun hansi salahiyyatlora malik olmasi, bu strukturla Horbi Nazirlik arasindaki
miinasibatlorin neco qurulmasi haqqinda yetorli malumat mévcud deyil. Hoar bir halda Ciimhuriyyat
Ordusunun tarixinds tiirk harbgilarinin rohbarliyi altinda bels bir strukturun olmasi maraql bir faktdir
Vo heg siibhasiz ki, golocokda elmi dovriyyaya gatirila bilacok yeni sonadlor bu faktla bagli daha yetorli
fikir soylomoya imkan veracokdir.

Bununla bels, mévcud malumatlar onu gostarir ki, tiirk horbi qiivvalori Azarbaycani tork etdikdan
sonra bir nego tiirk kigik zabit milli ordu siralarinda galmaga nail olmugdu. 1918-ci ilin dekabrin son
giinlorindo Ciimhuriyyat Ordusunun Agdamda yerlogon 1-ci piyada diviziyasinin bazi bolmalarinda
harbi rohbarliys gars1 bir itastsizlik hali bas vermisdi. Harbi nazir Somad bay Mehmandarovun 1919-cu
il fevralin 25-do Azorbaycan parlamentinds etdiyi ¢ixis1 zamani bu itastsizlik hadisesinds 10-a yaxin
tiirk asilli kigik zabitin do istirak etdiyini bildirirdi [18, 5.92]. Bu tiirk zabitlorinin sonraki taleyi haqqinda
konkret malumat olmasa da, intizamsizliglarina géra milli ordu siralarindan kenarlagdirildiglar: ehtimal
oluna bilar. Ciinki 1920-ci ilin avvalloring aid olan malumatlarda Ciimhuriyyst Ordusunda 6 nofor tiirk
asilli zabitin xidmat etmasi haqqinda molumat vardir, onlar iss kigik zabitlor deyildilor. Bu zabitlorin
Azorbaycan Ordusuna goalmasi Tiirkiyads yaranmis miirokkab tarixi soraitlo bagl idi. Bela ki, Birinci
Diinya mitharibesinds maglub olan Tiirkiys Ordusunun harbi qulluggular: miittafiq dovlatlor tarafindon
ciddi tagiblora moruz qalmigdilar. Onlarin miiayyan hissosi Azorbaycana siginmaq gorarina galmisdilar.
Bu zabitlorin bir negosi Ciimhuriyyst Ordusunda xidmats gabul edilmisdilor. Homin zabitlor kornet Faik
Cevdetoglu (parlament miihafizo boliiyii), kapitan Niisrot bay (7-ci Sirvan piyada alay1), podporugik
Ibrahim Ismayiloglu (istehkam moktobi), kapitan Moacid Seyidoglu (8-ci Agdas piyada alay1), stabs-
kapitan Necot Mustafa (6-c1 Goygay piyada alay1) va podporugik Mohommad Sefik Taksinoglu (3-cii
Gancs piyada alay1) idilor [19, s.764].

Tiirkiyodon Azorbaycana poanah gotiron tiirk harbgilarinin say1 ¢oxaldigda Azorbaycan hokumati
1920-ci ilin avvallorinds Hoarbi Nazirliyin tabeliyinds onlardan ibarot yardim alay: adli bir hissanin
toskilino gorar verdi. Lakin sonradan bu alay Daxili islor Nazirliyinin tabeliyins kegirildi.

Bu harbgilarin maliyys tominati Azarbaycan hokumati torafindon hoyata kegirilirdi. Azarbaycan
hokumati, hatta Xidmoto alinmayan tiirk zabitlorini hartorofli qayg: ilo shato etmoys ¢alisir vo onlara
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aylig maliyyos vasaitlari ayirirdi [20, s.269]. Lakin malumdur Ki, bu alayin soxsi heyati sonradan giicli
bolsevik tabligatina moruz galdi vo Azarbaycanin bolsevik qosunlari torafindon isgal edilmasi bu alay
torafindon do doastaklondi.

Azarbaycan-Bayiik Britaniya harbi amokdashg:

Mundoros miigavilasinin sartlarina asasoan, Canubi Qafgaz, o ciimladan do Azorbaycan miittafiq
dovlatlorinin nozarati altina diismali idi. Adi ¢okilon miigavilonin imzalanmasindan bir giin sonra, yani
1918-ci il oktyabrin 31-do Boyiik Britaniyanin Horbi Nazirliyi Mesopotamiyada yerloson ingilis
quivvalari komandanligina Baki soharinin darhal isgal edilmasi barasinds amr géndardi. Bu amra asason
Baki soharinin isgal edilmosi, 0 zaman Iranmn simalinda dislokasiya olunmus ingilis qiivvalorinin
komandani general-mayor VV.Tomsona hoavals olundu [21, 5.21]. General V. Tomsonun rahbarliyi altinda
Bakida horbi idaragilik yaradilmali vo 0, Bakinin general-qubernatoru elan edilmali idi. Yeni soraitdo
Azorbaycanin miistoqilliyinin qorunmasina vo taninmasina nail olmaq iigiin general V.Tomson, hals
franda olarkan, onun yanina Azearbaycan hékumatinin rasmi niimayanda heyati géndorildi. Amma bu
heyatlo general V.Tomson arasinda aparilan danigiglar gézlanilon naticoni vermadi. General V.Tomson
Baki gohorinin iggal olunacagini, Azorbaycanin miistogilliyinin taninmayacagini, Azorbaycan xalqinin
iradasi ilo yaradilmis bir respublikanin méveud olmadigini vo Azarbaycan hokumatinin Tiirkiya harbi
qiivvalarinin intrigalari ilo yaradilmis bir hékumat oldugunu birmanali sakilds boyan etdi [11, 5.171; 21,
s.21; 22, 5.278].

General V.Tomson onu miisayiat edon horbi qiivvalorlo 1918-ci il noyabrin ayinin 17-do Bakiya
daxil oldu. Mévcud malumata gora, onun rohbarliyi altinda Bakiya 5 min nafarlik ingilis harbi qiivvalari
gatirildi vo onlar Baki gohorini biitiinliiklo nazarat altina aldilar [23, 5.119].

Baki tizarinda nazarati giiclondirmoak tigiin V. Tomson sahards olan biitiin milli harbi qiivvalarin,
onlarin idaraetmo orqanlarinin Bak1 saharini tark etmasini talab etdi. Bunun naticasi idi ki, Harbi Nazirlik
Baka soharini tork etdi vo Ganca sohorine yerlosdi. Bundan basqa, Azarbaycan hokumatine moaxsus olan
“Qars”, “Ordohan” kanoner gomilari vo digar horbi gomilar Denikinin rohbarliyi altinda olan qgiivvalarin
soroncamina Vverildi. Bildirildi ki, bu gorar bolsevizmin qarsisinin alinmasi tigiin Denikin rahbarliyi
altinda olan qgiivvalarin méhkamlandirilmasi ti¢iin edilmisdir.

Azorbaycan hokumoti general V.Tomson administrasiyast ilo foal siyasot aparirdi vo bunun
naticasi idi ki, general V. Tomson Azorbaycan hokumatinin dogrudan da Azoarbaycan xalqinin iradssini
oks etdirdiyini vo bu hokumatin real miistagilliys malik oldugunu gérdii. Ona gors tezliklo V. Tomsonun
Azorbaycanin miistaqilliyine miinasibati doyisdi vo toroflor arasinda daha faydali omokdasligin
qurulmasina baglandi.

Bu amokdasligin bir istigamatini do horbi sahods anlagsmanin va qarsilighi foaliyystin yaradilmasi
toskil edirdi. Bu omokdashigin diizgiin qurulmasmin naticasi idi ki, 1919-cu ilin fevral ayinda artiq
V. Tomson mahdud sayda milli harbi qiivvalarin Bakiya qayitmasina etiraz etmadi [24, 5.467]. Ona gora
doa 1919-cu il aprelin 5-do Azarbaycanin mohdud sayda horbi qiivvalari Baki soharina daxil oldular [25,
v.53].

Horbi omokdasliq sahasinds qarsiligh miinasibatlorin diizgiin qurulmasinin naticasi idi ki, ingilis
qivvalari Azarbaycani tork etmodan avval Azarbaycanin Harbi Nazirliyi, Bas Qarargah va digar harbi
idaroetma strukturlar1 1919-cu ilin yayinda Bakiya qayitdilar, Baki soharinds bir piyada diviziyasinin
yerlosdirilmasing icazs verildi vo Bakida Azorbaycan hokumatinin harbi foaliyysti tam sokilds barpa
edildi.

Azarbaycan hokumati ilo ingilis komandanligi arasinda Azorbaycana maxsus harbi gomilarin geri
qaytarilmamasi ilo bagli bir qarsidurma yaransa da, ingilis komandanligit bu mosaloys Boyiik
Britaniyanin bolgadoki imumi Siyasati ¢orgivasindoan yanasirdi. Bu siyasatin mahiyyati isa general
Denikinin rohbarliyi altinda olan horbi qilivvelora komok etmokls, Rusiyanin bolseviklogsmasinin
qarsisint almagq idi. Azorbaycanin harbi gomilori do bu siyasatin hoyata kegirilmasi {igiin Denikin
qiivvalarinin tabeliyino verilmisdi [21, $.33].

Biitiin bunlara baxmayaraq, harbi sahodo foal olagolorin yaradilmasi ingilis komandanliginin
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Azorbaycanin miistoqilliyina daha loyal miinasibat baslomosine yol acdi. ingilis komandanliginin
Denikingi qiivvalori doastoklomasine baxmayaraq, Azorbaycan hokumoti Denikin qosunlarinin
respublikaya miidaxils planlarinin garsisinin alinmasi ti¢iin ingilis komandanliginin imkanlarindan da
istifado etmays calisirdi. Bunun naticasi idi ki, Denikin qosunlarimin Azarbaycan {izorina hiicum
etmayacayino bir imid do yaranmisdi. Azorbaycan hoékumatinin miiracistindon sonra ingilis
komandanligmin saylori ilo Denikin qosunlar1 vo Azorbaycan arasinda demarkasiya Xatti
mioyyoanlosdirildi. Boyiik Britaniya hokumatinin raziligi ilo miioyyanlosdirilmis homin demarkasiya
xotti Dagistan orazisindo Petrovsk soharinin 5 mil conubundan kegirdi. Ingilis komandanhg ila
razilasdirilmisdi Ki, Boyiik Britaniya ilo six alagads olan Denikin qosunlar1 bu demarkasiya xattindon
conuba, yoni Azorbaycan istiqamatino horokat etmoyacoklor [22, s.305]. ©slinds, ilkin olaraq,
demarkasiya xottinin bir godor do simalda miioyyanlosdirilmasi gorara alinmisdi. Lakin Denikingi
qosunlar bu taloba amal etmadilar vo onlar Dagistanin conubuna, yani Azarbaycan sorhadlorina dogru
iralilomays basladilar.

Azorbaycan hokumatinin apardigi miizakiralordon sonra ingilis komandanligi 1919-cu ilin
avqustunda yeni demarkasiya Xattini razilagdirdi. Bu xatt Azorbaycanin simal sarhadi boyunca kegirdi
[21, s.33]. Bununla, Denikin gosunlart Azarbaycan sorhadine daha da yaxinlagsmaq imkani oldo etdi.
Lakin ingilis komandanligi1 Azorbaycan hokumatina bayan etdi ki, bu qosunlar Azarbaycan sarhadlarinag
tocaviiz etmayacok.

Respublika daxilinda harbi-siyasi soraitin sabitlosmasi ti¢iin ingilis komandanligi ilo yaxsi
miinasibatlor qurulmusdu. Bels ki, miistaqilliyin elan edilmasindan sonra da Azarbaycan tiirklarinin
gedim yurdu Iravan orazisindo respublika yaradilmasma nail olan Ermonistan hokumoti Azarbaycana
qars1 asassiz arazi iddialari irali siirmays davam edirdi. Hom Ermonistanin hokumat qiivvalari, ham da
geyri-hokumat silahli dastalori Azarbaycanin Zongozur vo Qarabag bolgasine silahli basqinlar edir,
azorbaycanli ohalini sixisdiraraq, bu bolgalori Ermonistana birlogsdirmok istayirdilor. Masalanin
mahiyyati ilo bagli Azarbaycan hokumati ingilis komandanligi ilo miizakiralor apardi. Azorbaycan
arazilorinin va ohalisinin ermoani silahli dastalorinin ganunsuz va hagsiz tocaviiziine moaruz galmasi
ingilis komandanliginin, xiisusan general Tomsonun diqgstine catdirildi. General Tomson dorhal
silahsiz azarbaycanli ahalini ermani silahli dostalorinin basqinlarindan qorumaq tigiin gatiyyatli mévqe
niimayis etdirorok, azorbaycanlilar yasayan montagolor iizorinoe daha ¢ox basqinlar edon, ermani silahli
dastolorindon birinin rohbari Androniks telegram gondordi vo onu silahli basqinlardan ¢okindirmoya
caligdi. General Tomsonun razilig: ilo Azorbaycan hokumoti Qarabag bolgasini ohato edon Qarabag
general-qubernatorlugu yaratdi. Bu general-qubernatorlugun nazdinds ingilis harbgilarindan ibarat bir
nozarot missiyast da toskil edildi vo hamin missiyaya rohbarlik mayor Monk-Mezona tapsirildi.
Ermonistan hokumatinin bu gorara etirazi ilo qarsilasan Bakida yerloson ingilis komandanligi xiisusi bir
boyanatla ¢ixis etdi. Ingilis qiivvolorinin Bakidaki komandani, polkovnik Satelvort boyanatinda
bildirirdi: “Ingilis komandanhig: Susa, Zongazur, Cobrayil Va Cavansir Qozalarimin ahalisina macburi
icra tigtin asagidakilar: elan edir:

1. Azorbaycan hokumotinin 15 yanvar 1919-cu il tarixli gerarina osason doktor Sultanov Susa,
Zongozur, Cabrayil vo Cavangir Qozalarimin general-qubernatoru toyin olunub va o0, ingilis
komandanliginin dastoyino malikdir.

2. Moveud ganunlara gors, biitiin shalinin ehtiyaclarinin 6donmasi iigiin general-qubernator
yaninda 6 nofor hadisalordon malumatli ermoni vo miisalmandan ibarot sura yaradilir.

3. Ingilis komandanliginin niimayandasi kimi suraya bir nofor ingilis missiyasmin zabiti daxil ola
bilor.

4. General-qubernatorluq daxilindo biitiin isgilorin maasi vo basga Xxorclori Azorbaycan
Xazinasindan ddanilir.

5. Biitiin miibahisali masalalor 6z gati hallini siilh konfransinda tapacag.

6. General-qubernatorlug daxilinds harbi hissalarin har ciir yerdoayismasi haqqinda avvalcadan
ingilis missiyasinin diggotine ¢atdirilmalidir.
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7. Bu miiraciatlo ingilis komandanlig: bildirir ki, general-qubernatorlug hiidudlarinda ganunguluq
vo sakitliyin yaradilmasi iigiin general-qubernatora havalo olunan vozifslorin icrast zamani general-
qubernator vo onun orqganlarina aid olan biitiin saroncamlar va tadbirlor sozsiiz icra olunmalidir. Ingilis
komandanlig1 biitiin ganuni faaliyyato tam dostok verir” [26, 5.295].

Yoni ingilis komandanligi bir torofdon Azorbaycan hokumsatinin Qarabagda voziyyatin
sabitlogdirilmasi ti¢iin izlodiyi siyasati dastoklodiyini bildirir, digor torafdon do orazi miibahisalori ilo
bagli mosalalarin hallinin Paris siilh konfransinin 6hdasine buraxilmasini lazim bilirdi.

1919-cu ilin avqustunda Boyiik Britaniya hokumati ingilis harbi giivvelorinin Azarbaycandan
cixarilmas1 haqqinda qgorar gobul etdi. Qeyd edildiyi Kimi, mioyyan moasalalords, 0 ciimladon
Azorbaycanin harbi gomilarinin Denikinin tabeliyina verilmasinds, denikingi zabitlarin Azorbaycan
daxilinds ingilislor tarafindon himays olunmasinda Azarbaycan hékumeati ils ingilis harbi komandanlig:
arasinda bir anlasilmazliq galmaqgda idi. Bununla bels, Azarbaycanin miistagilliyinin miidafiasi
sahoasindo toroflor arasinda faydali omokdasliq yaradildigindan Azasrbaycan hokumati ingilis horbi
qiivvalarinin Azorbaycani tork etmosini istomirdi. Buna goro do Azarbaycan hokumati ingilis harbi
quivvalorinin Azarbaycandan ¢ixarilmamasi ilo bagli Boyiik Britaniya hokumotino miiraciot etmok
haqqinda gorar gobul etdi vo Azarbaycanin Xarici islor naziri olan Mommad Yusif Coforov bu gorari
Boyiik Britaniya hokumatino gondardi. Eyni zamanda o, harbi qlivvalorin Bakidan ¢ixarilmast ilo bagli
gorara yenidon baxilmasi tigiin ingilis harbi qiivvalorinin Bakidaki yeni komandani polkovnik Satelvorta
moktub gondordi [22, 5.308]. Lakin yaranmus tarixi soraitlo slagodar olaraqg, Boyiik Britaniya hokumati
ingilis harbi qlivvalarinin Azorbaycandan ¢ixarilmasi gorarint doyismadi.

Ingiltaradon silah, sursat va horbi geyim almmas1 masalosini miizakire etmak iiciin Horb naziri
S.Mehmandarov 1919-cu ilin payizinda ingiltoranin Bakidaki Ali Komissarinmn siyasi niimayandosi
polkovnik Stoksla goriisdii. Bu goriis zamam 1.Usubovun rohborliyi altinda Azorbaycan niimayonds
heyatinin Italiyaya yollanmasina isaro edon S.Mehmandarov Ingiltors torofinin Azarbaycanla harbi
omokdashiga razi olacag taqdirds, Italiya ila olds edils bilacok biitiin razilasmalara yeniden baxilacagini
Stoksa bildirdi [27, 5.113].

Azarbaycan Xalq Ciimhuriyyatinin xarici islor naziri Fotali xan Xoyski do 1920-ci il yanvar aymin
7-do Ingiltoranin Ali Komissarligmin Bakida olan siyasi niimayandosi polkovnik Stoksla goriisarak,
Azaorbaycana silah vo harbi geyim yardimi gostorilmasi masalosini miizakira etdi. Polkovnik Stoks
Azarbaycan torafinin miiraciotloring rogbotlo yanasaraq, Ingiltoroanin ali hakimiyyat organlari qarsisinda
Azarbaycana silah va harbi geyim yardimi edilmasinin vacibliyi masalasini galdirdi [27, s.78].

Ingiltoranin horbi-siyasi rohborliyi do bolsevik qosunlarmin Conubi Qafgaza miidaxilasinin
garsisinin alinmast t¢iin Azorbaycanin harbi qiivvalorine yardim géstarilmasini vacib hesab edirdi.
Bununla bagl Ingiltoronin horbi komandanligi bu &lkenin Araliq denizinds yerloson horbi doniz
qiivvalarinin komandanina Xozor buxtasindaki toplarin ¢atismayan ehtiyat hissalori ilo tomin edilmasi
barada gostaris verdi[27, s.85].

Paris siilh konfransinin miizakiralorinds istirak edon Azorbaycan niimayando heyatinin
miiraciotindon sonra Antanta 6lkalorinin Ali Horbi Surasi da 1920-ci ilin yanvar ayinda Conubi Qafgaz
respublikalarina, 0 ctimlodon Azorbaycana horbi yardim géstorilmasi mosoalasini miizakiro etdi. Bu
moasala ilo bagli Ali Harbi Suraya tagdim olunmus memorandumda da Canubi Qafgaz respublikalar ilo
yanasi, Azarbaycana da orzaq ve horbi yardimin géstarilmasi mogsadsuygun sayilirdi. Eyni zamanda
konfransda Denikin Ordusunun tomini tig¢iin nazords tutulmus silah-sursatin da Conubi Qafgaz
respublikalaria verilmasi toklifi irali siiriildii [27, 5.86-87].

1920-ci ilin fevralinda Ingiltoronin horbi niimayondalori méovcud horbi ehtiyaclarin
miiayyanlosdirilmasi {igiin Conubi Qafgaza, o ciimlodon do Azarbaycana safor etdilor. Onlar lazim olan
molumatlar1 topladiqdan sonra Istanbuldan ke¢cmoklo geri qayitdilar. Aparilan danisiglardan sonra bir
sira 6zal ingilis sirkotlori Azorbaycanla smoakdasliq etmak niyyatinds olduglarini bildirdilor. Paris siilh
konfransindaki Azorbaycan niimayonds heyatinin tizvlorinin verdiyi molumata gora, bu sirkatlorlo
miivafig miigavilolorin imzalanmasi iigiin italiyada olan Azorbaycanin horbi niimayoands heyatinin
rohbori general 1.Usubovun Ingiltorays gedarok zoruri olan tochizatin miisyyonlosdirmasine ehtiyac var
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idi. Lakin 1920-ci ilin fevralindan baslayaraq Qarabagda horbi voziyystin miirokkablogmasi,
Azorbaycanin miihariba vaziyyatine olmasi, habels bolgada carayan edan horbi-siyasi proseslar Ingiltors
ilo harbi amakdasliq sahasinds miivafiq sonadlarin imzalanmasina imkan vermadi [27, s.114].

Giirciistanla harbi amokdashq

Miidafis qiivvalorinin toskilatlandirilmasi istigamatinds Azarbaycanla qonsu Giirciistan arasinda
qurulmus horbi omokdasliq da Ciimhuriyyst Ordu quruculugu tiiglin xtisusi shamiyyat dasiyirdi.
Yaranmus tarixi soraitdon irali goalorok eyni vaxtda dovlst miistaqgilliklarini elan etmis Azorbaycanla
Giirctistan arasinda qarsilighh  dostlug miinasibatlorinin - bargorar olmasi  Azorbaycan Xalq
Ciimhuriyyatinin xarici siyasatinin miithiim istigamatlarindan birini togkil edirdi.

Azorbaycan vo Giirciistan arasinda horbi slagslorin tonzimlonmoasi tigiin 1919-cu ilin yazinda
Tiflisdo Azarbaycanin hoarbi attaseliyi tosis edildi vo polkovnik-leytenant Mommad bay O©liyev bu
vazifaya tayin edildi [28, 5.32]. Homin ilin avqust ayinda iss Giirciistanin Azorbaycanda Horbi Attaseliyi
tosis edildi vo polkovnik Navasalov bu vazifays toyin olundu [29, 5.132].

Horbi omokdasligin qarsiligh fayda tizorinds daha da genislondirilmasi tigiin 1919-cu il iyunun 16-
da Azorbaycanla Giirciistan arasinda harbi sazis imzalandi. Sazisi Azorbaycan hokumati torafindan
Xarici Islor naziri M.Caforov, horbi nazir S.Mehmandarov vo Bas Qorargah roaisi M.Sulkevig
imzaladilar. Tiflisds {i¢ il miiddatine imzalanmis hamin sazisin asas mahiyyati ondan ibarat idi Ki,
respublikalarin har hansi birino xarici miidaxilo olacagi halda, digor respublika ona hoarbi komok
gostarsin [30, s.105-106].

Bu sazisin imzalanmasi Azarbaycanin dovlat Vo hokumat rohbarliyi, habels siyasatgilori tarafindon
son doaraca yiiksak giymatlondirildi. 1919-cu il iyunun 27-ds parlamentin fovgolads iclasinda hamin
sazig ratifikasiya olundu. Bununla bagli ¢ixis edon parlament {izvlari va Xarici islor naziri M.Cafarov
Azorbaycanin Vo biitlinliikde bolganin tohliikasizliyinin tomin edilmasinds sazisin shomiyyatini
vurgulayarag, bu giinii hor iki respublikanin tarixinds 6namli bir giin kimi xarakterizo etdilor. Xarici
islor naziri M.Cafarovun fikrinca, homin sazis Conubi Qafgaz tiglin real tohliikko sayilan Denikin
tocaviiziiniin qarsisinin alinmasinda tasirli bir addim olmagla, ham da Conubi Qafgaz xalglarinin birliyi
istigamotindo imzalanmis tarixi bir anlasma idi. Sazisin hor iki xalqin hayatindaki praktiki shamiyyati
nazars alindigi tigiin parlamentin miizakirslorinds Giirciistanin niimayands heyati do istirak edirdi.

Bu saziso olavo olaraq, iki dovlot arasinda horbi-texniki omokdasliq haqqinda da sonad imzalandi
Ki, homin sonodo miivafiq olarag, Giirciistan hom horbi-texniki vo sursat sahoasinds, hom do horbi
kadrlarin hazirlanmasi istigamotindo Azorbaycana komok gostormali idi. Adlari ¢okilon sanadlor
imzalandiqdan dorhal sonra onlarin icrasina baslanildi. Bu da Azorbaycanin qosun hissalarinin, o
ctimladon Denikin tohliikasine qarsi simal sarhadlori boyunca yerlagdirilmis bolmalarin maddi-texniki
tochizatin1 xeyli yaxsilasdirdi.

Giirctistandan alinacaq harbi amlakin gobul edilmasi tigiin Azarbaycanin Harbi Nazirliyinds xiisusi
komissiya yaradildi vo general-mayor M.Tlexas bu komissiyanin rohbari tayin edildi [31, s.7]. General
Tlexasin rohbarlik etdiyi komissiyanin Somarali foaliyyati naticasindo Azarbaycan Ordusunun tochizat
tiglin boyiik ohamiyyat kosb edon iki eselon horbi-texniki vasito vo arzaq 1919-cu il iyulun 11-do
Azorbaycana gondarildi. Bu eselonlarda 12 odad dag topu, dag toplari tigiin 10 yesik partladict madda,
1500 odad tiifang, toplar va tiifanglar iiciin bdyiik sayda ehtiyat detallar var idi. iyulun 19-da yola salman
digar eselonda isa 8 adad yiingiil top, toplar ti¢iin 16 adad partladict madds, 1500 odad tiifang, toplar va
tiifonglor tgiin ehtiyat detallar, 12885 rubl mabloginds dorman vo tibb lovazimati, habels topografiya
osyalar1 var idi. Iyulun 21-da bir eselon, osason, miihondis- istehkam lovazimati Tiflisdon Gancoyo
gondorildi [32, 5.237].

Iyulun 18-dan etibaron komissiya ¢oxlu sayda matbaox arabalarinin, dérdgarxl arabalarin gebuluna
basladi. Saxsi adamlardan 20 min rubl hacminds ¢oxlu sayda top detallar1 alindi. Biitiin amlak {i¢iin
giircli torafina 80 min rubl avans verildi. Giirciistandan alinacaq harbi amlakin dayarinin bir hissasinin
neftlo 6donilmasi haqqinda da raziliq olds edildi [33, 5.174].
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Giirctistanla 1919-cu il iyun ayinin 16-da imzalanmis “Harbi-miidafia” sazisino asason toroflor
biitiin silahli qiivvalori va harbi vasitolari ilo raziliga galon respublikalarin birinin va ya har ikisinin
mistagilliyini va ya arazi biitovliiytinii tohdid edon hor hansi hiicuma gars1 birgs ¢ixis etmayi 6hdslarine
gotliirmiisdiilor. Zorurat yarandigi halda, Giirciistana belo bir komayin gostarilmasi {igiin Azorbaycan
torafindon qiivve vo vasaitlor ayrilmis, onlarin Giirciistan arazisins ¢atdirilmasi planlari hazirlanmigdi.
Bu plana asason nozards tutulurdu ki, Giirciistan harbi miidaxilays moruz galsa, onun kémayina bir
piyada diviziyas1 va bir siivari briqadas1 gondorilsin. Piyada diviziyas1 kimi 1-ci piyada diviziyasinin
Giirciistana gondarilmasi planlagdirilirdi. Diviziyanin 1-ci Cavansir alayr Xankondindon, 2-ci Zaqgatala
alay1 Zagataladan, 3-cii Ganca alay1 Gancadan, 1-ci topgu brigadasinin 1-Ci batareyasi1 Xankoandindan,
2-Ci vo 3-cii batareyalar1 Gancadoan, 4-cii batareyasi iso Xankondindon Giirciistana yola salinmali idi.
Giirctistana gondorilmoli olan siivari brigadasi iSs movcud siivari diviziyasinin bazasinda
formalagdirilmali idi. Bu briqadanin tarkibine 2-ci Qarabag siivari alaymin, 3-cii SokKi siivari alayinin vo
dag-atli batareyasinin verilmasi planlasdirilirdi. Bu qiivvalorin Giirciistana ¢atdirilmasi onlarin sofor
hazirligindan vo dasimmmalarin togkilindon asili idi. Xiisuson, daginmalar {iglin zaruri olan vaqonlarin
vaxtinda ayrilmasi planlasdirilan islorin icrasi ti¢lin xiisusi oshamiyyat kasb edirdi. Giirciistana
gondorilmoli olan hissalordon yalniz 2-ci Zagatala piyada alayir piyada olaraq qonsu respublikanin
arazisina keg¢moli idi. Ciinki Giirciistan Sarhadine yaxinliq buna imkan verirdi. Digar hissa va bolmalor
isa domir yolu ilo dasinmali idi. Aparilan hesablamalara gérs, harbi yardim {igiin nazards tutulmus qiivva
Vo vasitalorin daginmasi iglin 940 odod vagon lazim idi. ©lds edilon malumata gora, respublikada kifayat
gadar vaqon olsa da, biitiin yiiklori gétiira bilacok 10 eselonun harakoata gatirilmasi tigiin Kifayat gadar
parovoz yox idi. Bu masalo hall olunacagi taqdirde nazords tutulan biitiin qiivve va vasitalorin 4 giin
arzinds Giirciistan oarazisine ¢atdirilmast miimkiin idi. Belo bir hazirliq islori Giirciistan torafindan do
aparilmigd1 Vo Azorbaycan tizarina harbi miidaxils olacagi taqdirde Giirciistan torafindon Azarbaycana
miivafiq harbi komok gostormoali idi [34, s.370-371].

Iki 6lko arasinda horbi amakdasligm ugurlu davami kimi, 1920-ci il yanvarm 20-do Azorbaycan
Vo Giirciistan arasinda miistorok Horbi Sura tosis edildi. Bu miistorok Horbi Sura hor iki 6lka tigiin
ehtimal olunan diismoanlori vo harbi omoaliyyatlar rayonunu 6yronmali, moagsedouygun miidafis vo
dislokasiya planini hazirlamali, hor iki 6lkonin harbi giivvalorinin doyilis hazirhigi voziyyatini nozarot
altinda saxlamali idi.

Horbi Suraya hor torafdon iki nafor daxil etmoali vo hokumatlorin qarsiliql razilasmasi asasinda
onlardan biri Suranin sadri segilmali idi. Suranin iclaslarina har iki respublikanin masul vozifali soxslori
dovat oluna bilardilor. Bu orqanin gobul etdiyi strateji vo horbi-texniki yoniimlii gorarlarin icrasi har iki
torof igtin macburi xarakter dasimali idi. Hor hans1 bir gorarin gabulundan sonra onun icrasi ilo bagli
zoruri hallarda is¢i iclaslart kegirilo vo bu iclaslarda gebul olunmus gorarlarin icra mexanizmi
miioyyanlogdirilo bilordi. Belo iclaslarda fikir ayriligi yarandigi halda, bu hala sabab olmus mosalo
hokumat rohboarlarine moruzs olunmali vo onlarin istiraki ilo raziliq alds edilmali idi [35, s.18].

Qeyd etmok lazimdir ki, Azorbaycan torafdon bu Suraya artilleriya generali ©liaga Sixlinski vo
Bas Qorargah raisi Mommod boay Sulkevig, Giirciistan torafindon iss N.Odoselidze vo Kutetaladze
secilmisdilor [36, 5.25].

Iki dovlot arasinda imzalanan senodlore uygun olarag, horbi miitoxassislorin hazirlanmasi iigiin
Giirciistana azorbaycanli harbi qulluggular ezam olundular. Onlardan 6 zabit toyyaragilik kurslarinda, 4
zabit va 10 nofar asgor iso radioteleqraf kurslarinda hazirliq kegmali idilor.

Eyni zamanda 14 giircii zabit harbi nazirin 1919-cu il 15 iyul tarixli amri ilo Cimhuriyyst Ordusu
siralarina gabul edildi [37, s.27-28]. Bu proses sonralar da davam etdirilmisdi.

Azarbaycanda milli zabit kadrlariin ¢atismadigi bir vaxtda giircii zabitlorindon istifads edilmasi
qgosun hissalorinin formalasdirilmasinda miithiim rol oynayirdi Qarsiligh razilasmaya osason giircii
zabitlor Azorbaycan Ordusunda xidmat eds bilsslor do, Azarbaycan orazisinds aparilan doyiislords
istiraketmoa hiiququna malik deyildilor. Razilagsmaya asason, Ciimhuriyyat Ordusu siralarinda Xidmat
edarkon giircii zabitlorin avvalki imtiyazlari, 0 ciimladan onlarin riitbalari, is stajlart vo bundan irali golon
imtiyazlar saxlanilirdi.
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Xidmat tocriibalari nazors alinmagla, ¢ox sayda giircii zabiti Ciimhuriyyat Ordusu siralarinda ¢ox
mosul vazifalora tayin olunmusdular. Masalon, podpolkovnik Svanadze Ganca ssharinin komendanti
vazifasing, polkovnik Cxeidze ovvalco 4-cii Quba piyada alayinin komandiri olmus, sonradan iso
Hoarbiyya Maktabinin raisi tayin edilmisdi. Ciimhuriyyat Ordusu siralarinda giircti millatindan olan bes
nofor general xidmot edirdi: general-mayor Amasukeli, general-mayor Sisianov, general-mayor
Purseladze, general-mayor Karqaleteli vo general-mayor Cxeidze. Kargaleteli vo Cxeidze Azarbaycan
hokumatinin goarari ilo bu ali harbi riitbays layiq goriilmiis son Ciimhuriyyat generallar: idilar.

Adlart ¢okilon giircii generallarin har birinin Ciimhuriyyatin ordu quruculugunda bdyiik rolu
vardir. Hoarbi nazir Somod bay Mehmandarov onlardan biri olan general-mayor Amasukelinin
Ciimhuriyyst Ordusu siralarindaki xidmatini belo giymotlondirirdi: “Siivari diviziyasimin komandiri
vazifasini icra edan, diviziyamin qorargah raisi general Amasukelidan daxil olan vasatoto géra, 0, 6z
arzusu ila xidmati tork edir va gosunlarin siyahisindan ¢ixarir. 7 ay avval orduda quruculug islorinin
cox Qorgin vaxtinda siivari diviziyasimin Qorargah raisi vazifasina gabul edilon general Amasukeli,
aslinda, bes aydan cox diviziya komandir vazifasini icra etmisdi. Horb isini yaxst bilan va onu sevan
general Amasukeli horbi hissalorda xidmoatin talablorini hoyata kegirmokdo enerjisi Vo xiisusi
gatiyyatliliyi ilo farqlanirdi va isa boyiik xeyir gatirirdi. General Amasukeli ila taassiiflo vidalasarag, ona
ordu siralarindak: ala va samoarali xidmatlaring géra oz samimi minnatdariigimu bildiriram” [38, s.121].

Giircti harbi miitoxassislori, hamginin konkret masalalor iizra maslohatlorin alinmasi magsadila
Azarbaycana davat edilirdilor. Moasoalon, general-leytenant M.Sulkevigin xahisi ilo 1919-cu il avqustun
sonunda giircii generallar1 Kutalagvili vo Takaysvili Bakiya goldilor [39, s.20]. Bu tocriibali generallar
Baki goharinin miidafis sisteminin qurulmasi ilo bagh 6z yardimlarini gostordilor.

General Takaysvilinin rohborliyi altinda Baki vo onun otrafinin miidafiosi plani hazirlandi. Bu plan
iki hissadon ibarat idi: birincisi — Abseron yarimadasimin miidafissi, ikincisi — Baki sohorinin
miidafiasinin miithandis-istehkam islarinin taskili. Abseron yarimadasinin miidafiasi ti¢iin gériilmali olan
istehkam islori Badamdardan Masazir géliina godor uzanirdi. Bu Xott iizro 7 dayaq miidafio grupu
yerlosdirilmali idi. Ikinci miidafia Xotti iso Bilocori-Boyiik Sor—Razin dagi—-Ohmadli arazisi boyunca
kegmoali idi. Bu xott boyunca 6 dayaq miidafis grupu yerlogdirilmali idi [40, 5.61-62].

1919-cu ilin noyabr ayinda general Takaysvili yenidon Bakiya goldi. O, Bakinin vo Abseron
yarimadasinin midafiosinin togkili ilo bagli hazirladigi planin icrasi ilo tamig oldu. Giircii generali
miidafio iglorinin siiratini vo keyfiyyatini artirmaq t¢ilin tovsiysalorini hazirlayib Azarbaycanin Horbi
Nazirliyinin rohbarliyina toqdim etdi.

Giircii zabitlorinin bir grupu da simal sorhadlorinin midafiosinin giiclondirilmasi magsadilo
aparilan mithondis-istehkam iglorinin icrasinda istirak edirdilor. Bu istigamotds aparilan miihandis-
istehkam islarina stabs-kapitan Sereteli rohbarlik edirdi. Homin islarin aparilmast ilo bagli stabs-kapitan
Sereteli ¢gox miifassal bir raport hazirlayib Horbi Nazirliys toqdim etmisdi [41, 5.8-9].

Giirciistandan olan zabitlorinin moisot gaygilarinin daha yaxsi holli {giin horbi naziri
S.Mehmandarovun 28 fevral 1920-ci il tarixli amri ilo onlara ayrilan ezamiyyat pullarinin migdari da
artirtldi. Harbi Nazirliyin rohbarliyi ¢alisirdi ki, bu zabitlor Azarbaycanda heg bir ¢atinliklo rastlasmadan
xidmat etsinlor. Qeyd etmok lazimdir Ki, bu zabitlorin komayi ilo qisa miiddat oarzindo xeyli islor
goriilmiis va Denikin tohliikasina qars1 Azarbaycanda gox giiclii miidafis sistemi yaradilmisdi.

Italiya va Fransa ila harbi amokdashq masalalori

Olkonin miidafio qiidratinin artirilmasi Vo ordunun tachizat saviyyesinin daha da yaxsilasdiriimas:
tigtin Azarbaycan hokumatinin vo Horbi Nazirliyinin beynolxalq faaliyystinin mithiim istigamatlorindon
birini do inkisaf etmis Avropa dovlatlori ilo harbi amokdasligin yaradilmas: togkil edirdi. Belo bir
omokdasligin ugurla qurulmasi Ciimhuriyyat Ordusu figiin zoruri olan keyfiyyatli tochizatin oldo
edilmasino imkan vers bilordi. Homin istigamotdo atilan addimlardan biri do Italiya ilo horbi
omokdaslhigin yaradilmasina gostarilon cohd idi. Bu mogsadlo xiisusi komissiya toskil edildi.
Komissiyaya 2-ci piyada diviziyasinin komandiri general ibrahim aga Usubov rohborlik edirdi. Horbi
Nazirliyin rohborliyi, xiisuson general Usubov italiyanin Soloniki sohorino yollanmali vo orada

78



Milli Tahliikasizlik va Harbi EImlar — National Security and Military Sciences
Ne2(10)/2024
HORBI XUSUST ELMLOR MILITARY SPECIAL SCIENCES

Italiyanm Horbi Nazirliyi ilo Ciimhuriyyst Ordusu {iciin zoruri olan topgu, istehkam, tibb, geyim va s.
osyalarin olda edilmasi iigiin miizakirolor aparmali idi. Italiyadan 25 min dast horbi geyim alinmasi vo
Azorbaycana gotirilmasi nazoards tutulmusdu [36, s.159].

1919-cu ilin oktyabrinda italiyaya yola diison general I.Usubovun rohborlik etdiyi komissiya
Romada italiyanin Horbi Nazirliyi ilo danisiglara basladi. Horbi Nazirliyin Azarbaycan torafinin talobini
odayacok mohsullari tomin etmok imkaninda olmadigi molum oldugda italiyanin 6zal sirkotlori ilo
miizakiralora baslanildi. 1919-cu ilin noyabr ay1 orzinde Genuya, Milan, Turin, Verona va Triento
soharlarinin sirkatlori ilo danisiglar aparildi vo naticads Kiono, Qello vo Ko sirkatlori ilo miivafiq
razilagsma oldo edildi. Bu sirkatlorin rohbarliyi anbarlarinda 20 min dast hazir harbi geyim oldugunu
bildirdi vo az bir vaxta daha 5 min dast harbi geyim, habels general va zabitlor {igiin 500 dost geyim
hazirlayacaqlarin1 vod etdi. 1919-cu il noyabrin 23-do Azorbaycan heyati ilo adi g¢okilon sirkotlor
arasinda razilasdirilmig tochizatin satin alinmasi hagqinda miigavilo imzalandi. Homin miiqaviloya
osasan horbi geyim osyalarinin 1919-cu il dekabrin 20-do italiyanin Turin sohorindon Bakiya yola
salinmasi nazards tutulmusdu [36, s.159].

Lakin Italiyada movcud olan ictimai-siyasi vaziyyatin miirokkeblosmasi sababinden bu 6lkadan
alinmis horbi omlakin Azorbaycana vaxtinda gondorilmasi miimkiin olmadi. Naticods italiyadan
gondorilon harbi tochizat Ciimhuriyyatin siiqutu orofosinds Azarbaycana catdi vo homin omlak
Azarbaycana miidaxils etmis bolsevik ordusunun aline kegdi [42, 5.42].

Cimhuriyyat Ordusunun harbi tochizatla tominatinin yiiksoldilmosi tigiin Antanta harbi
qiivvalarinin komandanlig ilo alage yaradilmasi cohdlari haqqinda da malumatlar mévcuddur. Homin
molumatlara osason, Italiyaya gonderilmis niimayondo heyatinin rohbari general-mayor I.Usubov
Avropada olarkan, Antanta qgiivvalorinin komandanligr ilo do oalage saxlamis, Antanta 6lkalorinin harbi
rohbarliyi Climhuriyyatin Horbi Nazirliklo amokdasliq etmokdon imtina etmomisdi. Lakin Antantanin
horbi anbarlarinda olan harbi geyim ehtiyatlari rumin, ¢ex va polyak harbi qgiivvalarine paylandigindan
cox az miqdarda galmisdr vo bu miqdar Azarbaycan torofini gane etmadiyindon I.Usubovun rohborlik
etdiyi niimayanda heyati Italiya ilo omokdashga iistiinliik verdi

Azorbaycan hokumoti vo Horbi  Nazirliyin  roahborliyi  ordunun tochizatinin daha da
yaxsilagdirilmasi ti¢iin Fransa ilo do alagolor yaratmaga cohd gostordi. Bunun naticasi kimi, toraflor
arasinda aparilan danigiqlardan sonra 1920-ci il martin 9-12-ds fransali zabitlor mayor Nonankur va
doniz qiivvolori leytenanti Deforj da Bakida olmus vo Azorbaycana horbi yardim gostorilmosi
imkanlarin1 aragdirmiglar. Adlar1 ¢okilon zabitlor Azarbaycanin harbi-doniz qiivvalorinin méveud
imkanlarin1 nozordoan kecirmislor. Oz rohbarliklorine gondoardiklori raportda homin zabitlor bildirirdilor
ki, Azarbaycanin horbi doniz qgiivvalarinin yaxsilasdirilmasi tigiin buraya harbi omlakla yanasi, hom do
harbi tolimatcilarin géndarilmasine ehtiyac vardir [27, 5.121-123].

Lakin 1920-ci il aprel ayinin sonlarinda bolsevik qosunlari Azorbaycana daxil oldugdan sonra
horbi sahada Avropa olkalari ilo planlagdirilan amakdasliq masalalorinin hayata kegirilmasi miimkiin
olmadi.

Natico

Azarbaycan xalqmin XX asrin avvallorinds yaratdigi ilk respublika comi 23 ay méveud oldu.
Bolgada vo diinyada gedon siyasi proseslor sobabindon Azarbaycanin miistaqilliyini gorumag miimkiin
olmadi va 1920-ci il aprel aymin 28-do Azarbaycan bolsevik Rusiyasi tarafindan isgal olundu. Méveud
oldugu dovr arzinds Azarbaycan Xalq Ciimhuriyyatinin alds etdiyi mithiim naticalordan biri do yetorli
doyiis gabiliyyatino malik olan milli ordunun yaradilmasi oldu. Qisa miiddat arzindo Azorbaycan
hokumoti 6lkonin daxili imkanlarin1 soforborliys almagla barabor, ham do diinya dovlatlori ilo horbi
omokdasliq sahasinda somoarali bir siyasot hoyata kegira bildi. Miiasir vo demokratik dayarlors iistiinliik
veron Azorbaycan hokumsati horbi sahado do somorali bir siyasat yeritmoys c¢alisirdi. Bu siyasat
beynolxalg normalara, eyni zamanda milli maraglara cavab verirdi. Naticado ham ordunun, hom do
olkonin  moéhkomlandirilmasi istigamatinds somorali islor gérmok miimkiin oldu. ©On osas1 iss
climhuriyyat dovriinde Azarbaycanin horbi diplomatiyasinin asas1 qoyuldu.
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AHHOTaNuA
Boennasi runsiomatusi B nepuoj
A3zepoaiinxanckoii Jlemokparudeckoii Pecnnyoamkn
Mexman CyaeliMmaHoB

OxHOl W3 OCHOBHBIX 3a/a4, CTOSIIIMX Tepea MPABUTEIBCTBOM  A3epOaidpkaHCKOM
Hemoxpatudeckoit PecryOmuku B obnactu obecrieueHHss BOCHHOW O€301aCHOCTH CTpPaHbl, OBLIO
HaJlaA)KMBaHUE MEXKIYHApOJHOTO BOEHHOI'O COTpyAHHMYEeCcTBAa. 3a 23 Mecsla HE3aBHCUMOCTHU
MIPABUTEIBCTBY PECIYOIUKHU YIAllOCh MPOBECTH IJIOJOTBOPHYIO MOJUTHKY B 3TOM HAampaBlICHUU.
[Ipexne Bcero, yaaaoch AOCTHYb XOPOIIWE PE3yJabTaThl B OOJACTH BOCHHOTO COTPYIHHYECTBA C
OcMmanckoit Typrueit. 310 coTpyaHuuecTBO A0 3(G(EKTUBHBIE PE3yJbTAaThl B JEJE€ YCTPAHCHHS
CYIIECTBYIOIIEH  yrpo3bl, OOECleYeHUs HE3aBUCHMOCTH M  TEPPUTOPHAIBHOM  IEIOCTHOCTH
Azepbaiimkxana. X0Ts 3Ta TeMa JIOCTaTOYHO IIUPOKA, B CTaThe OTPAKEHbI OTENIbHbIC €€ acleKThl. B
CTaThe TaKXe IIPpOaHAIU3UpOBaHa chepa MeXTYHAPOAHOI'O BOEHHOTO COTPYIHUYECTBA, CI0KUBILAACA
¢ I'py3ueil. B wactHOoCTH, 1OCIIe TOTO Kak TYpeLKHE BOCHHBIE CHIIbI MOKUHYIH A3epOaiikaH, ObLIO
YCUJIEHO BHUMaHKE Ha PacllUpeHNEe BOEHHOTO COTpyAHUYeCTBa ¢ ['py3uell B craThe Takxke 3aTpOHYTHI
BOIPOCHl BOEHHOT'O COTPYAHUYECTBA, YCTAHOBMBILEroCsi Mexay BenukoOputanuedl u apyrumu
€BpOMEICKUMH TocyaapcTBamMu, B ToM uucie HWramuerr u @Ppanuueit, u AsepOaliKaHCKON
Jemokparuyeckoii Pecrry0nukoii.

KaroueBble cjioBa: A3epOaiikaH, HE3aBUCUMOCTb, HAIIMOHATIbHAS apMUsI, BOSHHASI MTOJINTHKA,
BOEHHOE COTPYIHUYECTBO

Abstract
Military diplomacy during the period of the
Azerbaijan Democratic Republic
Mehman Suleymanov

One of the main tasks facing the government of the Azerbaijan Democratic Republic in the field
of ensuring the military security of the country was the establishment of international military
cooperation. Over the 23 months of independence, the government of the republic managed to pursue a
fruitful policy in this direction. First of all, good results were achieved in the field of military cooperation
with Ottoman Turkey. This cooperation has produced effective results in eliminating the existing threat,
ensuring the independence and territorial integrity of Azerbaijan.

Although this topic is quite broad, the article reflects some of its aspects. The article also analyzes
the sphere of international military cooperation that has developed with Georgia. In particular, after
Turkish military forces left Azerbaijan, there was an increased focus on expanding military cooperation
with Georgia. The article also touches on the issues of military cooperation established between Great
Britain and other European states, including Italy and France and the Azerbaijan Democratic Republic.

Keywords: Azerbaijan, independence, national army, military policy, military cooperation
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Abstract. With the beginning of military aggression, the arsenal of military vehicles of the Armed
Forces of Ukraine was replenished with modern and highly effective models from NATO countries.
Current documents on the organization and operation of military vehicles need to determine some of the
indicators for the use of vehicles. The indicators used do not allow us to assess the degree of combat
effectiveness of vehicles during combat operations. The article analyzes various types (modifications)
of the main properties of military vehicles and obtains dependencies to assess their combat capability
when performing assigned tasks in the conduct of combat operations. The essence and content of the
category of "combat capability of military automotive equipment” are defined and a common
understanding of the properties included in this category has been developed. The paper proposes
mathematical dependencies to determine the indicators of individual properties of the combat capability
of military vehicles, which allows to create a mathematical apparatus for its assessment and forecasting,
which makes it possible to build mathematical models of combat (operation) that will correspond to the
real processes of armed struggle as much as possible. The objective of the study is to determine the
indicators of the main properties of new models of military vehicles. The following theories were used
as a research method for assessing the level of combat capability of military vehicles: the reliability of
weapons and military vehicles, the effectiveness of the use of military vehicles, the survivability of
military vehicles, the technical operation of military vehicles, probabilities and mathematical statistics.

Keywords: military automotive equipment, efficiency of application weapon systems, basic
properties and combat capability of automotive equipment.

Introduction

Since the beginning of Russia’s full-scale invasion of Ukraine, the arsenal of the Armed Forces of
Ukraine (AFU) has been replenished with modern high-performance models of military vehicles. These
means are designed to dramatically increase the effectiveness of the use of weapons systems of military
formations of the security and defense sector of Ukraine, reduce the aggressor's capabilities, and force
the enemy to be defeated on the battlefield.

Military vehicles are the most popular means of equipment in the army and, thanks to their
technical capabilities, ensure the fulfillment of assigned tasks at the tactical and operational levels. The
need to provide military units of the Armed Forces of Ukraine with modern automotive equipment is
associated with the increase in the tasks assigned to the troops.

With the help of military automotive equipment (MAE), various combat missions are solved:

— effective use of weapons placed on vehicles;
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ensuring fast transportation of personnel;

delivery of ammunition, petroleum products and other material resources;

evacuation, towing and repair of military equipment and weapons;

placement of means of engineering support, communication, electronic warfare, protection and
defense of areas;

— conducting reconnaissance;

— medical support and others.

To accomplish these tasks, there is a need to create various modifications of MAE. There is a need
to adapt MAE samples to changes on the battlefield. At the same time, it is necessary to ensure the
justification of the requirements for MAE in the changed conditions. Current documents on the
organization and operation of automotive equipment need to determine some of the indicators of the use
of MAE, namely:

— coefficient of technical readiness of machines;

— fleet utilization rate,

— load capacity utilization rate,

— mileage utilization rate, etc.

However, these indicators do not make it possible to assess the degree of combat capability of the
automotive equipment of the military unit (subdivision).

Therefore, determining the indicators of the main properties of new MAE models for the Armed
Forces of Ukraine (AFU) for further modernization of vehicles in order to meet the needs of military
units is an urgent task.

Analysis of the latest research and publications. The scientific basis for research on the
assessment of the level of combat capability of are the theories of reliability of weapons and military
equipment, effectiveness of the use of MAE, survivability of military equipment, technical operation of
combat vehicles, probabilities and mathematical statistics [1-5]. The basic terms and definitions of
equipment reliability and reliability forecasting based on the results of testing
and operation of equipment are given in the works [1; 2]. The papers [6-11] provide methodological
bases for the development of models for assessing the expected effectiveness of performance of service
and combat tasks by military units and subdivisions and features of assessing the effectiveness of
systems in combat operations using probabilistic models.

The paper [12] analyzes the renewal of the fleet of wheeled vehicles of the armies of NATO
member states from 2012 to 2022. The paper [13] substantiates the tactical and technical requirements
for the development of promising models of "light™ armored vehicles.

However, the results presented in the considered works do not make it possible to assess the
combat capability of military vehicles during the performance of assigned tasks in the conduct of
hostilities.

The aim of the article is to determine the main properties of MAE for their different types
(modifications) and to obtain dependencies for assessing the combat capability of MAE during the
performance of assigned tasks in the conduct of combat operations.

Statement of the main material. Multi-purpose wheeled vehicles are the most common type of
MAE of the US Army (Table 1) and NATO member states. The main program in the field of
improvement of multi-purpose wheeled vehicles of the US Army for the period up to 2025 is the "Army
Tactical Wheeled Vehicles (TWV) Strategy" [13;15].

The purpose of this program is to:

— adapt existing MAE models to new changes on the battlefield, as well as reduce the risks of
uncertainty that will be caused by new threats;

— to change the structure of the MAE fleet to perform new tasks.
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Table 1. Type and number of tactical wheeled vehicles as of the
beginning of 2022 in the US Armed Forces

Tactical vehicles of the US Armed Forces Q“ar?“ty’ Tot_al,
units units
1. | Light Tactical All-Terrain Polaris MRZR X 20
Vehicle LTATV (Light Tactical 3 3 2053
All-Terrain Vehicle) MRZR-4 LTATV and MRZR-2 2033
2. |Light tactical vehicles-LTV HMMWYV with reinforced armor 50
(Light Tactical Vehicle), protection (UAH) thousand
carrying capacity up to 2 tons | General purpose HMMWYV (Utility) 35 119
HMMWYV (obsolete) thousand | thousand
Joint Light Tactical Vehicle (JLTV) 34
thousand
3. |Medium tactical vehicles MTV |Series: M35; M809; M939
(Medium Tactical Vehicles),
carrying capacity 2.5-5 tons
Medium tactical vehicles FMTV |M1078A1 (4x4) 76 thousand
(Family of Medium Tactical
Vehicles), carrying capacity 2.5- | M1083Al (6x6)
5 tons
MTVR (Oshkosh Defense) MTVR (6x6)
4. |Heavy tactical vehicles - HTV | Multifunctional high-mobility heavy
(Heavy Tactical Vehicle), tactical trucks NEMTT (Heavy
carrying capacity over 5 tons Expanded Mobility Tactical Truck)
Transporter of heavy military
equipment NET (Heavy Equipment
Transporter), a family of cars with a 34 thousand
packaged loading system PLS
(Palletized Load System)
The family of cars of the M915
series
5. |A family of vehicles with anti- | Modernization of machines
mine protection from a hidden |developed under the JMVP program 15 thousand
attack - MRAP (Mine-Resistant |(Joint MRAP Vehicle Program)
Ambush Protected)
The total number of 246053

In addition to significant investments in the development and production of a new generation of
MAE, it is also planned to finance the improvement of the existing JSC fleet in the following areas:

— modernization of the power drive (use of hybrid and electric drives);

— suspension reinforcement aimed at increasing the mobility of vehicles in off-road conditions;
— installation of improved ballistic and mine protection;
— ensuring counteraction to means of electronic warfare;
— development of new materials and technologies that reduce the weight of machines and fuel

consumption [13].

Problems in equipping the Armed Forces of Ukraine are caused by the fact that a significant
number of samples of the existing fleet of MAE have a long service life, are morally and physically
obsolete and need to be modernized or replaced with new models. According to the order of the Cabinet
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of Ministers of Ukraine dated 14.06. 2017 No. 398—p "On Approval of the Main Directions of
Development of Weapons and Military Equipment for the Long Term" it is required: "To provide
military units (subdivisions) with modern models of automotive equipment for various purposes, created
on the basis of unified models with a wheel arrangement of 4x4, 6x6, 8x8 with increased mobility
characteristics, cross-country ability, autonomy, economy and protection of personnel™.

Units and military units are armed with the following types of armored vehicles:

— the first type — armored highly maneuverable passenger cars designed for:

— conducting reconnaissance and sabotage raids in areas where the enemy is concentrated,

— covert persecution;

— frontal observation of the battlefield and fire adjustment;

— patrolling sections of the state border and districts;

— withdrawal and evacuation of reconnaissance and sabotage units, as well as rescue operations;

— the second type — armored off-road vehicles, made on the chassis of trucks and designed to
transport personnel in armored modules (container bodies);

— the third type — armored off-road vehicles, designed to place various special equipment
(reconnaissance, communication systems and complexes, etc.) on their chassis;

— the fourth type is armored off-road vehicles designed to accommodate weapons (guns, mortars,
missiles and air defense systems, etc.) on their chassis. The main purpose of the vehicle is fire support
for the actions of troops in various combat conditions.

— the fifth type is armored and lightly armored heavy wheeled chassis of increased cross-country
ability, designed for the installation of weapons systems, towing and transportation of bulky cargo and
heavy armored vehicles.

— the sixth type — armored off-road vehicles designed for the evacuation of the wounded and sick,
providing first aid in various combat conditions.

Military formations of the security and defense sector of Ukraine receive military assistance from
the allies. Among the provided samples of foreign MAE, a significant place is occupied by American
highly mobile multipurpose wheeled vehicles of the HMMWYV type. HMMWVs are versatile vehicles
that can perform a variety of tasks in combat conditions.

The military formations of the security and defense sector of Ukraine receive the following
modifications of HMMWYV vehicles (Table 2).

Table 2. Modifications of HMMWYV machines that belong to different types of MAE

Types of
armored General view of HMMWY machines
vehicles

1
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followed

These vehicles have different purposes, so they must have different properties that characterize
their adaptability to conduct (support) combat operations.

One of the main properties of MAE is their combat capability.

The combat capability of military vehicles is its ability to function with the parameters established
by the operational documentation [4; 5]. The combat capability of military equipment is ensured by its
reliability and survivability.

Let us consider these properties for different types of MAE.

Reliability of MAE is its ability to maintain the values of all parameters that characterize the
ability to perform the required functions in the specified modes and conditions of application,
maintenance, repair, storage and transportation in time and established limits.

As one of the possible indicators of the reliability of the MAE, it is possible to use the complex
indicators of the reliability of the MAE, i.e. the coefficient of operational readiness of machines. The
coefficient of operational readiness of machines is the probability that the machines will be in working
condition at any point in time, and, starting from this moment, will work flawlessly for a given period

[4]:

K o 75
or® = To+Trg e °0,
where,
To— is the average uptime of machines, hours;
T, — random recovery time of machines, hours;
t — is the time of use of machines, hours.
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The survivability of the bat is a complex property of the bat to maintain the values of combat
capability indicators in terms of time (mileage, operating time) (even with a possible decrease in the
value of these indicators below the established limits) in certain conditions of the enemy's combat impact
(and emergency situations) and to restore them after the end (repair during) of the enemy's combat impact
[5].

The survivability of the MAE is ensured by the strength of structures, resistance to the effects of
shock waves, high temperatures and penetrating radiation, giving products streamlined, ricocheted
shapes, reducing dimensions, applying camouflage painting, duplication of control devices and energy
sources, creating a reliable system of biological protection of the crew (service) and facilitating the
restoration of equipment.

The main components of the survivability of MAE: — secrecy of movement; — mobility; —
maneuverability; — security; — cross-country ability, — autonomy.

Stealth is a property in which it is possible to keep secret from the enemy data the location, task,
and combat capabilities of the MAE, etc. Indicators of secrecy characterize the adaptability of military
equipment to conceal its deployment (probability of detection, average detection time, level of
unmasking radiation, etc.).

The probability of detecting an object RB is calculated by the formula [11,13]:

Ri=R;s +Ris. —Rip " R;s,

where,

R; ,. — is the probability of detecting the object without taking into account the shadow of the
object;

R; . —is the probability of detecting the shadow of the object.

Mobility is a property that characterizes the ability of a MAE to move quickly, deploy in the area
of combat use and move during combat operations. Quantitative indicators of MAE's mobility are:

— average speed of movement Vser.,

— the time of deployment of the MAE, t4,.,

— the time of removal from the position and the readiness to move the t:qx pos.-

The average speed of movement on the section of the path V., is the ratio of the length S of this
section to the time interval t in which this section is traversed by the machine:

Autonomy is the property of MAE to function without the help of auxiliary external systems
(energy sources, controls, support, etc.).

New vehicles under development for a long time during operation must be in the field at a
considerable distance from the point of permanent deployment (being in areas of concentration, combat
use). A quantitative indicator of autonomy is the term of autonomy — a certain time during which the
MAE can perform a combat mission at the expense of its own resources without replenishing
consumables (fuel and lubricants, coolant, water, etc.).

One of the quantitative indicators of MAE's mobility is the power reserve coefficient

Pri

where,
P,.; - is the current indicator of the power reserve of the i—th vehicle, km; B.,,,4, — IS the maximum
possible indicator of the vehicle's power reserve, km.
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Maneuverability is the ability of the JSC to quickly change the speed and direction of movement
on the ground, depending on the complexity of the situation. The manoeuvrability of wheeled vehicles
depends on the turning radius and lane width, speed range, engine power, and controllability.

One of the quantitative indicators of the maneuverability of the MAE is the agility coefficient (the
agility of the car is characterized by the turning radius, that is, the distance from the instantaneous center
of turn to the longitudinal axis of the K; car:

Ry

Kt=

Rtmax
where R;; - is the turning radius of the i-th machine, m;

Rimax — 1S the maximum possible turning radius of the machine, m.

Security is a property of resistance to external influences which characterizes the ability of JSC
to maintain combat capability under natural and combat influences. A quantitative indicator of security
is the probability of not hitting the vehicle.

The probability of not hitting the vehicle is determined by the expression:

Prnger. =1 — Pger., (1)

(@) When small arms are used, the following may be used:
— the probability of hitting the target with one Ruhr shot P g¢:

Poes. =p G, (2)

where,
p’ - is the probability of hitting the target with one shot;
G —is the probability of hitting the target with one hit.
Given a known average number of hits required k:

pi
Paer. = = ©)
— probability of hitting the target with n independent Ruhr shots:
Poer. =1 — [Iic1(1 —po), 4)

where,
p; — is the probability of hitting the target with the i-th shot.
— the probability of hitting the target with dependent Ruhr shots Py

Pdef.:p‘l'(Pn_p)Vl_rZ; (5)
where,
P,P, - are the probabilities of defeat with one and n independent shots;
r — is the correlation coefficient of shots.
(b) For ground artillery, the probability of hitting an elemental target not observed by the Pyt :

Pur =<15<E'; ).qs(ELy), ©)

where,

Ix, Iy are the dimensions of the target in terms of range and direction;

Ex,, Ey, —median errors of the shot in range and direction.

Dynamism is the property of a car to move at the highest possible average speed, which is
characterized by the maximum speed, the intensity of acceleration to a given speed and the intensity of
braking.
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One of the quantitative indicators of the dynamism of the MAE is the coefficient of the dynamism
of the movement Kg:

where,

V,.i — is the maximum speed of the first vehicle, km/h;

Vymax — IS the maximum possible speed for cars of this type, km/h.

Cross-country ability of a car is the ability of a car to move on low-quality roads and outside the
road network, as well as to overcome artificial and natural obstacles without the use of aids.

The cross-country ability of the car depends on many factors, the main of which are the traction
properties and geometric parameters of the car.

One of the quantitative indicators of the cross-country ability of JSC is the coefficient of ground
clearance of the car K .

K _ hg.c.i

ge hg.c.max
where,

hg i —is the current ground clearance of the i-th car, cm;

hg.cmax — 1S the maximum possible ground clearance of the machine, cm.

Vehicle stability is the ability of a vehicle to maintain movement along a given trajectory,
counteracting the forces that cause it to drift and overturn in various road conditions at high speeds and
maintain combat capability under combat impacts.

One of the quantitative indicators of the stability of BAT is the stability coefficient K,

P;

Kdur. -

)
Pmax
where,

P; —is the overpressure of the shock wave of the explosion on the body of the i-th machine, Pa;

P,.qx — 1S the maximum possible overpressure of the shock wave of the explosion on the body of a
machine of this type, Pa.

Vehicle handling is the ability of the car to move in the direction set by the driver. One of the
characteristics is the property of the car to change direction when the steering wheel is stationary.

It is evaluated according to the following criteria: critical speed, ratio of steering angles,
stabilization of steered wheels, angular oscillations.

One of the quantitative indicators of the controllability of the MAE is the controllability coefficient
of the machine K, :

Vcrit.i

Kcon. = ’

Vcrit.max
where,

V.rie.i — 1S the critical speed of the first vehicle, km/h;

Verit.max — 1S the maximum possible critical speed for vehicles of this type, km/h.

With the help of the method of expert analysis for armored wheeled vehicles (AWV) of different
types, the weight coefficients of individual properties were determined. To substantiate the weighting
coefficients of individual properties of different types of AWV, the provisions of the method of expert
assessments were used. To determine the weighting coefficients of individual properties of different
types AWV involved leading specialists of research centers, teachers, and practitioners on the problems

90



Milli Toahliikasizlik va Harbi EImlar — National Security and Military Sciences
Ne2(10)/2024
HORBI XUSUST ELMLOR MILITARY SPECIAL SCIENCES

of assessing the level of technical perfection of MAE samples. The value of the concordance coefficient
depending on the property was in the range of (0.8-0.9), which indicates a sufficient level of consistency
of the results [13].

The value of the location of individual properties for AWV of different types is given in table 3.

Table 3. The importance of individual properties for different types of AWV

Machine Groups
Ne | Properties | combat | Reconnaissance | Angle | Transport Machines
Vehicles vehicles grinder | Vehicles W'th.SpEC'al Ambulances

equipment
1. |Reliability 1 1 1 1 1 1
2. |Security 2 4 3 4 2 3
3. |Dynamism 3 5 4 2 8 5
4. |Agility 4 6 5 6 6 6
5, ggﬁfffo“””y 5 3 6 3 5 2
6. |Concealment 6 2 2 9 4 10
7. |Resistance 7 7 7 5 7 7
8. |Battery life 8 8 8 10 3 9
9. |Handling 9 9 9 7 9 8
10. |Fluency 10 10 10 8 10 4

Conclusions

1. The main properties of JSC for their different types are determined and dependencies for
assessing the combat capability of JSC during the performance of assigned tasks in the conduct of
combat operations are obtained.

2. The essence and content of the category "combat capability of MAE" are defined, a common
understanding of the properties that are included in the category of “"combat capability of MAE" is
developed, which meets the interests of both the further development of military science and the solution
of practical problems facing the troops.

3. Mathematical dependencies are proposed to determine the indicators of individual properties
of the combat capability of MAE, which allows to create a mathematical apparatus for its assessment
and forecasting. This, in turn, makes it possible to build mathematical models of combat (operations)
that will correspond as much as possible to the real processes of armed struggle, which will be a
promising direction for further research.
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Xiilasa
Hoarbi avtomobillarin xiisusiyyatlorinin tohlili
Anatoli Kovtun, Vladimir Tabunenko,
Sergey Nesterenko, Konstantin Borisenko

Horbi tocaviiziin baglamasi ilo Ukrayna Silahli Qiivvalarinin harbi avtomobil texnikasinin (HAT)
arsenalit NATO o6lkalorinin miiasir, yiiksok effektiv modellari ilo tamamlandi Ki, bu da diismani doyiis
meydaninda moglubiyyato ugratmaqgla ordunun silah sistemlorindon istifadesi effektivliyini kaskin
sokildo artirdi. Avtomobil texnikasinin togkili vo istismari tizro méveud sonadlor HAT-nin istifadasi tiglin
bazi gostaricilori miioyyan etmalidir. Hazirda istifado olunan gostericilor ddyiis omoliyyatlari zamant
avtomobil texnikasinin doyiis effektivliyinin doracasini giymotlondirmoys imkan vermir. Moagqalodo
harbi nogliyyat vasitolorinin asas xassolorinin miixtalif névlori tohlil edilir vo onlarin doyiis effektivliyini
qiymatlondirmok tigiin riyazi asililiglar alds olunur. “Harbi naqgliyyat vasitalorinin doyiis gabiliyyati”
kateqoriyasinin mahiyyasti vo mozmunu miisyyanlosdirilir, bu kateqoriyaya daxil olan xassolorin vahid
anlayis1 hazirlanir. Moqalodo horbi masinlarin  doylis qabiliyystinin  fordi  xiisusiyyatlorinin
gostaricilorini miioyyon etmak tigiin riyazi asililiglar: toklif edilmisdir ki, bu da onun giymatlondirilmasi
vo prognozlasdirilmast {igin riyazi aparat yaratmaga, eloco do doyiisiin (emoliyyatlarin) riyazi
modellorini qurmaga imkan verir. Todqiqatin moagsadi harbi hissalorin ehtiyaclarii 6domak {igiin
Ukrayna Silahli Qtivvaloari tigiin NATO 6lkalarinin harbi avtomobil texnikasinin yeni modellarinin asas
xtisusiyyatlorinin  gostaricilorini  miioyyon etmokdir. Mogalonin mogsadi  miixtalif  novlor
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(modifikasiyalar) ti¢giin harbi texnikanin asas xassalorini miioyyan etmok vo doyiis soraitinds nazorda
tutulmus tapsiriglar: yerina yetirorkon harbi texnikanin doyiis effektivliyinin giymatlondirilmasi tigiin
riyazi asililiglart aldo etmokdir. Horbi masinlarin doyiis gabiliyyatinin saviyyasini giymatlondirmak
iclin todgigat metodu Kimi asagidaki metod vo nozariyyalordon istifads edilmisdir: silah vo harbi
texnikanin etibarliligi, harbi texnikadan istifadonin effektivliyi, harbi texnikanin dayaniqliligi, horbi
maginlarin texniki istismari, ehtimallar va riyazi statistika.

Agar sozlor: horbi avtomobil texnikasi, Silah sistemlorindon istifadonin effektivliyi; avtomobil
texnikasinin asas xassolori vo doyiis effektivliyi

AHHOTaNUA
AHaJIN3 CBOICTB BOCHHOH aBTOMOOMJIbHON TeXHUKHU
Anartounii KoBryH, Baagumup TabyHnenko,
Cepreii Hecrepenko, Koncrantun bopucenko

C HayaoM BOCHHOI arpeccuu apceHan BoeHHoM aBToMoOmIbHOM TexHukH (BAT) BoopyskeHHBIX
Cun Yxpauns! (BCY) nonoixauics coBpeMeHHbIMU BbICOK03(dekTrBHBIMU 00pa3namu ctpan HATO,
KOTOpBIE PE3KO TMOBBICUIU 3(PPEKTUBHOCTh NPUMEHEHUS CHCTEM BOOPYKEHHUS BOEHHBIX
(opMUpOBaHUIA, 3aCTaBUB IPOTUBHUKA IOTEPIIETH IOPAKEHUE Ha 110Jie 00s1. JleficTBYyIOIINE TOKYMEHTbI
10 OpraHU3aIH U IKCIUTyaTalli aBTOMOOMIIBHON TEXHUKU HYXIAIOTCS B OTMPE/ICIIEHUH HEKOTOPBIX U3
nokazarenieii npumeHeHuss BAT. Hcnosb3yemble mOKa3zaTrelin HE MO3BOJISIIOT OLIEHUTh CTENEHb
00ecrnocoOHOCTH aBTOMOOMIBLHON TEXHUKH MPH BEJICHUH OOEBBIX JIeHCTBUI. B cTaThe mpoBeieH aHamus
Pa3IUYHBIX THUIOB (MOIU(UKAINI) OCHOBHBIX CBOMCTB BOCHHOW aBTOMOOHMILHOM TEXHUKH U ITOJTYICHBI
3aBUCHUMOCTH I OIEHKU UX OoecriocobHocTH. OmpeneneHbl CYIIHOCTh U COJEp)KaHuE KaTeropuu
«boeBast CIOCOOHOCTh BOGHHOW aBTOMOOMIIBHOW TEXHUKWY, pa3paboTaHO eMHOE IIOHNMaHUE CBOICTB,
BXOJIALINX B Ty KaTteropuio. B paboTe npeanoxkeHbl MaTeMaTHYeCKHE 3aBUCUMOCTH ISl ONIPEICIICHUS
IOKa3aTeJIe OTHENbHEIX CBOHMCTB 0OOEBOM CIIOCOOHOCTM BOCHHOH aBTOMOOMJIBHOM TEXHHKH,
MO3BOJIAIOIIEH CO3/1aTh MATEMAaTMYECKUH ammapar €€ OLUEHKH M MPOTHO3UPOBAHUSA, INO3BOJISIOIIMN
CTPOUTH MaTeMaTHuecKue mMojenu 0os (omepanuu), KOTopble OyayT MaKCUMajJbHO COOTBETCTBOBATH
peaJbHBIM TIpolleccaM BOOPYKEHHOH OOpbOBI, 4YTO SBJISETCS TMEPCHEKTHBHBIM HalpaBlieHUEM
JNaIbHENUIINX UccienoBaHuil. 3afaueil ucciae0BaHus SBISETCS ONpeAeeHUe MoKa3aTeaeil OCHOBHBIX
cBoiicTB HOBBIX U1 BCY o6pa3uos BAT crpan HATO B nensax obecnedueHust moTpeOHOCTEH BOMHCKHX
nojapasaeneHuid. Llenbro cratbu ecTh OmnpesesieHne OCHOBHBIX CBOMCTB BAT 1y1si pa3iMuHBIX THUIIOB
(MonuuKanuii) ¥ noyryyeHue 3aBUCUMOCTH JUIs OLleHKH OoecriocooHocTr BAT npu BHINOIHEHNH 3a1a4
M0 Ha3HAYEHUIO B YCIOBUAX BENEHUS OOEBBIX JeHCTBHM. MeToqoM HCClIeIOBaHUN OIEHKH YPOBHS
60ecrocOOHOCTH BOCHHOM aBTOMOOMIIBHOM TEXHUKH UCTIOIb30BaHbl TEOPUU: HAZIEKHOCTH BOOPYKEHHUS
Y BOCHHOH TeXHUKH, 3ppexTuBHOCTH NpuMeHeHus BAT, xuBydectu 60€BON TEXHUKH, TEXHUYECKOM
JKCIUTyaTalui 00EBBIX MAIllMH, BEPOSATHOCTEH N MaTeMaTHyecKasi CTaTUCTHKA.

KuroueBble cioBa: BoeHHas aBTOMOOMWJIbHAs TE€XHHUKA, 3((EKTUBHOCTh NMPUMEHEHUS CHCTEM
BOOPY>KEHUS1; OCHOBHBIE CBOICTBA M 00€CIIOCOOHOCTh aBTOMOOMIIBHOM TEXHUKU

Maqala redaksiyaya daxil olmusdur: 30.01.2024
Tokrar islanmaya gondorilmisdir: 12.02.2024
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Xiilasa. Moqalodo “Isgondor” sinfino daxil olan omoliyyat-taktiki raket komplekslorinin
imkanlarimin niimunosindo onlarin yiiksoksiiratli ballistik hodoflora qars1 yonoldilmosinin osas
xususiyyatlorindon bohs edilir. Bundan olava, kalman siizgoci osasinda ballistik obyektin
koordinatlarinin toyin edilmosinin statistik islonmosi {iglin rekurrent alqoritmin, raketin fozada
voziyyatinin, siirot komponentlorinin vo ballistika omsalinin toyin edilmosi  doqiqliyinin
qiymotlondirilmasi nazordon kegirilmisdir. Tadqiqgat isinin moagsadi radiolokasiya stansiyasi (RLS)
molumatlarinin Kalman siizgaci vasitasilo emalinin, 0 ciimlodon raketin ballistik vo aerodinamik
hadoflors yonoldilmoasinin modellogdirilmoasinin hoyata kegirilmoasidir. Mogsoado nail olmagq iigiin garsiya
qoyulmus vozifalor asagidakilardir: Yer atmosferinds ballistik hodafin agirliq markazinin harokat
tonliyinin toyin edilmosi; radiolokasiya stansiyasinin ballistik hadofi miisayioetmo sohvlorinin
giymotlondirilmasi; ballistik hadafin mohv edilmo ehtimalinin giymatlondirilmasi; idarsolunan zenit
raketinin ballistik hodoflo garsilasma noqtasinin koordinatinin hesabatinin aparilmasi; ballistik hadsfin
mohvedilma ehtimalinin giymotlondirilmasi. Problemlori hall etmok tiglin nozari tohlil, riyazi
modellasdirmo, riyazi statistika todgigat metodlarindan istifado olunur. Todqigat isindo natica olarag:
Kalman siizgocinin radiolokasiya stansiyasinda molumatlarin emali ti¢clin optimal siizgoc oldugu
miloyyon edilmisdir. Ballistika omsali vo hodofin xiisusiyyatlorinin obyektiv giymatlondirilmasi
vasitasilo yalang1 hodaflorin seleksiyast modellogdirilmisdir. Modellogsdirmonin naticalorine asaslanaraq,
aerodinamik hadoflorin tutulmasi zamani 6ziiyonolon basliqla raketin miisayiot vaxtinin 5-7 saniyaya
godor uzadilmasi vo radiolokasiya stansiyasinin hadofi miisayiot edon signal tezliyinin 20 Hs-o godor
artirilmasi toklif olunmusdur.

Acar sozlar: ballistik hodof , aerodinamik hodof, 6ziiyonalon basliq, algoritmik-program tominati,
yerli yer koordinat sistemi, coxmoqsadli radiolokasiya stansiyasi , effektiv oksetdirmo sahasi, miiharrik
qurgusu, doylis basligi

Giris

XXI asrin hava hiicum silahlarinin hazirlanmasinda osas istigamatlordon biri do ballistik va
aerodinamik pilotsuz ugus aparatlarinin hazirlanmasi vo istehsali olmusdur. Bu tendensiya pilotsuz ugus
vasitolarinin istehsali liglin xarclorin ohomiyyatli deracads asagi olmasi ilo slagolondirilir. Bununla
olagadar olaraq, RLS-lor vo onlarin algoritmik-program tominatinin (APT) tokmillosdirilmasi Kimi bir

vazifa ortaya ¢ixir. Ballistik raket (BR) — ugusunun ¢ox hissasini ballistik trayektoriya iizra qot edon,
noazaratsiz horokatds olan bir raketdir.
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Ugus tiglin tolob olunan siirat vo istigamot ballistik raketin miiharrik qurgusuna (MQ) onun
ucusunun aktiv hissasinds ¢atdirilir. MQ 6z isini bitirdikdon sonra raketin faydali yiikii olan doyiis
hissasi u¢us marsrutunun galan hissasinds ballistik trayektoriya tizro harokatini davam etdirir. Ballistik
raketlor ¢oxpillali ola bilar, bu halda, raket tolob olunan siirats gatdigdan sonra islonmis pillalor ayrilir.

Ballistik obyekt koordinatlariin Kalman siizgaci asasinda statistik emaletmo nazariyyasi halo
kegan asrin 60—70-ci illorinds islonib hazirlanmisdir. Lakin matris nisbatlorinin hesablanmasinin
miirakkabliyi alinan alqoritmlarin tam hacmdas real hava hiicumundan miidafis (HHM) sistemlorina daxil
edilmasina imkan vermirdi. Zaman kecdikco hesablama texnikasinin siiratli inkisafi bu ¢atismazligin
aradan galdirilmasina genis imkan yaratdi.

Kalman siizgaci ovvolcodon molum olan dinamik sistemin voziyyst vektorunu rekursiv
giymatlondirmok ti¢iin nazords tutulmusdur, yoni sistemin cari voziyystini hesablamaq tigiin cari
6lgmoani, homginin siizgacin 6ziiniin avvalki vaziyyatini bilmak vacibdir.

Beloliklo, Kalman siizgaci, digor rekursiv siizgaclor kimi, tezlik goriintisiindo deyil, zaman
goriiniisiinds reallasdirilib. Lakin digor oxsar slizgaclordon forqli olarag, Kalman siizgaci, Bayesin sortli
ehtimal diisturuna asaslanarag, yalniz vaziyyetin qiymotlarindan ilo deyil, vaziyyat vektorunun geyri-
miioyyon giymatlorindon (yoni dlgmolorin sohvlori) do yararlanir. Voziyyat vektorunun giymaotloring
asasan ballistik hadafin trayektoriyasi prolongasiya edilir vo idaraolunan zenit raketinin ballistik hadoflo
qarsilasma noqtoesinin koordinatlar1 miioyyon edilir. Idaroolunan zenit raketinin (IZR) hadoflo
goriisiindon bir qodor avval 6ziiydnalon bashiq (OYB) ballistik hodof BH-don oksolunan signali
avtomatik miisayioto gotiiriir vo IZR-nin ballistik hadafs dogru 6ziiydnalmosi prosesi baslayur.

1. Yer atmosferinda ballistik hadafin agirhq markazinin harakatinin tanliyi
Qiymatlor vektoru vo kovariasiya matrisinin prognozlasmas: ii¢iin ballistik hadofin harokot
modelinin ifadasi zaruridir. O, gostarilon differensial tonliklarlo ifads edilir:

R,\? 14
x:—%(%) x—yp?x+ ka+Wxn;
. Ry\? Vo
j=-B(2) 0+R) =y E i+ Wy + Wy @)

2

=B () ey Dk Wt W
burada,

0o — Yer kiirasi sothindoki cazibs qlivvesinin tacili;

Ry — Yer kiirosinin radiusu;

R — ballistik hodofin Yer kiirasinin morkazindon uzaqlasmasi;

p — ballistik hadofin ugus hiindiirliiyiindo atmosferin sixligi;

V — ballistik hodofin siirati;

Wak ,\Wyk , Wy — Koriolis tacilin komponentlori,

Win, Wyn, Wzn, — 6tiiriilan tacilin komponentlari.

Koriolis va &tiirtilma tacillori asagidaki kimi tayin edilir:

W = =05 sin(@) - (7 + Ry) - cos(p) = x-5in());

W, = —0

i - cos(¢) - ((y + Ry) -cos(p) — x- sin(go));

<N

W, = _-Q32/ *Z (2)

Wy = =2+ 02, sin(@) - Z;
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Wy = =2 - 12, cos(p) - Z;

Woe = =2 - {2, - (ycos(¢) — % sin(¢)),

burada,
Qy=7,292115-10-51/c — Yer kiirasinin firlanmasinin bucaq siirati;
Ry = 6371210 m. — Yer kiirasinin radiusur;
¢ — RLS-nin yerlosma enliyidir (YYKS koordinatlarin baslangict).
Ballistika omsali asagidak: diisturla ifads olunur:

S
y=Ce, 3
burada,
Cx — 6n miigavimatinin aerodinamik amsali;
S — Midel sahasi;

m — ballistik obyektin ¢okisidir.

Qiymoatlondirma vektorunun daha doqiq ekstrapolyasiyasinin oldo edilmasi tiglin ballistika
omsalinin (BO) aproksimasiyasini daxil etmok zoruridir. BO Max adadi M-don, hiicum bucagi o Vo
Reynolds adadindan R asilidir:

y=f(M,aR) )

Yuxarida gostarilon asililiga alavas olaraq, ugus trayektoriyasini miioyyon edon ballistika amsals,
doylis basliginin (DB) formasindan, onun qizmasi vo yanmasit zamani BH-nin (vo ya pillosinin)
kiitlasinin doyismosindon asilidir.

Buna gora do ballistika amsalinin 6n miigavimat amsalindan, Midel sahasindon va statistik islomo
alqoritmindo BH-nin (vo ya pilllesinin) kiitlosindon asililigi haqqinda doqiq geydiyyat aparmaq
mogsadouygun deyil, ¢linki BH-nin xiisusiyyatlorinin dogiq miioyyan edilmasi miimkiin deyil. BO
ohamiyyatli doracads Max adadi M-dan asilidir. ©gar hipersas siiratine malik BH (M > 6) ti¢iin bu asililiq
0 gadoar do boyiik deyilsa, sasdon yuxart (1 < M < 6) siiratli BH-lor tigiin bu asililiq mithiim shomiyyot
kosb edir.

BO, sas siiratina qodor (0 < M < 1) siiratlordo ugarkon, Max adadinin artmasi ilo demoak olar Ki,
sabit galir, sonra iso artir. Tokrarlanan (rekurent) alqoritmds Max adodindon asili olarag, iki morhaloda
vy aproksimasiyasi daxil edilir. Birinci marholodo Max adadinin yiiksok giymatlorindo BO 7y, tayin edilir.
Sonra isa BO-nin ekstrapolyasiya olunmus qiymati y, hesablanir.

BO 7. hesablanmasi asagidaki tonlikls apartlir:

Yo =¥*,M > 6 olduqda;

*

— )4 )
yoo - 1+(6—M)2/13’ 1 S M S 1 Olduqda, (5)

*

__r |
Yoo = Toiamsauorsy /0 =M <1oldugda;

2
Yoo = §y* M < 0,75 olduqda.

Burada,

y" — ballistika amsaliin giymoti;

M — y" giymatinin alinmasi1 zamani1 Max adadidir.

Max adadindan va ekstrapolyasiya zamani istifado olunan y. asili olarag, BO-nin aproksimasiyasi
asagidaki tisulla tayin olunur:

¥ =¥ M > 6 0lduqda;
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7 =VYo + Yo(6—M)?/18,1 < M < 6 oldugda; (6)
7 = Yo (1,5 + 3,55 (M — 0,75)),0,75 < M < 6 olduqda;
3
V= > Ve, M < 0,75 olduqda;

Burada,
¥ — BO-nin ekstrapolyasiya olunmus giymatidir.

2. Ballistik hadaflorin asas xarakteristikalari

Totbig sahasine goro BR taktiki (TBR), amaliyyat-taktiki (OTBR) vo orta mosafoli (OMBR)
ballistik raketlora boliiniir. Taktiki vo amaliyyat-taktiki raketlor kigikmasafali raketlora (20-1000 km),
OMBR iso ortamasafali raketlora (1000-5500 km) aiddir. BR-nin ugus siirati 250-5500 m/s haddinda
dayisir.

Digor vacib xassalordan biri do BR effektiv oksetdirmo sahasidir (ESS). EOS — raketin oksetdirici
xuisusiyyatlorini, onun konfiqurasiyasini, materialinin elektrik xassalorini vo raketin dl¢iisiiniin dalga
uzunluguna olan nisbotindon asililigni nozoro alarag, kvadrat metrlorlo ifads olunan bir giymatdir.
Ballistik raketlorin EDS 0,04 — 1 m?haddindo dayisir. “Stels” texnologiyalarinin tatbigi zamani1 BR EDS-
si daha kigik ola bilar [1].

Yiiksoksiiratli ballistik hodoflorin osas xarakteristikalarini “Isgandor” tipli omoliyyat-taktiki raket
kompleksinin xiisusiyyatlorinin niimunasindo aragdiraq. Tuslama tisulundan asili olaraq, hadofdon
dairavi sapmasi 1-30 m arasinda doyisir. Raketin start kiitlasi 3800 kq, ondan 480 kq doyiis hissasi togkil
edir. Raketin uzunlugu 7,2 m, diametri iso 920 mm toskil edir. Ugus trayektoriyasinin baglangic
hissasindan sonra, bu tip raketlorin siirati 2100 m/s gatir. Tasir uzaqligit 50-500 km arasinda olur.
Raketlorin buraxilmasi arasinda interval bir dagiges toskil edir. Kompleks —50°C +50°C temperaturlarda
islomok gabiliyyatini saxlayir [2].

Daoyiis basliglarinin novlari.

Adi tochizatda:

— kontaktsiz partlayan 54 odad galpali doyiis elementli kaset (yerin sathins ¢atmadan tagriban 10
m hiindiirliikds iso diisiir);

— kumulyativ golpali doyiis elementli kaset;

— Ozii tuslanan doyiis elementli kaset;

— hocm-partlayisl tosirli kaset;

— golpali-fugas;

— yandirici-fugas;

— niifuzedici;

— xisusi (niivo).

9M723K1 tipli raket kompleksi bark yanacaqli vo tok pillolidir. Raketin ugus trayektoriyasi
trayektoriyanin baslangic vo son hissolorinde manevr etmoklo kvaziballistikdir. Ucus zamani raket
aerodinamik vo gazodinamik siikanlardan istifado etmoklo idaro olunur. Radiolokasiya goriiniigiiniin
azaldilmas1 (Stels texnologiya) texnologiyalarinin genis totbiqi ilo istehsal olunub: kigik oksetdirmo
sothi, xiisusi ortiiklar, ki¢ikolgiilii ¢ixint1 hissalor va . Ugusun ¢ox hissasi toxminon 50 km hiindiirliikda
bas verir. Raket ugusun son morholosindo 20 g vahid yiiklonmasi ilo intensiv raket sleyhino
manevretmoni hoyata kegiro bilor. Qarisiq tuslama sistemi: inersial — ugusun baslangic vo orta
maoarhalasinda; optik — ugusun son marhalasinds, bununla da xatas1 57 metr toskil edon doqiqlik oldo
edilir. Inersial tuglama sistemi ilo yanasi, GPS/GLONASS-nin istifadesi miimkiindir.

3. Coxmoaqgsadli radiolokasiya stansiyas1 (CRLS) ila ballistik hadafin miisayiot etmasinin
sohvlar modeli.

Sahvlar modeline daxildir:
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— sistematik sshvlar;

— kiiy sohvlari;

— bucaq sshvlori.

Sistematik sohvlor RLS antenasinin iifiiqiin yanlarina geyri-doqiq baglamasi vo RLS qeyri-
saqulilik vericilorinin (dat¢iklorin) geyri-doqiq gostaricilari ilo sortlonir. Homginin sistematik sohvlor
bucaqg koordinatlarina gora:

— bucaq koordinatlari iizra oep~ 2 + 6 daraca/daqigs;

— dekart koordinatlar1 tizra oaxy,z =5 + 10 m;

— kiiy sahvlari asasan signal/kiiy nisbati ilo tayin olunur.

— bucaq koordinatlari tizra:

40 ;¢
Oxpurs = &, p @)
Burada,
A6 @i g — stianin eni;
p — signal/kiiy nisbati;
K » — RLS-nin konstruktiv omsalidir.
Uzaqliga goro:
Ar
o, = 8
kr/p
Burada,

Ar — strobun eni;
kr — RLS-nin uzagliga gors konstruktiv omsalidir.
Dopler siiratine gora:

At

o (©)

oy =

Burada,

Ar — RLS Dopler siizgacinin zolagi,

k. — konstruktiv amsaldir.

Konstruktiv omsallar RLS keyfiyyatini xarakterizo edirlor, amsallarin gostaricilori na qadar ¢ox
olarsa, o gadar keyfiyyatli RLS icra edilor.

Devid Noks Bartonun fikrinco, omsallarin 1,5 gostoricilori oldugca olverislidir. Maksimal
giymatlori ise = 3. Signal/kiily nisbati:

p=km= (10)

Burada,

Km — glic iizra konstruktiv omsal;

R — ballistik hadafa qodor mosafs;

S — effektiv oksetdirmo sahosidir.

BH-nin miisayiosti p > 13 dB zaman1 bas verir. BH-nin modelindo ESS log-normal tosadiifi
prosesin paylanmasi ganuna uygun verilir.

Bucaq sshvlori RLS yerlosdiyi yerdon miisahids edildikds, bucaglara ¢evrilmis BH-nin xotti
olgiilori ilo miioyyanlasdirilir. R masafasinds bucaq sohvloari gostorilon diisturla miiayyan edilacok:

Al

Op = - (11)

Burada,
Al — ballistik hadofin xotti olgtiloridir.
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4. Olecmolarin statistik emah algoritmi

Yuxarida geyd edildiyi kimi, RLS ils 6l¢iilon koordinatlar Kalman siizgacindan istifado edilarok
islonilir. O, sistemin dinamik modelindon, molum qarsiligli idarasetms tosirlori vo optimal vaziyyot
qiymatlarinin amalo golmasi ilo bagl ardicil 6lgmolordon istifads edir. Algoritm iki tokrar moarholodon
ibaratdir: gabagcadan malumatverms va 6l¢gmolords diizalisin edilmasi. Birinci moarhalads vaxtin ndvbati
an1 {iciin ilkin molumat hesablanir. ikinci morholods iso RLS-don golon yeni molumat gabagcadan
verilon molumati doqiqlosdirir.

Problemin xotti formallagma hali {iglin 6l¢ii xatalarinin paylanmasinin normal ganunu va harakatin
daqiq forq tonliklori ilo tokrarlanan alqoritm, kriteriyaya uygun olarag, optimal giymatlori alds etmoya
imkan verir [5]:

m 2

minj = Zk:l o} (12)

Burada,

m — faza vektoru komponentlarin sayz;

o — k-faza vektoru komponentinin giymatlor dispersiyasidir.

Yuxarida geyd edilonlar riyazi olaraq siibut olunmusdur. Belalikla, aydin olur Ki, tapsirigin heg bir
algoritmi Kalman stizgacinin tokrarlanan (rekurent) alqoritmdon daha doaqiq qiymatlori vera bilmaz.

Kalman siizgacinin istiinliiklorino aiddir: tokrarlanma vo optimalliq, avvolcadon olan
molumatlarin istifadesi, ilkin horokat modeli, geyri-borabar 6l¢ii xotalarinin statistik xiisusiyyatlori,
mohdud “yaddas”in toplanmasi, Olg¢iilorin alinmasinin geyri-barabar vaxtt vo onun islomasinin
miimkiinliiyii, biitiin 6lglilor comindan istifads, miiasir RLS torafindon hayata kegirilon dopler siiratinin
Olgiilmasi. Kalman siizgaci faza koordinatlari ilo yanasi, onlarin seleksiya tapsiriglarinin holli vo
qiymatlarinin komplekslosdirilmoasi {iglin istifado olunan dispersiyanin qiymatlorini do hesablayir.
Tokrarlanan algoritmin asas formula asililiglari asagidaki matris miinasibotloridir:

— faza vektoru va onun kovariasiya matrisinin ekstrapolyasiya tonliyi:

D)., =F; D4 F]; (13)

)?i:q)(XL*—l);
— giymatlor vektoru va onun i — vaxt ani {igiin kovariasiya matrisinin hesablanmasi tonliyi:

S; = Dy, H (H;D;i_1H + Q)7
X; =X +S:(Y; — Hi(X)); (14)

Di =D - SiHiDi/i_l’

i/i-1
burada,

I — 6l¢ii vektoru vo algoritm sayinin takt nomrosi;

X —x;,y,z;,%x;,9;,z,y; komponentlari ilo giymatlar vektoru;

X, —algoritmin takt sayia ekstrapolyasiya olunmus giymatlor vektoru;

Y; — X, y, z, ¥ komponentlori ilo 6lgmoalor vektoru;

D; — X giymotlondirmalorin vektorunun kovariasiya matrisi;

S; — ¢oki matrisi;

Q; - Y; dlgmolor vektorunun kovariasiya matrisi;

F; — faza vektorunun evolyusiya matrisi;

H; (X)) — t; vaxtin an1 iigiin gdzlonilon 6l¢ii vektorunun hesablama iisulu;

Dy, , —ekstrapolyasiya olunmus X, vektorunun matrisi;

d(X;_,) — t; vaxtin an1 iigiin X;_; vektorunun ekstrapolyasiya tisulu.
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Diferensial tonliklor ballistika amsalindaki uygunsuzluglar vo doyiis basliginin miimkiin qizmasi
vo yanmasi sababindon ballistik hadoafin horakati ilo doqiq uygunlasa bilmir ki, bu da dinamik xstalara
va yaxud alqoritmin divergensiyasina sabab olur. Bu neqativ naticalorin aradan galdirmasi ti¢iin har bir
Olgmonin alinmasi taktinda siirot komponentinin dispersiyasina vo ballistika omsallaria sabit
komiyyatlar alava olunur. Bu timum qabul edilmis tisul rekurent siizgacin yaddasin1 da mohdudlasdirir.

Rekurent alqoritm, hodofgdstormo, yaxud olgmalarin ilkin emali zamani ballistika amsalinin
giymatlondirmasi magsadilo alinmis faza vektorunun gostaricisi olan yerlosma va siirat giymatlorindan
istifado edir. Faza vektorunun baslangic qiymatlorino uygun olarag, onun kovariasiya matrisinin
baslangic elementlori secilir. i1k kovariasiya D matrisinin qismindo diagonal matrisdon istifada toklif
olunur. Vaziyyat vektoru komponentlorinin dispersiyast kimi, hadofgdstorma giymaotlorinin aprior
dispersiyalar1 vo ya dekart koordinat 6lgmalori, siirot komponentlorinin dispersiyalar1 kimi siirat
komponentlarinin giymotlondirilmasi dispersiyalari, ballistik amsalin dispersiyast Kimi dispersiyasinin
apriori doyari gotirilir. Kigik EOS olan BH miisayioti zamani1 oks olunmus signalin fedingina
(zoiflomo) gora dlgmolar bir neco takt orzinda olmaya bilar. Olgmolori olmayan zaman algoritmin isini
tomin edon dsullarindan biri S; ¢oki matrisin sifirlanmasi sayilir. Koordinatlarin statistik iglonmasinin
algoritmina xota (dayanma) olgmolorinin geydiyyat mexanizminin daxil edilmasi toklif olunur. ©gar
Y; — H;X; uygunsuzluglar vektorunun komponentinin kvadrat: verilmis komponentin dispersiyasmin n
gat giymatlondirilmasindon yiiksokdirsa, onda S; (n amsali modellagsma noticasine gora segilir) ¢oki
matrisinin sifirlanmasi bas verir. Uygunsuzluqglar vektorunun komponentlorinin dispersiyalarinin
giymotlori H; D;_;H] + Q; matrisinin diagonal elementlorini 6ziinds oks etdirir.

5. Ballistik hadafin agirhq markazinin harakatinin prolonqasiyasi.

Horokatin uzun miiddst davamiyyati (ekstrapolyasiya) 1-ci bagliqda avval gostorilmis tonliklardon
istifado etmoklo 4-cii daracali Runge — Kutt metodu ils hayata kegirilir. Sokillords (Sokil 1; 2vo 3) V =
2000 m/san siirati ilo horakat edon BH-nin modellogsmasinin naticalari tagqdim olunmusdur. Sakillards
gostarilir:

— y — ballistika amsalz;

— y* — raketin yonaltmasi ti¢iin istifado olunan BO-nin giymati;

— vs — seleksiya ti¢iin istifads olunan BO-nin qiymati;

— 0, — BO giymatinin orta kvadratik sohvi (OKS);

— porog — seleksiya tigiin istifads olunan hadd gostoarici;

— Ax, Ay, Az —koordinat sohvlarinin giymatlori;

— 0x, 0y, 0z — RLS 6lgmolarin sohvlari;

— 0Oy, 0y, 0, — tokrarlanan siizgaci ilo hesablanmus koordinat sohvlori giymotlorinin orta kvadratik
sapmast;

— Ax, Ay, Az, — siirat vektorunun komponent sahvlarinin giymatlori;

— 0y, 0y, 0, — tokrarlanan alqoritmlo hesablanmus siirat komponentlorinin sohv giymatinin orta
kvadratik sapmasi.
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Sakil 1. Ballistika amsali, onun giymatlari va orta kvadratik sahv
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Sakil 3. Siirat komponentlari giymatlarin sahvlari va onlarin OKS

[

Goriis ani1 Tliglin hodofin harakatinin uzun miiddet davamiyyat dogigliyinin giymatlondirimasi
asagidaki  kimi hoyata kegirildi. Prolongasiya alqoritminin girisine  hodof koordinatlarin
giymatlori x*,y*, z*, hadof koordinatlarimin téramalarinin qiymatlori x*, y*,z* va y* ballistika
omsalinin giymati daxil olurdu. Algoritmin ¢ixisinda 7 vaxti orzinde uzun miiddat tokrarlanan
koordinatlarin, siirot komponentlori vo ballistika omsalinin qiymoti iglonildi. BH-nin daha doqiq
prolongasiya edilmosi tigiin BH koordinatlarinin statistik islonmasi alqoritminds oldugu kimi eyni BH
aproksimasiya alqoritmi istifadoe olunmusdu. Prolongasiya alqoritmindo 4-cii doracali Runge — Kutt
adadi inteqrasiya tisulu istifado olunmusdu. Prolongasiya intervali, har birinds faza vektorunun giymati
hesablamagla, dord barabar hissaya boliiniirdii. Goriis noqtesinde Kalman siizgaci osasinda algoritm
qiymatlorinin prolonqgasiyasi zamani sahvlorin qiymoatlondirilmasi riyazi model iizorindo hoyata
kecirilmigdir. Kalman siizgacindon olds edilon koordinatin giymatlori konstanta ilo miioyyonlogdirilmis
cari vo goriis vaxti arasindaki forqo borabor zamana prolongasiya edilmisdir. Naticads sshvlorin
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prolongasiya zamanindan asililiglar1 aldo olunmusdur. Prolongasiya sshvlarinin davranis xarakterini
asagidaki kimi sorh etmok olar. Yiiksok atmosfer sahasindoki prolongasiya vo siiratin hesablanmasi
sohvlari, gismon do hodafin ballistika amsalinin hoaqiqi giymati ilo apriori arasindaki uygunsuzlugdan
asthidir. Atmosferin six qatlarina daxil oldugdan sonra BO-nin doaqiqlosmasi baslayir, lakin onun
prolongasiya olunmus faza vektoruna tosiri artdigindan, prolongasiya sohvlori do artir. BH-nin
atmosferin daha six gatlarina daxil olmasi ils sohvlor azalir [7].

6. Idaraolunan zenit raketinin ballistik hadafla gériis néqtasinin koordinatinin hesabati

IZR-nin BH ilo qarsilasma ndqtosinin koordinatlarmin hesablanmas iterasiyaetmo metodu ilo
hoyata kegirilir. Bu zaman tasbit edilon zaman vo ndvbati an {i¢iin goriisiin koordinatlar: hesablanir. Bu
isulda hadof va raketin harakatinin prolongasiyasi aparilir vo yeni alinmis naticalar istifads edilir.

Belo hesablamalar zamanin har bir ani tiglin aparilir. Goriis noqtasi 10-20 Hs tezliyi ilo rekursiv
olaraq hesablanir. Bu tezliklo raketdon goriis néqtasine gadar olan mosafs vo ona gatma vaxti yenidon
hesablanir. Goriis noqtasine edilon diizalislordon asili olaraq, ona ¢atmaq {igiin do vaxt korrektos edilir.
Bunun sababi agagidakilardan irali galir:

A= — AxAX+AyAy+AzAzZ (15)

2
Vnisb.

Burada,

Ax, Ay, Az — qarsilasma aninda BH va raket nisbati yerlosmosi koordinatlari;

Ax, Ay, Az — qarsilagsma aninda nisbati siiratinin komponentlaridir.

At qiymati, 7 diisturunun komayi ilo hesablanma zamaninin korrekts edilmasinds istifads olunur.

T=Ty—1 T ATy (16)

Gorilis noqgtasinin hesablanmis koordinatlar1 sabit doyarlor deyil, ¢iinki onlar informasiya
yigildigca daim yenilonir.
Qeyd etmok lazimdir ki, belos diizaliglor otraf miihitin soraitino vo digor amillorlo six baglidir.

7. Ballistik hadafin mahvedilma ehtimalinin giymatlandirilmasi.

IZR déyiis totbigi metodundan asili olmayaragq, funksional effektivliyin osas gostaricisi tok hodofo
bir raket atilan zaman hodofin mohv olunmas: ehtimali olacag. Bir IZR ilo hodofinin mohv edilmasinin
ardicil vaxtda bas veron iki tosadiifi hadisodon ibarot miirokkob hadiso Kimi qiymotlondirilmasi
miimkiindiir. Ilkin tosadiifi hadiso ondan ibaratdir ki, raketin doyiis hissesinin partlamasi h yanilmasi ilo
fazanin mohz bu verilon ndqtesindo bas verib. Bu hadisonin ehtimali atog zamani yaranan tuslama
sohvlori vo sohvlorin idaro edilmasi @(h) ganunu ilo miioyyon olunur. Bu sohvlor, tocriibolordon
gortindityti Kimi, hadofin morkazi ilo tist-listo diisan, dairavi (oy = 07 = ¢) 0lana yaxin bir ganunla paylanur,
0 ciimlodon yayinmalar paylanmasi ehtimalinin sixlig1 Reley ganununa tabe olur:

h2

o(h) = % e 207 (17)

Burada,

o — hadoafdon yaymmanin orta kvadratik giymatidir.

Ikinci tosadiifi hadiso ondan ibarotdir Ki, raketin doyiis hissosinin zerarvurma elementlorinin h
yayinmasi aninda partlayis hadofs zaoror vuracaq. Bu hadisonin ehtimali hadofin mohv edilmasinin sorti
p(h) ganunu ils toyin edilir vo p(h) ganununun bir funksiyadir:

— raketin doyiis hissasinin novii ve xiisusiyyatlarinin;

— radiopartlayicinin parametrlarinin;

— hodofla raketin qarsilagsma sortlorinin (raket vo hadofin siirat vektorunun istigamati vo modulu,
Vo S.)

— hodofin zaifliklorinin.
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Idaroetma vo ydnoltmo Xotalarmin dairavi paylanmast ilo hadafin mohv edilmasinin sorti ganunu
togribi asililigla tesvir olunur.
h2
~RZ 18
p(h) =e 2R3 (18)
Burada,
Ro — hodafin sorti vurulma ehtimali 0,606 olan zaman yayinmanin giymatins adadi baraboar olan
sorti ganunun parametridir.
Miirakkab hadisanin tam ehtimali olacaq:

h h.2<R(2, +0'2> 19
[0¢] [0e] o\ 52 2
W= [ e(Mp(h)dh = [~ — e * R/ dh (19)
Ovozetms ila:
__h%? R§+0?
=5 (Rg +02) (20)
Alinq:
_ _Ro © —t
= RTio? fo et dt, (21)
Notico olaraqg:
_ _R§
"~ RZ+0? (22)

8. ZIR-nin ballistik raketlora tuslamas: xiisusiyyatlori.

[ZR-nin BH-no bazi tuglama xiisusiyyatlorini geyd etmok lazimdir:

1. AH-dan forgli olaraq, kicik ESS sabobindon BH-don oksolunan signalin alinmasinin ¢atinliyi.

2. Atmosferda horokat edon zaman tuslamani ¢atinlogdiran boyiik yiiklonmoalar.

3. Faza vektoru giymatlarinin alinmasinin ¢atinliyi.

4. Zoruri olan kecid kompleslosdirma rejimi ilo RLS vo OYB-dan galon verilonlorin BH-ni tutma
cotinliyi.

5. AH-nin tutulmasi zamani yénoalms vaxtinin kigik olmasi (bu vaxt no godor az olsa yayimma
giymoti do 0 godor artar) BH tutulmast tigiin yonaltmo vaxtinin 1,5 — maksimum 2 saniyys ¢argivasindo
saxlanmasina tovsiyyo olunur.

6. 10 Hs asag gostoricido olan koordinatlarin doyismosi tezliyi. Onun 20 Hs gostoricisine
yiiksoldilmoklo kaskin asagi enmansini tomin edir.

Natico

Moqalada IZR-nin yiiksoksiiratli ballistik hodoflors yonaldilmasinin asas prinsiplorine baxilmis vo
Kalman siizgacinin radiolokasiya stansiyasinda moalumatlarin emali {iglin on uygun siizgac oldugu
mioyyon edilmisdir. RLS molumatlarimin Kalman siizgaci vasitasilo emalinin modellagdirilmasi
aparilmigdir. O climlodon raketin ballistik vo aerodinamik hadaflars yonaldilmasinin modellasdirilmasi
hoyata kegirilmisdir. Natico olaraq avtomatik idaroetmo sisteminin iki masalosina baxilmisdir:

— obyektin trayektoriya parametrlorinin miiayyan edilmasi;

— obyekto dogru IZR-nin yénoldilmasi (tuslanmasi).

Birinci masalonin  holli zamani ballistika omsali vo hadofin xiisusiyyatlorinin obyektiv
giymatlondirilmasi yolu ils yalang1 hadoflorin seleksiyast modellosdirilmisdir.

Modellasdirmanin naticalarine asaslanaraq, aerodinamik hadaflarin tutulmasi zamani 6ziiydnalon
basligla raketin miisayist vaxtinin 5-7 saniyays qodor uzadilmasi vo radiolokasiya stansiyasinin hodofi
miisayiat edon signal tezliyinin 20 Hs-o godoar artirilmasi imkanlarinin nazardon kegirilmasi toklif olunur.
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AHHOTANUA
HageaeHue 3eHUTHBIX YIIPABJIsieMbIX PAKET HA CKOPOCTHbIE 0A/NIMCTHYECKHE LeJIH
Baiipam Uoparumos, Slinuun Ucaes, dabaap Aimes, Axag Ucaes

B cratbe Ha mnpuMepe BO3MOXXHOCTEH OMEPATUBHO-TAKTUYECKUX PAKETHBIX KOMILIEKCOB,
BXOJAUIMX B Kkiacc «Vckanaep», paccMOTpeHbl OCHOBHBIE OCOOEHHOCTM MX HaIpaBJIEHUS IO
BBICOKOCKOPOCTHBIM OayumucTudeckuM 1eisiM. Kpome Toro, ObUTM pacCMOTPEHBI pPEKyppEHTHBIN
QITOPUTM CTaTUCTUYECKON 00pabOTKU ONpe/ieleHHsI KOOPANHAT OAJUIMCTUYECKOT0 0ObEKTa Ha OCHOBE
¢unpTpa Kanmana, oleHKa TOYHOCTH OIpPENETICHUs] TOJIOKEHUS paKeThl B IMPOCTPAHCTBE,
COCTABJISIIOIIUX CKOPOCTH W Oammctuueckoro koddduimenta. Lleapio HayuyHO-HMCCIIETOBATEIHCKON
paboThl sBisieTcs MoAenupoBanre o0padotku nanubix PJIC cpencrBamu unbtpa Kanmana, Briarodas
MOJICIMPOBaHUE 0AJUTMCTHYECKOTO U a3pOIMHAMUYECKOTO HaBEACHUS pakeThl. [[J1s qOCTIKEeHHs 11eTTu
OBUIM TOCTaBJEHBI cleAyromme 3amgauu: OnpeneneHue ypaBHEHHUS ABI)KCHHUS LEHTPA TAKECTH
OaymMcTUYecKOr 1enu B arMocdepe 3emuin; OleHKa MOJIETH OUIMOOK PaauoJIOKAIIMOHHOW CTaHIUU
COTIPOBOXKACHHS OATTMCTUYECKON €M, OIEHKA BEPOSTHOCTU MOpPaKeHHs OalIMCTUYECKOW MeNH;
[IpoBenenue nokIaaa KOOPIAMHATHI MECTA BCTPEUH YIIPaBIIEMON 3€HUTHOW PaKeThl ¢ OaJIITUCTUUECKOM
1enbio; OlleHKa BEPOSTHOCTH MOPAKEHUS OAITUCTHUECKON 1eiu. J{s pemieHus 3a1a4 UCIOIb3YI0TCs
CIIEYIOIIME METOJIbl MCCJIEIOBAaHUS: TEOPETUUYECKUH aHaliu3, MaTeMaTH4YeCKOe MOJIEIHpPOBaHUE,
MaTeMaThyeckas CTaTHCTUKAa. B pe3ynbpTaTe MccienoBaTeNbCKOW padOTHI: ONMpeAeNeHo, 4To (PUIbTp
Kanvana siBrisieTcst onTuMaibHBIM QUIBTPOM JJTsE 00paOOTKHU TaHHBIX HA PAIMOIOKAITMOHHOW CTAHIIUH.
Boe100p 7TOXKHBIX menell MOAETUPOBAJICS MOCPEICTBOM OOBEKTUBHON OIEHKU XapaKTEPUCTUK IENU C
nomomp Oamumctudeckoro kodddumuenta. [lo pesympratam MOAETUPOBAHUS TPEIIATaioCh
YBEJIMYUTh BPEMsl COMPOBOXKACHUS pAKEThl N0 S-7 CEKYHJ W YBEIWYHTh YaCTOTy CHTHaia
paauonokanuonHou crauuu 10 20 '] mpu 3axBaTe adpoAMHAMHYSCKUX TICIICH.

KiroueBble cj10Ba: paauoiOKaIlMOHHAS CTaHIMsS, OalTMCTUYeCKas eib, adpOoAMHAMHUYECKAs
Henb, 3C€HUTHAs YOpaBiseMas pakeTa, CaMOHaBoJsfIIascs OoeBas 4acTb, MPOrPaMMHO-
AITOPUTMHUYECKOE oOOecreueHne, NPOTHUBOBO3AYIIHAS OOOpPOHA, JIOKAlIbHAs MECTHas CHCTEeMa
KOOpJIMHAT, MHOTOIIEJIEBAs PAJAMOJIOKAIMOHHAs CTaHIMsA, J(G(EKTUBHAS TUIOMIATh OTPAXKEHUS,
CpeIHEeKBaIpaTUyecKas OIMOKa, JABUTaTeNbHAs YCTaHOBKA, OAUTHCTUYECKUN KOX(PUIIUEHT, OoeBas
4acTh
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Abstract
Guiding anti-aircraft guided missiles at high-speed ballistic targets
Bayram Ibragimov, Yalchin Isaev, Eldar Aliyev, Ahad Isaev

Using the example of the capabilities of operational-tactical missile systems included in the
Iskander class, the article examines the main features of their direction against high-speed ballistic
targets. In addition, a recurrent algorithm for statistical processing of determining the coordinates of a
ballistic object based on the Kalman filter, an assessment of the accuracy of determining the position of
the missile in space, components of velocity and ballistic coefficient were considered. The purpose of
the research work is to simulate the processing of radar data using the Kalman filter, including the
simulation of ballistic and aerodynamic missile guidance. To achieve the goal, the following tasks were
set: Determination of the equation of motion of the center of gravity of a ballistic target in the Earth's
atmosphere; assessment of the error model of a ballistic target tracking radar; assessing the probability
of hitting a ballistic target; Conducting a report on the coordinates of the meeting point of a guided anti-
aircraft missile with a ballistic target; Estimation of the probability of hitting a ballistic target. To solve
problems, the following research methods are used: theoretical analysis, mathematical modeling,
mathematical statistics. As a result of the research work it was determined that the Kalman filter is the
optimal filter for data processing at a radar station. The selection of decoys was modeled by objectively
assessing target characteristics using a ballistic coefficient. Based on the modeling results, it was
proposed to increase the missile tracking time to 5-7 seconds and increase the frequency of the radar
signal to 20 Hz when capturing aerodynamic targets.

Keywords: ballistic target, aerodynamic target, self-directed warhead, software and algorithmic
support, local coordinate system, multi-purpose radar station, effective reflection area, mean square
error, propulsion system, warhead
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INFORMASiIYA MUHARIBOSI VO MiLLI TOHLUKOSIZLIK

polkovnik-leytenant Rasadat Orucov
Milli Miidafia Universitetinin Horbi EImi Tadqgiqat Institutu
orujovrashadat@gmail.com

Xiilasa. Moaqaloda informasiya miiharibasinin milli tohliikasizlikda rolu vo milli tohliikasizliys
tasiri, informasiya miiharibasino konseptual baxis, eloco do informasiya miiharibasine qarsi miibarizo
strategiya niimunalari 6z oksini tapir. Miinaqisalordo tstiinliik aldo etmok va ya strateji magsadlors nail
olmag tig¢iin informasiya vo kommunikasiya texnologiyalarindan istifadonin ohomiyyati, Strateji
kommunikasiya sistemlorinin faaliyyatine vo noticoloro monfi tosir gostormok {iglin malumatin
manipulyasiyasi, istismari vo yayilmast Kimi masalalora toxunulur. O ciimlodon informasiya stiinlityii
ugrunda miibarizonin milli tohliikesizlik kontekstinda holledici rol oynadigi izah edilir. Todqgigatin
moagsadi vatandaslar arasinda media va roqomsal savadliligi va tonqidi diisiinconin artirilmasi, fardlords
yanlis molumati miisyyon vo ayird etmok bacari@inin formalasdirilmasidir. Bu ¢orgivads tohsil
programlar1 fordlors manbalari gqiymatlondirmays, molumati vo faktlari yoxlamaga, mozmunu tonqidi
tohlil etmoyi Oyronmoys imkan verir. Moqalodo homginin dovlatlorin vo beynalxalq toskilatlarin
informasiya miiharibasi ila kollektiv miibarizado normalar, ganunlar va vahid ¢argivalorin yaradilmasi
tigiin kosfiyyat molumatlarinin miibadilosi, kiberhiicumlara cavab tadbirlorinin slagalondirilmasi va
informasiya mokaninda mosuliyyatli davranisin tosviqi sahasindo omokdaslhigindan bohs edilir.

Acgar sozlar: strateji kommunikasiya, milli tohliikasizlik, informasiya miiharibasi, kommunikasiya
texnologiyalari, malumat miibadilosi

Giris

Son illor informasiya miiharibasinin milli tohliikesizliyin tomin olunmasi istigamotindo ciddi
problemlors gotirib ¢ixardiginin sahidi olurug. Miiasir rogomsal asrdo malumatin manipulyasiyasi vo
monfi yonimlil istifadesi xalqlarin sabitliyi vo tohliikasizliyino shomiyyatli dorocods tosir gostormo
glictino malikdir. Bu moqals informasiya miiharibasi anlayisint vo onun milli tohliikasizliys tosirini
isiglandirmaq moqsadi dasiyir. Mogqalodo, homginin informasiya miiharibasino qarst miibarizo
strategiyalari aragdirilir vo onun tozahiirlorini oks etdiron real diinya niimunaslori 6z oksini tapir.

Informasiya miiharibasi miinaqisolorda iistiinliik oldo etmok vo ya strateji mogsadlora nail olmagq
tiglin informasiya vo kommunikasiya texnologiyalarindan istifado edon bir sira foaliyyatlori ohato edir.
O, gavrayislar1 formalasdirmagq, strateji kKommunikasiya sistemlorinin faaliyyatine monfi tasir gostormak
va naticalora tasir etmok ti¢lin molumatin manipulyasiyasi, istismari vo yayilmasini ehtiva edir. Diinyada
bas veran hadisalor fonunda informasiya iistiinliiyii ugrunda miibariza milli tohliikasizlik kontekstindo
hoalledici rol oynayar.

Informasiya miiharibosinin milli tohliikesizliyo tosiri genis vo coxsaxolidir. O, siyasi foaliyyatlora
vo demokratik proseslora informasiya sisteminin bosluglarindan istifads edilmoklo monfi tosir gostora
bilor. Ictimai royin manipulyasiyasi, yalan molumatlarin yayilmas: vo ddvlot qurumlarma inamin
azalmasmi informasiya miiharibesinin noticesi hesab etmok olar. Informasiya miiharibosino qarsi
miibarizo vo milli tohliikkasizlik maraqlarinin qorunmasi ilo bagh effektiv strategiyalarin hazirlanmasi
tiglin bu tosirlari dork etmok vo onlarin halli yollarint miisyyanlosdirmok zoruridir.

Informasiya miiharibasina gars1 miibarizo faal todbirlari, miidafio mexanizmlorini vo birga soylori
oziindo birlosdiron hartorofli yanasmani oks etdirmolidir. informasiya miiharibosine qarsi miibarizo
strategiyalarina Kritik infrastrukturun qorunmasi ti¢iin kibertohliikasizlik tadbirlarinin giiclondirilmasi,
fordlorin media savadliliginin vo rogomsal votondasliq tohsilinin tosviqi, norma vo corgivalarin
yaradilmasinda beynolxalg omokdasliga sovq edilmosi, effektiv oks-tobligat vo strateji
kommunikasiyanin inkisaf etdirilmosi daxildir. Bu strategiyalar informasiya miiharibasinin risk va
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tasirlorini azaltmag, milli tohliikasizlik maraqlarini va informasiya ekosisteminin biitovliyiinii gorumaq
maqsadini dastyir.

Qeyd etmok lazimdir ki, diinyada bas vermis hadisalor fonunda informasiya miiharibasinds totbiq
edilon taktikalarin vo xalqlarin tizlosdiyi naticolora dair konkret niimunalorin dyronilmasi mithiimdiir.
Belo ki, Rusiyanin 2016-c1 il ABS prezident seckilorino miidaxilasi, kritik infrastruktura kiberhiicumlar,
frag-Sam Islam Dévletinin (ISID) tebligat1 vo terror toskilatina colbetmo, seckilorde dezinformasiya
kampaniyalar1 Kimi bariz niimunslor informasiya miiharibasinin miixtalif tozahiirlorini niimayis etdirir.
Bu niimunolori aragdirmaqla siyasotgilor, tohliikasizlik miitoxassislori va tadqiqatgilar informasiya
miiharibasi ilo miibarizodo miirokkob voziyysti vo yaranan problemlorin halli yollarin1 tapmaga komok
eda bilor.

Natica etibarilo, informasiya miiharibasi qloballasan diinyada milli tohliikasizliys ciddi problemlor
yaradir. Onun konseptual asaslarini dork etmoak, tosirini gqiymatlondirmok, onunla miibarizo aparmaq
ticiin effektiv strategiyalarin islonib hazirlanmasi vo bu istiqgamatds diinyada bas vermis hadisslorin
aragdirilmasi milli tohliikasizlik maraqlarinin qorunmasinda miithiim shamiyyat kasb edir. Dévlat vo ona
bagli qurumlar informasiya miiharibasinin manipulyativ vo istismarg1 aspektlorini aradan qaldirmagqla,
proaktiv tadbirlor hazirlaya, kibertohliikasizliyi inkisaf etdira, media savadliligini tasviq edoa, beynolxalq
omokdasligi inkisaf etdiro vo milli tohliikkesizliyin qorunmasi va informasiya ekosistemlorinin
biitovlityliniin qorunmasi moagqsadils effektiv oks-tadbirlar hoyata kegira bilar.

informasiya miiharibasino konseptual baxis

Informasiya miiharibasi milli tohliikesizliyi formalasdiran miiasir miinaqisolorin miihiim aspekti
kimi meydana galmisdir. Texnoloji toraqqi va qarsiligli alags ilo miioyyan edilon bir dévrds informasiya
Ustlinliiyli ugrunda miibarizo holledici xarakter almigdir. Bu bolmads informasiya miiharibasine
konseptual baxis, onun tabioati, magsadlari, dovlat vo geyri-dovlat subyektlori torafindan istifado olunan
strategiyalar arasdirilir.

Informasiya miiharibesi miinaqisolords iistiinliik oldo etmak vo ya strateji moqgsadlora nail olmagq
ticiin informasiya vo kommunikasiya texnologiyalarindan istifadoni ehtiva edir. O, qavrayislara tosir
etmok, kommunikasiya sistemlorinin foaliyyatino zoror vurmaqg ve noticolori formalagdirmaq {ii¢lin
molumatin manipulyasiyast, iStismari vo yayilmasimi ohato edir. informasiya miiharibasindon qars1 torafi
aldatma, inandirma vo ya pozucu foaliyyot vasitosi Kimi istifado edilir. Bundan olava, informasiya
miiharibasi taktiki, amaliyyat va ya strateji moagsadlara nail olmag iigiin informasiyanin vo onunla slagali
texnologiyalarin istifadosi kimi do gabul edila bilar. Bu, kiberhiicumlar, psixoloji amaliyyatlar, tobligatin
yayilmasi, dezinformasiya kampaniyalari va sosial miithandislik daxil olmagla, genis faaliyyat spektrini
ohato edir [1].

Informasiya miiharibasi colb olunan aktorlarin motivasiya va niyyatinden asili olarag, bir sira
mogqsadlora xidmat edir. Bu mogsadlors agagidakilar aid edils bilor:

— tosir vo inandirma. Informasiya miiharibosi tobligat, dezinformasiya vo ya molumatlarin
moqsadli yayilmasi yolu ils ictimai rayi formalasdirmaq, gorar gabuletmoa proseslaring tasir etmok vo
qavrayislart doyisdirmok moqgsadini dasiyir. Aktorlar ictimai oshval-ruhiyyays tosir etmokls, 6z
magsadlarina dastok olds etmays, diismoanlori gézdon salmaga va ya 6z harokatlorine hagq qazandirmaga
caligirlar;

— tohliiko vo inkar. Informasiya miiharibosi informasiya sistemlori, sobokalori vo ya kritik
infrastrukturun foaliyyatino zoror vurmagq vo ya onu mohdudlasdirmaq {igiin istifado edilo bilor.
Kiberhiicumlar, informasiya manipulyasiyast vo ya Yyalan molumatlarin yayilmast moalumatin
biitovliyiinii pozmag, onun etibarliligina zoror vurmag veo casqinliq yaratmag, xaosla vo ya dovlot
qurumlarma inamin itirilmasi ilo naticalona bilor;

— casuslug vo kosfiyyat molumatlarmin toplanmasi. Informasiya miiharibesi kibercasuslug,
miisahids vo ya sosial miithondislik vasitasilo hassas vo ya maxfi molumatlarin toplanmasini shats eds
bilor. Bu molumatlar strateji tistiinliik, kosfiyyat mogsadlori vo ya ragiblorin imkanlart vo niyyatlori
barado molumat toplamaq mogsadils istifads edils bilor [2];
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— psixoloji amaliyyatlar. ©halinin roftari, inanc1 Vo davranislarina tasir etmok magsadini dasiyir.
Tobligat, aldatma vo ya gavrayis idaragiliyi kimi taktikalardan istifads etmokls, informasiya miiharibasi
casqinliq Yyaradir, diismonlori ruhdan salir vo ya omoliyyatlari hoyata kegiron aktorun maraqlarina
tistiinliik vermak ticiin roy formalasdirir [3].

Informasiya miiharibasi informasiya sistemlori vo sobakolorindoki bosluglardan istifads etmaklo,
bir ¢ox yanagmalar1 6ziinds oks etdirir. Bozi imumi yanasmalar1 asagidaki Kimi qruplasdirmaq olar:

— kiberhiicumlar — malumat sistemlarini, sobokalori vo ya kritik infrastrukturun faaliyyatini
dayandirmaq va ya mohdudlasdirmaq tgiin zararli programlarin, hakerlorin vo ya xidmatdan imtina
hiicumlarinin (DDOS) istifadasini ohato edir. Kiberhiicumgular (hakerlor) icazasiz giris aldo etmoak,
molumatlart ogurlamaq, smaliyyatlari mahdudlagdirmaq vo ya ziyan vurmag ligiin texnologiyanin zoif
toroflorindan istifads edir [4].

— dezinformasiya vo tabligat. Dezinformasiya kampaniyalari hadof auditoriyasini aldatmagq iiciin
bilorakdon yalan vo ya yanlis molumat yaymaq moqgsadini dasiyir. Burada tobligat qavrayislarini
formalasdirmagq, ictimai royi manipulyasiya etmok vo ya miioyyan sabab vo ya ideologiyaya dastok
vermok {iglin gorazli, yaxud segmo malumatlarin yayilmasi nazarda tutulur.

— sosial miithondislik. Bu taktika etibardan sui-istifado etmok, hassas moalumatlar1 ogurlamag,
sistemlora vo ya sobokolars icazasiz giris olda etmok ii¢iin insan psixologiyasinin manipulyasiyasini
nazoards tutur. Fiziki va hiiquqi soxslari aldatmaqg magsadils, adatan, “fising” kimi tisuldan istifads edilir
[5].

— qavrayisin idaro edilmasi — ictimai roys tosir etmok {i¢iin molumatlarin va raylarin
formalagdirilmasini Vo malumat axinina nazarati shats edir. Media manipulyasiyasi, strateji mesajlagsma
Vo ya raylorin idars edilmasi, eyni zamanda molumatin yayilmasini istigamatlondirmok iigiin sosial
media platformalarindan istifado etmoklos hoyata kegirilo bilor [6].

Informasiya miiharibasi tosir vo ¢atinliklori 6ziindo ehtiva edir. Bu tosir vo ¢otinliklors asagidakilar
samil edils bilar:

— stratli texnoloji toraqgi. Texnologiyanin daim inkisaf edon tobioti potensial tohliikalori
gabaglamaqgda bir ¢ox gatinliklor yaradir. Informasiya miiharibosi ilo mosgul olan aktorlar davamli
olaraq, ayig-sayiq olmali vo yeni texnologiyalardan istifado etmoklo, onlar1 6z fealiyyat torzlorine
uygunlagdirmalidir;

— sahoalorarasi tosir. Informasiya miiharibasi siyasi, iqtisadi vo sosial sahalords foaliyyat gostorir.
O, ananavi horbi arenalardan konara gixaraq ictimai ray, igtisadi sabitlik, sosial birlik v siyasi proseslora
tosir edo bilor. Bu sahslorarasi tosirlori gavramaqg vo problemlari holl etmok milli tohlikesizlik
istigamatinda cavab tadbirlari tigiin vacibdir;

— tanmma problemlori. Informasiya miiharibasi faaliyystinin manbayini miioyyan etmok miihiim
problemdir. Catin aktorlar tez-tez gizli sokildo “bot” gobokalorindan istifado edir vo ya miioyyan
doracado anonimliyi tomin edon vasitolorlo 6z hogigi soxsiyyatini maskalamaq igiin bir ¢ox
yanagmalardan istifado edir. Bu iso hiicumlarin dagiq monbayini miioyyan etmayi vo onlara qarst
miivafiq cavab todbirlarini ¢atinlosdirir;

— inkisaf etmokdos olan tonzimlayici gorgivalor. Informasiya miiharibasinin siiratlo artmasi
mohkam hiiquqi vo tonzimlayici gargivalorin islonib hazirlanmasini tolob edir. Kibermokani idars etmok,
informasiya texnologiyalarindan yanlis moagsadlar iigiin istifado olunmasi ilo miibarizo mogsadilo norma,
gayda va protokollarin yaradilmasinda beynalxalq omokdasliq hoyati ohomiyyat kosb edir. informasiya
miiharibasinin inkisaf edon tobiati hiiquqi bazalarin tokmillasdirilmasi va giiclondirilmasi {igiin davamli
olaraq, saylor tolob edir [7].

Yuxarida geyd edilon mogamlara osason milli tohliikesizlik kontekstindo informasiya
miiharibasinin miirokkob va ¢oxsaxali sahoda yayilmasini geyd etmok olar. Onun konseptual asaslarini
anlamaq effektiv cavab todbirlorinin goriilmasinds vo miidafio foaliyyatlorinin hoyata kegirmasindo
onomlidir. Goriindiyii kimi, informasiya texnologiyalar1 inkisaf etdikco informasiya miiharibasindo
istifado olunan taktika vo strategiyalar da inkisaf edocokdir. Informasiya miiharibasinin mogsadlorini,
strategiyalarini vo naticalorini dork etmokla, dovlot vo ona bagli olan qurumlar, o ciimlodon toskilatlar
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milli tohliikasizlik maraqlarin1 qorumaq tglin foal todbirlor hazirlaya bilor. Omokdasliq, texnoloji
taraqqi, beynolxalq amokdasliq vo méhkom hiiquqi bazalarin inkisafi informasiya miiharibasina qarsi
miibarizado, eloco do rogomsal asrdo dovlstin tohliikasizliyi va sabitliyinin tomin edilmasi tiglin vacibdir.

Informasiya miiharibasinin milli tohliikasizliys tasiri

Rogomsal asrds informasiya miiharibasi milli tohliikasizlik tiglin shamiyyatli problem kimi ortaya
c¢ixmigdir. Qloballasan diinyada informasiya istiinliiyli ugrunda miibarizo dovlatlorin tohliikasizliyi vo
sabitliyi tiglin vacib amildir. Bu moagals informasiya miiharibasinin milli tohliikasizlik fonunda siyasi,
igtisadi, sosial vo digar sahalors tasirlorini tadqiq edir.

Siyasi tasir. Informasiya miiharibosi giic, idaroetma vo beynolxalq miinasibatlorin dinamikasina
tasir edoa bilir. Bu tasirlors aiddir:

— seckiloro miidaxilo. Roqib aktorlar secki proseslorino miidaxilo etmok tigiin informasiya
miiharibasi taktikalarindan moharatls istifads edir. Onlar dezinformasiya yaymaq, kiberhiicumlar hoyata
kegirmok Vo ya ictimaiyyeto tosir kampaniyalar: vasitasilo ictimai royi formalasdirmaq, demokratik
proseslora inami sarsitmaq Vo segkilorin naticalorini manipulyasiya etmok kimi faaliyyatlori hoyata
kegirir;

— dovlatin sabitliyinin pozulmasi. informasiya miiharibesi nifaq salmag, sosial igtisaslari
qizisdirmaq Vo ya ictimai etimadi pozmaq kimi faaliyyatlorlo dovlstin sabitliyino xalal gatira bilar.
Molumatlarin manipulyasiyast mévcud ictimai pargalanmalardan istifado eds, dovlstin legitimliyini
zoiflads va siyasi garisigliq yarada bilar;

— siyasi proseslors tosir. Informasiya miiharibosi siyasi proseslors tosir gostora bilor. Aktorlar
ictimai royi manipulyasiya etmoklo giindomi formalasdira, siyasi Qorarlari idaro edo vo effektiv
idaragiliya mane ola bilor. Yanlis molumat vo tobligat kampaniyalari ictimai ohval-ruhiyysni doyisdira,
yanlig gorarlarin gobul edilmasina sabab ola bilar [8].

Iqtisadi tasir. informasiya miiharibosi sonaye, maliyyo sistemlori vo iqtisadi sabitliys tosir edon
igtisadi problemlor yaradir. Bu tasirlors asagidakilar aid edilo bilor:

— kritik infrastruktura qars1 foaliyyatlor. Elektrik sobokalori, nagliyyat sistemlori vo ya
kommunikasiya sobakalori kimi kritik infrastrukturu hadafa alan kiberhiicumlar igtisadi tasirlora sabab
ola bilar. Potensial naticalora maliyys itkilorini va ictimai tohliikasizliyin pozulmasini aid etmok olar;

— oqli miilkiyyat ogurlugu. Informasiya miiharibasi aqli miilkiyyat ogurluguna, innovasiyalara va
igtisadi rogabat gabiliyyatino tohliiko yarada bilor. Dovlat torafindon maliyyslosdirilon aktorlar vo ya
Kibercinayatkarlar ogli miilkiyyots, ticarot, todgigat vo sonaye sirloring, hamginin inkisafedici
molumatlara icazosiz giris aldo etmok {igclin bizneslori, todgigat institutlarini vo ya dovlst qurumlarin
hadofa alir [9];

— maliyys bazarinin manipulyasiyasi. Yanls molumatlarin yayilmasi vo ya maliyys sistemlarino
koordinasiyali sokildo hiicumlarin hoyata kegirilmoasi kimi informasiya miiharibasi taktikalar1 bazar
sabitliyini vo investorlarin inamini sarsida, doyiskonlik, igtisadi itki vo maliyys institutlarina olan inamin
azalmasina Sabab ola bilor [10; 90].

Sosial tasir. informasiya miiharibasi ictimai shval-ruhiyyaya, comiyyatin birliyi v fardi davranisa
tasir edon ohomiyyatli sosial tasirlora malikdir. Miioyyan asas tasirlors asagidakilar daxildir:

— ictimai royin manipulyasiyasi. Informasiya miiharibesi dezinformasiya, tobligat yaymaq va ya
molumatlara tasir etmoklo ictimai royi manipulyasiya edos bilor. Bu, comiyyatlorin qgiitblogsmasins, sosial
boliinmalarin artmasina, institutlara vo mediaya olan inamin azalmasina sabab ola bilar;

— sosial media platformalarmin istismari. Sosial media platformalari informasiya miiharibasi
foaliyyatlori tigiin olverisli soraito g¢evrilmisdir. Roagib aktorlar bu platformalardan yanlis moalumat
yaymag, ictimai miizakiroalori manipulyasiya etmok vo mévcud ictimai disbalansin pozulmasini artirmaq
mogsadils istifado edir ki, bu da comiyyatds igtisaslara va gorginliys gatirib ¢ixarir;

— maxfilik va soxsi tohliikasizliys tohdidlor. Informasiya miiharibasi soxslorin moxfiliyini poza
Vo soxsi tohliikasizliyina zorar vura bilor. Kiberhiicumlar soxsi molumatlarin ogurlanmasi vo ya
yayilmasi, niifuza Xalal golmasi, maliyys itkisi, hatta fiziki zararlo naticalons bilar [10, 5.103-107].
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Digor sahalara aid tasirlor. informasiya miiharibasinin milli tohliikesizliys tosiri genis yer alir.
O, dovlat sistemlaring, horbi amaliyyatlara vo kasfiyyat orqanlarinin biitvlilyline zorar vura biler. Bu
istigamotdo bazi osas tasirlors asagidakilar aid edilir:

— miidafio sistemlarinin zaifladilmosi. Informasiya miiharibasi horbi sobokalori hodof alarag,
moxfi malumatlari olds eds, komandanliq va idaraetms imkanlarina zarar vuraraq, miidafio sistemlorinin
foaliyyatini sarsida bilor. Belaliklo, bir dovlatin tohliikasizlik tohdidlorino effektiv cavab vermok
gabiliyystino manes yarada bilor.

— hibrid miihariba. Informasiya miiharibesi ¢ox vaxt onanovi harbi taktikalar1 qgeyri-harbi
tisullarla birlogdirilorak, hibrid miiharibs strategiyalarmin bir hissasi kimi istifado olunur. Hibrid
miihariba fonunda harbi va geyri-harbi sahalorin miirokkab qarsiliql fealiyyati milli tohliikasizliys 6z
tasirini gostarir [11].

— kritik milli infrastruktur iigiin tohdidlor. Informasiya miiharibasi elektrik sobokalori, nogliyyat
sobokalari vo rabito sistemlori do daxil olmagla, kritik milli infrastruktur ti¢iin shamiyyatli risklor
yaradir. Sistemlorin foaliyyatlorinin mohdudlasdirilmasi vo ya pozulmast milli va ictimai tohliikasizliys,
homginin igtisadi sabitliys ardicil tasir gostorir [4].

Informasiya miiharibasi milli tohliikesizlik fonunda siyasi, igtisadi, sosial vo digor sahaloro tosir
edir, idaraetmo, demokratik proseslar, iqtisadi sabitlik, comiyyatin birliyi vo horbi hazirliq tigiin potensial
problemlor yaradir [12]. Bu tasirlari nazars alarag, milli tahliikasizlik maraqglarini gorumag tgtin effektiv
strategiyalar vo oks-tadbirlar plani islonib hazirlanmalidir. Dovlatlorarast vo beynoalxalq amokdashq,
kibertohliikosizliyin tokmillosdirilmasi, media savadliligi programlari, tokmillogdirilmis ganunvericilik
bazalar1 informasiya miiharibasi tohdidlori qarsisinda risklorin azaldilmasi, xalglarin tohliikasizliyinin
tomin edilmasi va sabitliyin qorunub saxlanmasi ti¢iin vacibdir.

Informasiya miiharibasino qarsi miibarizo strategiyalari

Ragomsal diinyada informasiya hokmranligr ugrunda gedon miibarizonin milli tohliikssizliys
tosirlori danilmazdir. informasiya miiharibasinin genis viisot almasi molumatlarin manipulyasiyasi,
yayilmasi Vo istismarina qarsi effektiv strategiyalara ehtiyac oldugunu gostarir. Bu bolmods proaktiv
todbirlori, miidafio mexanizmlarini va birge saylori ohato edon informasiya miiharibasine garsit miibarizo
tigtin bir-biri ilo six olagoali bir sira strategiyalar todqig olunur.

Maariflondirma va tahsil. Maariflondirmo va tahsilin togvigi informasiya miiharibasine qarsi
miibarizo liglin mithiim strategiyadir. Votondaslar arasinda media savadliligi, tongidi diisiinco va
rogomsal savadliligin artirtlmasi naticasinds fordlor yalan vo ya yanlis molumati miisyyan vo ayird etmok
tictin daha molumatli olur. Tohsil programlari fardlora monbalori neca giymatlondirmoyi, molumati,
faktlar1 yoxlamagi vo mazmunu tongidi tohlil etmayi 6yronmoyos imkan verir. Dovlat, tohsil miiassisalori
Vo Vvatondas comiyyati toskilatlar1 media savadliliginin togviqi tiglin resurs vo kampaniyalarin tomin
edilmosindo miihiim rol oynayir. Bundan slave, media savadliliginin va rogomsal vatondasliq tohsilinin
tosviqi informasiya miiharibasina qarst miibarizods uzunmiiddatli strategiya hesab edilir. Bu tahsil
tosobbiislori tongidi diisiinmo bacariglari, media savadliligi vo etik “onlayn” davranisi inkisaf etdirmok
tictin miixtalif yas qruplarini hadof alaraq, tadris miiassisalarinin kurikulumlarina integrasiya edilmalidir.
Media savadliligi proqramlart fordlora etibarli manbalari neco miioyyon etmayi, malumati diizgiin
giymotlondirmoyi, manipulyasiya iisullarin1 askarlamagi vo rogomsal platformalarda masuliyyatlo
navigasiya etmoyi Oyradir. Bu, fordloro informasiyanin molumatli istehlak¢isi vo informasiya
miiharibasine gars1 miibarizads foal istirak¢r olmaq imkanini verir.

Omoakdashq Vo tarafdashq. Informasiya miiharibosi beynalxalq amokdasliq vo koordinasiya talob
edon transmilli ¢agirisdir. Dovlatlor vo beynolxalg toskilatlar informasiya miiharibasi ilo kollektiv
sokildo miibarizodo normalar, ganunlar vo vahid ¢argivalorin yaradilmasi {igiin kasfiyyat malumatlarinin
miibadilasi, kiberhiicumlara cavab todbirlarinin alagalondirilmasi, informasiya mokaninda masuliyyatli
davramisin togvigi Sahesindo omokdaslq etmolidir. Informasiya miiharibasine qarst miibarizoda
beynalxalg amokdashigr inkisaf etdirmok iiciin dialog vo omokdasliq platformalari yaradilmalidir.
Bundan alava, informasiya miiharibasina qarsi miibarizods dovlatlor, kosfiyyat agentliklori, texnologiya
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sirkotlori, votondas comiyyati toskilatlar1 arasinda amokdasliq vo torofdaslhigin olmasi zaruridir. Bu
torofdasliglar molumat miibadilasi, saylarin slagslondirilmasi vo informasiya miiharibasi tohdidlaring
birgs cavab tadbirlarini 6ziindo comlagdirir. Omokdasliq tasobbiislori kasfiyyat xarakterli molumatlarin
paylanilmasi, birgo arasdirmalarin aparilmasi, texnoloji hallorin islonib hazirlanmasi vo informasiya
miiharibasini kollektiv sokildo holl etmak ii¢iin siyasat ¢orgivalorinin hoyata kegirilmasini shato edo
bilor.

Kibertahliikasizlik tadbirlarinin giiclondirilmasi. Informasiya miiharibasine qars1 miibarizodo
asas strategiyalardan biri sayilir. Qabagqcil sifrlomoa tsullarinin, giiclii audentifikasiya protokollarinin,
midaxilonin askarlanmasi sistemlarinin vo tohliikasizlik auditlorinin totbigi Kimi giiclondirilmis
Kibertohliikasizlik tadbirlari informasiya sistemlari, sabakalari va kritik infrastrukturu kiberhiicumlardan
goruyur. Miintozom giymatlondirmoalar vo monitoring sistemi zaif toroflori miioyyan etmays va risklori
azaltmaga komok edir. Dovlotlor, 6zal sektor vo beynolxalq toskilatlar arasinda omokdasliq
Kibertohliikasizlik sahasindo miikkommal tocriibalorin islonib hazirlanmasi vo icrasinda mihiim
ohamiyyat kasb edir.

Oks-tabligat va strateji iinsiyyat. Dezinformasiya, tobligat vo manipulyasiyaya qars1 proaktiv
kommunikasiya strategiyalarimin iglonib hazirlanmasi informasiya miiharibasins garsi miibarizods ¢ox
vacibdir. Effektiv oks-tobligat yalan molumatlarin askarlanmasi, dogru molumatin tobligi Vo
manipulyasiya tsullarini ifsa etmayi 6ziinds birlosdirir. Dovlatlor vo toskilatlar soffaf vo etibarli
kommunikasiya kanallar1 vasitasilo anonavi vo rogomsal media platformalarindan istifado edorak,
diizgiin molumat vermok vo problemlari operativ sokildo hall etmok {igiin ictimaiyystlo olage
saxlamalidir. Informasiya miiharibasinin tasirlorina qarsi miibarizods ictimai etimadin va qarsiligh
alagenin yaradilmasi vacibdir.

Tadgiqgat ve inkisaf. Todgigat vo inkisafa Sormays qoymag informasiya miiharibasino qarsi
miibarizods olduqca vacibdir. Dovlatlor, 6zal sektor qurumlari vo akademik dairalords yaranan
tohliikalori aragsdirmagq, qabaqcil texnologiyalari inkisaf etdirmok, informasiya miiharibasi taktikalarini
miayyanlasdirmok vo onlara adekvat cavab vermak tigiin analitik imkanlar1 artirmaq moaqgsadilo resurslar
ayirmalidir. Todgigat zamani informasiya miiharibasinin toesirini askar vo tohlil eds, hamg¢inin
effektivliyini asagi sala bilon vasits vo texnikalar hazirlamaq tigiin siini intellekt, molumat analitikas1 vo
masinin dyranilmasi kimi sahalora diggot yetirilmalidir.

Qanunvericilik va siyasat ¢argivalari. informasiya miiharibasine qars1 miibariza iigiin dayanmqli
ganunvericilik va siyasat ¢argivalorinin hazirlanmasi zoruridir. Qanunlar dezinformasiyanin yayilmas,
soxsi hayatin toxunulmazlhigimin qorunmasi, Kibercinayatkarliq va segkiloro miidaxila kimi mosalalarin
hiiqugi bazasinin olmasi vacibdir. Dovlatlor, homginin mazmunun moderasiyasi, alqoritmlorda soffafliq
Vo malumat miibadilasi tigiin tolimatlar vo standartlarin yaradilmasinda texnologiya sirkatlori ilo birgs
foaliyyat gostorilmalidir.

Beynalxalg norma va standartlar. Informasiya miiharibasino qarsi miibarizodo informasiya
mokaninda masuliyystli davranis qaydalari, kritik infrastrukturu hodof alan kiberhiicumlara qarsi
normalar vo malumat miibadilasi, omokdasliq haqqinda sazislorin yaradilmasi kimi beynalxalgq norma
Vo standartlari togviq etmok tigilin Saylor gostorilmalidir. Birlosmis Millatlor Togkilat: (BMT) va regional
qurumlar kimi beynalxalq teskilatlar dialoqun tosviginds, normalarin islonib hazirlanmasinda va
millotloraras1 omokdasligin asanlagdirilmasinda miihiim rol oynayir.

Davamh monitoring va giymatlondirma. Hazirlanan strategiyalar1 uygunlasdirmaq Vo
tokmillogdirmok ii¢iin oks-tadbirlorin effektivliyinin monitoringi vo giymatlondirilmasi vacibdir.
Dovlatlor vo toskilatlar informasiya miiharibasi foaliyyatlorina nozarat etmok, oks-tadbirlorin tosirini
giymatlondirmok vo yaranan tohliikalori miiayyan etmok iiciin mexanizmlar hazirlamalidir. Miintozom
giymotlondirmoalor strategiyalarin daim inkisaf edon informasiya mokaninda aktual vo effektiv qalmasini
tomin edir.

Informasiya miiharibasing gars1 miibarizo foal tadbirlari, miidafio mexanizmlorini va birgs soylori
birlosdiron ¢oxsaxali yanagsmani tolob edir. Yuxarida gostorilon yanasmalar effektiv oks-informasiya
miiharibasi strategiyasinin mithiim komponentloridir. Bu strategiyalar1 hayata kecgirmoklo dévlatlor,
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toskilatlar va fordlor informasiya miiharibasinin yaratdig risklori azaltmaq, milli tohliikasizlik tahdidini
aradan qaldirmaq vo informasiya ekosistemlarinin biitovliyiini saxlamaq mogsadilo birgs foaliyyat
gostars bilarlor.

Tadqiqgat istigamati: real diinya niimunalori

Informasiya miiharibesinin real diinya niimunslori bu fenomenin miirokkobliyi vo milli
tohliikasizliys tasirlori haqqinda hartorafli fikirlarin formalagmasi tigiin shamiyyatlidir. Bu niimunsalorin
aragdirilmasi totbiq olunan taktikalari, onlarin miixtalif sahalors tasirini vo informasiya miiharibasine
qarst miibarizoda ¢otinliklori dork etmays komok edir. Bu bolmads informasiya miiharibasi ilo milli
tohliikasizliyin kasismasini gostoran vacib niimunslor tadgiqg olunur.

1. Rusiyanin 2016-c1 il ABS prezident segkilorina miidaxilasi. Bu hal informasiya miiharibasi
haqqinda miithiim fikirlorin yaranmasina gotirib ¢ixarir. Sosial media manipulyasiyasi, hakerlik vo
dezinformasiya kampaniyalar1 vasitosilo rus aktorlar ictimai roys tosir etmok, nifag salmaq vo
demokratik proseslora olan inami sarsitmaq moqsadi giidiirdiilor. Yalan xoborlorin yayilmasi,
moqsadyonlii mesajlasma vo siyasi disbalansin giiclondirilmasi informasiya miiharibasinin segki
sistemlorina vo demokratik institutlara potensial tosiri qagilmaz etdi [13].

2. Kritik infrastruktura kiberhiicumlar. 2010-cu ilds kosf edilon “Stuxnet” adli kompiiter qurdu
kritik infrastrukturu hadofs alan informasiya miiharibasi ilo bagli shamiyyatli niimunadir. Birlogmis
Statlar vo Israilin birge hazirladig1 “Stuxnet” xiisusilo Iranin niive obyektlorini hodofo almisdi. Kompiiter
qurdu sonaye nozarst sistemlorini siradan ¢ixardaraq, sentrifuglara ziyan vurmus vo Iranin niive
zonginlosdirma imkanlarina ciddi manes yaratmigdir. Bu niimunas arasdirildigi zaman onun informasiya
miiharibasinin kritik infrastruktura potensial tasiri vo hiicumlarin anonimliyi kimi ¢atinliklor ortaya ¢ixir
[14].

3. ISID-in tabligat: vo terrorguluga calb edilmasi. ISID tobligat kampaniyalar1 vo sosial media
platformalart vasitosilo ekstremist ideologiyalar1 yaymaq, zorakiliq harokatlorini niimayis etdirmak vo
diinyanin miixtolif yerlorindon insanlar1 6z siralarina colb etmok magsadine nail olmaga calisir. Bu
niimunanin arasdirilmasinda moaQsod fordlori radikallasdirmaqda, zorakiligi qizisdirmagqda Vo
ohomiyyatli  milli tohliikesizliys tohdid yaratmagda olan informasiya miiharibasinin giictinii
gostarmokdon ibaratdir [15].

4. Seckilordo dezinformasiya kampaniyalari. Miixtolif 6lkslords, 0 ciimlodon Fransa vo
Almaniyada miisahido olunan bu kampaniyalar yalan molumatlarin yayilmasini, molumatlarin
manipulyasiyasini Vo segki naticaloring tosir etmok ticiin siini “onlayn” personajlarin yaradilmasini
nazords tutur. Burada moagsad, siibha va fikir ayriligi yaratmaq, demokratik proseslors ictimai inami
sarsitmaqdir. Bu niimuno aragdirmalari segki sistemlorinin vo demokratik tosisatlarin biitovliytini
gorumagq ti¢iin informasiya miiharibasina garsi miibarizonin vacibliyini vurgulayir [16].

5. Cinin Kkibercasuslug omaliyyatlari. Cinin Kkibercasusluq foaliyyati milli tohliikasizlik
baximindan digor dovlatlora ciddi problemlar yaradir. Cin aktorlar biitiin diinyada dévlat qurumlarini,
miidafia sonayesi sirkatlorini vo tadgigat institutlarini hadofa alan miixtalif haker qruplarindan ibaratdir.
Bu kiberamaliyyatlar hassas malumatlari, agli miilkiyyasti ogurlamaq va strateji tistiinliiklor alds etmok
moqsadi dasiyir. 2015-ci ildo ABS-in milyonlarla federal amokdasinin soxsi molumatlarinin olo
kegirildiyi “Personal Idaroetma Ofisi” foaliyyatinin mohdudlasdirilmas: fonunda bas vermis hadiso
informasiya miiharibasinin milli tohliikasizliya tosirini vo giiclii Kibertohliikasizlik tadbirlorina zorurat
oldugunu gostorir [2].

6. Ukraynada hibrid miihariba. Ukraynadaki miinaqisoni informasiya miiharibasi elementlorini
6ziinda birlosdiran hibrid miihariba niimunasi kimi gérmak olar. Rusiya Ukraynanin sorqindoki separatgi
horokatlar1 dastoklomoak tigiin harbi giic, tobligat, dezinformasiya kampaniyalar1 vo kiberhiicumlardan
istifado edirdi. Yalan molumatlarin yayilmasi, manipulyasiyasi Vo Ukrayna infrastrukturunu hodof alan
kiberhiicumlar informasiya miiharibasi taktikalarmin onosnavi harbi strategiyalara inteqrasiyasini
niimayis etdirir [17].
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Real diinya niimunslori informasiya miiharibasinin milli tohliikasizliys tasiri haqqinda doyorli
fikirlori 6ziindo ehtiva edir. Yuxarida geyd olunan niimunslor informasiya miiharibasinin miixtolif
taktika vo noticalorini oks etdirir. Bu arasdirmalar informasiya miiharibasine qarsi miibarizods
cotinliklori, masalan, yalan malumatin siiratlo yayilmasi va ictimai royin manipulyasiyasini todqiq edir.
Dovlatlor vo toroflorarasi amokdasliq, giiclondirilmis Kibertohliikosizlik todbirlori, media savadlilig
programlari, beynslxalg omokdasliq vo mohkam ganunvericilik bazalarinin inkisafi daxil olmagla,
effektiv strategiyalar informasiya miiharibasinin yaratdigi tohliikalors garsi miibarizods miihiim
ohomiyyat kasb edir. Bu istigamatds diinyada bas vermis insidentlori 6yronmokls, dovlstlor informasiya
miiharibasinin miirokkabliklorini daha yaxs1 anlaya vo milli tohliikesizlik maraglarinin qorunmasi ti¢iin
hortorafli yanagsmalar inkisaf etdira bilar.

Natico

Informasiya miiharibosinin milli tohliikosizliya osas tohdid Kimi ortaya ¢ixmasi onun konseptual
osaslari, tosirlori, ona qarst miibarizo strategiyalar1 vo real diinya niimunslorinin hortorafli basa
diislilmasini tolob edir. Bu moqalo Milli tohliikesizlik maraqglarinin qorunmasinda informasiya
miiharibasi ilo miibarizonin shomiyyati maqalods vurgulanmis vo miivafiq aspektlori isiglandirmisdir.

Informasiyanin manipulyasiyas1 vo istismari ilo sociyyelonon informasiya miiharibasi siyasi,
igtisadi vo sosial sahalora genis tosir gostorir. O, demokratik proseslori sarsidir, kritik infrastrukturun
foaliyyatinag zarar vurur vo ictimai inami sarsidir. Texnologiyanin siiratli tokamiilii vo roqomsal diinyanin
qarsiligl alagasi informasiya miiharibasine qars1 miibariza ilo alagali problemlori daha da giiclondirir.
Bu tohliikoni effektiv holl etmok {igiin informasiya miiharibasino qarst miibarizo strategiyalar1 foal,
omokdasliq ¢or¢ivasindo qurulmali vo ¢oxOlgiilii olmalidir. Kritik infrastrukturu vo informasiya
sistemlorini kiberhiicumlardan gorumaq iigiin kibertohliikosizlik todbirlorinin giliclondirilmasi vacib
amillordon hesab olunur. Media savadliliginin vo ragemsal vatondasliq tohsilinin togviqi fordlora
molumatlart tonqidi qiymotlondirmoys vo manipulyasiya isullarini agkar etmoys imkani verir.
Beynolxalq amokdasliq molumat miibadiloesini, birgs cavablari, norma ve coargivalorin yaradilmasini
asanlasdirir. Oks-tabligat vo strateji kKommunikasiya tasabbiislori yalan molumatlarin tizo ¢ixarilmasinda
va diizgiin molumatin tobliginds mithiim rol oynayir.

Real diinya niimunolori informasiya miiharibasinin milli tohliikosizliyo tosirinin konkret
niimunolarini 6zlindo oks etdirir. Bu niimuna arasdirmalar1 informasiya miiharibasino qarsi effektiv
miibarizo aparmaq tigiin adaptiv vo hortorafli strategiyalara olan zarurati tadqiq edir.

Notico olaraq, informasiya miiharibasino qarst miibarizo foal todbirlor, birgs soylor vo davamli
adaptasiya tolob edon miirokkob vo ¢oxsaxoli prosesdir. Dovlotlor, toskilatlar vo fordlor
kibertohliikasizlik todbirlorini giiclondirmoli, media savadliligini vo beynolxalq omokdashigi tosviq
etmoli, effektiv oks-todbirlor gormolidir. Bu faaliyyotlorin hoyata kegirilmosi milli tohliikosizlik
maraqlarin1 vo informasiya ekosistemlorinin biitovliyiinii goruya, qloballasan diinyada xalglarin
sabitliyi vo rifahini1 tomin eds bilar.
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AHHOTAHSA
NudopmanuonHas BoiiHA U HAIMOHAJIbHAA 0€30NIACHOCTH
Pamapnar Opynxes

B crarbe Ha peanbHBIX IpUMepax OTPaXEHbl pojb MH(MOPMAIMOHHONW BOMHBI B HALIMOHAJIBHOMN
0€301aCHOCTH, KOHIICTITYaIbHBIA B3TJIsIT HA WH()OPMAIIMOHHYIO BOIHY, BIMSHUE WH()OPMAIIMOHHON
BOMHBI Ha HalMOHAJIBHYIO O€30IacHOCTb, CTpaTerud OopbObl ¢ MH(OPMAIMOHHON BOHHOM.
PaccmarpuBaercsi BAXHOCTh HCIIOJIb30BAaHMS HH(POPMAITMOHHBIX M KOMMYHHKAIIHOHHBIX TEXHOJIOTUH
JUI TIOJIyYeHHs] TPEUMYIIEeCTBAa B KOH(IMKTaX WIM JOCTUXKEHHS CTPATErHYecKUX Lesied, a Takke
MaHHITYJUPOBAHMS, SKCIUTyaTalldkd ¥ PAacHpOCTPaHEHUS WHQPOPMALUU C IIETBI0 OTPHUIATEIHHOTO
BO3/CUCTBUS Ha (YHKIMOHMPOBAHUE CTPATETMUECKUX KOMMYHMKALIMOHHBIX CHUCTEM M BIIMSHUS Ha
pe3yabpTaThl, a TaKke O0ophba 3a WH(POPMAIMOHHOE MPEBOCXOJCTBO B KOHTEKCTE HAIMOHAIHHOU
6e3omacHocTH. OOBACHSAETCSA, UYTO OHO WrpaeT pemammyio poiab. OCHOBHas Ielb JaHHOTO
UCCIIC/IOBAaHUSI — TIOBBIIICEHWE MEIHMAarpaMOTHOCTH, KpPUTHYECKOTO MBIIUICHUS W IHPPOBOI
IPaMOTHOCTH TPaXJaH, a Takke (HOpPMUPOBAHHE Yy JMYHOCTU CHOCOOHOCTH BBIBJIATH M OTJIMYAThH
JOXHYI0 nHpopManuoo. B 3Tux pamkax oOpazoBaTeIbHBIE IPOTPAMMBI TIO3BOJISFOT JIFOJSIM HAYIHUTHCS
OLIEHUBATh MCTOYHUKH, MPOBEPATh MHPOPMALUIO, (GaKThl U KPUTHUECKH aHAJIU3UPOBATh KOHTEHT. B
CTaThe TaKXKe YIOMUHAETCS COTPYAHHYECTBO TOCYAAPCTB U MEKIYHAPOIHBIX OpTraHU3aluil B 00JIacTH
oOMeHa nH(popMmalmen, KOOpIUHAIMK PearupoBaHus Ha KHOepaTaku U MPOJIBUKEHUS OTBETCTBEHHOTO
NOBEJICHUST B WH(GOPMAIIMOHHOM MPOCTPAHCTBE JUISI CO3JAHHSI HOPM, 3aKOHOB M EIUHBIX PaMOK
KOJIJIEKTUBHOM 00pBhObI ¢ MHPOPMALIMOHHOM BOMHOIA.

KawueBble cioBa: crTparerndyeckas KOMMYHHKANWs, HaIlMOHaJIbHas  0€30MacHOCTb,
UH(POPMAaILIMOHHAS BOWHA, KOMMYHUKAIIMOHHBIE TEXHOJIOTHH, OOMEH MHpopMaLueit
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Abstract
Information warfare and national security
Rashadat Orujov

In the article, the role of information warfare in national security, a conceptual view of information
warfare, the impact of information warfare on national security, and strategies for combating information
warfare are reflected in real-world examples. The importance of using information and communication
technologies to gain advantage in conflicts or achieve strategic goals, as well as the manipulation,
exploitation, and dissemination of information to adversely affect the functioning of strategic
communication systems and influence outcomes, are addressed, and the struggle for information
superiority in the context of national security. It is explained that it plays a decisive role. The main goal
of this study is to increase media literacy, critical thinking and digital literacy among citizens, and to
form the ability to identify and distinguish false information in individuals. In this framework,
educational programs enable individuals to learn how to evaluate sources, check information, facts, and
critically analyze content. The article also mentions the cooperation of states and international
organizations in the field of information sharing, coordination of responses to cyber attacks, and
promotion of responsible behavior in the information space for the creation of norms, laws and unified
frameworks for the collective fight against information warfare.

Keywords: strategic communication, national security, information warfare, communication
technologies, information exchange
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Abstract. This article offers a comprehensive exploration of cyber defense's significance for
Azerbaijan's national security across three sections. The first section outlines Azerbaijan's importance
and recent developments in cyberspace. The second section delves into the Baku-Tbilisi-Ceyhan
Pipeline Cyber Attack case study, analyzing its execution, focus on national power elements, and
consequential impacts through diplomatic, informational, military, and economic lenses. Finally, the
third section provides insights into necessary capabilities to enhance Azerbaijan's cyber defense posture.

The purpose of this research is to assess the importance of cybersecurity in bolstering Azerbaijan's
national security framework, with a specific focus on recent developments and vulnerabilities in
cyberspace. A combination of analysis and synthesis research methods is employed, including literature
review, case study analysis, stakeholder interviews, comparative analysis, and scenario planning. These
methods enable a comprehensive examination of cybersecurity in Azerbaijan, encompassing existing
literature, in-depth case studies such as the Baku-Thbilisi-Ceyhan Pipeline Cyber Attack, stakeholder
insights, comparative assessments with other nations, and scenario-based analysis to anticipate cyber
threats. The research yields crucial findings, emphasizing the necessity for robust cybersecurity
measures in Azerbaijan due to its escalating reliance on cyberspace and the vulnerabilities exposed by
incidents like the Baku-Thilisi-Ceyhan Pipeline Cyber Attack. Furthermore, it underscores the
interconnected nature of cyber threats across diplomatic, informational, military, and economic domains,
advocating for investments in technology, human capital, and international collaboration to fortify
Azerbaijan's cyber defence posture and enhance cyber resilience.

Keywords: cybersecurity, Baku-Thbilisi-Ceyhan Pipeline, geopolitics, cyber threats, national
security

Introduction

The Republic of Azerbaijan is located at the crossroads of Eastern Europe and Western Asia.
“Despite its limited size and small population, Azerbaijan, with its vast energy resources, is also
geopolitically critical. It is the cork in the bottle containing the riches of the Caspian Sea basin and
Central Asia” [1].

Despite the political chaos and economic paralysis created by the collapse of the Soviet Union in
the early 1990s and the recently ended conflict in the Karabakh region, Azerbaijan's economy has
experienced a significant transformation and development. The economy of Azerbaijan is based on oil
and natural gas, and the Baku-Thilisi-Ceyhan Oil Pipeline is one of the biggest post-Soviet government
projects. It is one of the leading projects that increased Azerbaijan’s geopolitical importance, was
constructed to carry Azerbaijani oil to the west, and was completed in 2005. As a result, Azerbaijan is
the most powerful country in the Caucasus region economically and militarily. However, economic
improvement and strengthening of the infrastructure has created many challenges and threats. The
country's location and its natural resources, coupled with its balanced policy to be neutral and cooperate
with both the East and West, makes Azerbaijan vulnerable as a geopolitical pivot. Azerbaijan tries to
maintain its status as a sovereign and independent country by avoiding alliances with any geopolitical
bloc, but instead opts for economic, energy, and military cooperation with both West and East [2]. This
economic development brought information technology to the country and made its infrastructure
basically digital. The digitization of the functions and structures of state institutions and private
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companies provides many benefits to the government, businesses, customers, and citizens. However, the
ever-increasing use of information and communication technology moved society into the rapidly
evolving cyber world. This transformation shows all the institutions, organizations, and functions of the
society, and how the systems and processes of society are constructed and executed. The information
and technology connected to the cyber environment are vulnerable to various security threats. Hence,
the security of information as well as the security of the technology structures and infrastructure systems
has become a serious issue. The State Security Service of Azerbaijan believes that the cyber-security
threats are prevailing in Azerbaijan due to the digitalization of society and the development of non-oil
state infrastructure [3].

Baku-Thilisi-Ceyhan (BTC) Pipeline Cyber Attack

The term cyberspace is not only associated with the internet and connected computer systems, but
it is also linked with the electronic devices and the systems connected directly or indirectly to it [4]. The
security of cyberspace usually refers to the protection of cyberspace infrastructure, which contains the
four features, computer hardware, telecommunication structure, the control systems of operating
devices, and digital devices such as laptops or desktop computers [4]. Science fiction society termed the
word, cyberspace, and now it is a mainstream term used to describe the domain of the global information
technology environment.

We live in an increasingly networked world, from personal banking to government infrastructure.
Protecting these networks is no longer optional; instead, it is mandatory and requires a great deal of
investment. [5] Moreover, it is not only about the investment in technology, but also about personal
awareness and about how to remain secure in cyberspace. Cyber security has become a primary
challenge to all countries and organizations. It consists of threats that are generally unknown to the public
and is strongly connected to strategic interests and information security.

Due to increased dependence on the availability of information communication technologies and
the ever-growing number of internet users (now 40 percent of the world’s population) cyber security is
now much more important in the world. Statistics and reports show that cyber threats are on the rise.
The potential yearly financial impact on the global economy due to cybercrime exceeds $455 billion. [6]
Developing countries are most at risk to cyber-attacks due to the broader use of information and
communication technologies. Security is crucial for the socio-economic wellbeing of a country in the
adoption of new technologies. Considering that Azerbaijan is among developing countries and uses the
latest technologies in the field of energy, it is inevitable that cyber security is important for the country.

Traditional security has always been a priority of Azerbaijan’s foreign and domestic policies due
to the Armenian occupation of Nagorno-Karabakh, which has recently ended, concerns about the
Caspian Sea’s energy security, and the antagonistic neighbouring states of clerical Iran and nuclear
Russia. However, the well-known Stuxnet case, which aimed to delay the Iranian nuclear program,
focused Azerbaijan’s and other affected world states’ attention on cyber security [3]. Stuxnet mainly
targeted Iranian computers; however, it also affected other states. Even though this incident did not
severely damage the infrastructure and the economy, it showed the existing cyber security gaps in
Azerbaijan. In Azerbaijan, the legal basis for cyber security should be strengthened because cyber
weapons (such as the Stuxnet virus) have attempted to destroy the government infrastructures. Economic
development and neighbouring threats on the borders show the significance of cyber security in all
critical areas. Hence, cyber security has become vital concern to protect Azerbaijan's national security.

Baku-Thilisi-Ceyhan (BTC) pipeline carries oil from Caspian Sea across Azerbaijan, Georgia and
Turkey. The Sangachal terminal situated on the Caspian Sea coastline within Azerbaijan's borders is
connected to the Ceyhan marine terminal located along the Turkish Mediterranean coast. Moreover, the
pipeline facilitates the transportation of crude oil from Turkmenistan. Since October 2013, it has also
recommenced the conveyance of Tengiz crude oil from Kazakhstan via the BTC pipeline [7]. The
pipeline, which commenced operations in June 2006, was constructed by the Baku-Thbilisi-Ceyhan
pipeline company, which is operated by British Petroleum.
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The BTC pipeline incident is associated with the cyber-attack that took place on August 6, 2008,
in close proximity to the town of Refahiye within Turkey. Hackers planned a combined physical and
cyber-attack on the pipeline that caused an explosion and fire with flames as high as 50 meters [8]. The
cyberattack carried out in 2008 on the BTC oil pipeline on Turkish soil created an explosion that ignited
a fire, which blazed for over 20 days. Along the way, millions of dollars were lost in material and
revenue. The physical rupture, which led to an explosion that resulted in a fire that was extinguished by
firefighters on 7 August 2008. The pipeline was out of commission until reopened on 25 August 2008
[8].

The Kurdistan Workers’ Party (PKK) terrorist group, battling with Turkey since 1984, claimed
responsibility for the attack [9]. Despite the fact that PKK claimed responsibility for the attack, another
interesting fact was that the incidence happened during a period of escalating tensions between Russia
and Georgia, leading toward the brink of armed conflict. Two days after the pipeline explosion, Russia
formally deployed troops into the Russian-Georgian conflict. The BTC pipeline runs through Georgia
and it represented a threat to Russia’s energy policy. In some reports, it was observed that attackers
consisted of a team of two with laptops near the pipeline [8].

The BTC pipeline has been reported to have a new IP-based camera system network along the
pipeline. The attack was made through an unprotected wireless network, making disconnections of
security alarms and survey cameras. Cyber attackers had access to the control system of the pipeline and
suppressed the alarms, manipulated the process and blunted the system operators [8]. Although the
control systems in use at the BTC pipeline have not been disclosed, it is reasonable to assume that the
security of the pipeline was very weak and the only observation of the pipeline occurred through the
surveillance camera network installed along the pipeline and linked to the surveillance centre via the
internet. The attackers identified these weaknesses and were able to exploit these vulnerabilities and
penetrate the technical control system to access the alarm management server [9]. After disabling the
alarms and all communication tools with local teams (by interfering with wireless communication,) they
took control of industrial systems and created excessive pressure resulting in an explosion in the pipeline
[9]. The described attack scenario is lacking details, but reports suggests that the attackers might have
used a wireless Internet connection to gain access to the security camera network. Other details indicate
physical access to field controllers may have also been necessary [8].

The scenario describes the attack as targeting industrial computers at valve stations to change
pressure and misreport results back to the control room [8]. This information may point to direct physical
access to control components at remote locations. This information suggests that there was direct
physical access to control components at remote locations. The assault on the camera system might have
solely aimed to obstruct the pipeline operator's view, potentially facilitating physical intrusions to gain
access to field components.

This event is an example of an industrial system attack, which may have been partly supported by
a foreign government. When we analyse this attack from the Diplomatic, Information, Military, and
Economic (DIME) perspective, the most affected national power was economy. Three elements of
national power were covered in one paragraph.

Diplomatic-Information-Military: PKK's proclamation and the rise of Russian — Georgian
tensions infer that Diplomatic issues may have been the basis of this attack but tangible evidence that
can prove it does not exist. In addition, no observable diplomatic consequence arose from this attack
other than the proclamation of PKK’s responsibility for the attack. Generally, it is known that PKK's
aim is getting diplomatic power in Turkey and divide the country as they represent themselves as
freedom fighters of the Kurdish population. It is possible that they tried to send a message to the Turkish
government with this attack by demonstrating their capabilities. Countries and companies are strong as
long as they are able to hide their information and secrets, which they have to protect. Damaging these
institutions and countries is going to be a great deal easier when they are unable to defend critical
information and infrastructure. A terrorist organization attacking an industrial system with a combination
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of physical and cyber-attacks, demonstrates advanced capabilities perhaps associated with a military,
but none of these attacks were aimed at a specific military installation.

Economic: The researcher would like to start the analysis with BCT throughput capacity — one
million barrels per day from March 2006 to March 2009 [7]. The pipeline has significantly boosted the
economies of the host countries, as Georgia and Turkey receive substantial annual transit fees,
amounting to large sums of money. In the early years of operation, Turkey is anticipated to receive
around $200 million annually in transit fees, with projections suggesting that these fees could rise to
$290 million per year from 2017 to 2040. Additionally, Turkey gains from heightened commercial
activity in the port of Ceyhan and other areas of eastern Anatolia, a region that had witnessed a notable
decline in economic activities since the Gulf War in 1991 [10]. This data shows us how big the economic
damage is in this attack. If one only takes into consideration the transfer fee lost, it is approximately
equal to $11 million USD.

On the other hand, Georgia and Azerbaijan also were affected economically by this attack. Georgia
is projected to receive an average of $62.5 million annually in transit fees [10]. Twenty-day downtime
means about $3.5 million loss of income for Georgia. This attack also created a significant economic
loss for Azerbaijan. As mentioned earlier, one million barrels per day of oil were flowing through BTC;
this means that the 20-day interruption caused 20 million barrels of oil loss.

What capabilities are needed to improve Azerbaijan’s cyber defence posture?

The purpose of this paragraph is to answer: What capabilities are needed to improve Azerbaijan’s
cyber defence posture? This question has been answered under four main headings: Improve Education
on Cyber-Security, Awareness of Cyber Situations, Cyber-Security Partnerships, and Strong Cyber-
Deterrence.

To improve education on cyber-security, basic cyber security should be taught at the school level,
from beginning levels to university level. Training programs should focus on increasing the number of
incident response teams. Education would focus on prevention of attacks and key is a strong defence.
Prevention is expensive in terms of time and money but recovery is very costly and international
credibility cannot be rebuilt overnight. Cyber hygiene courses should be created for the governmental
entities and should be mandatory for all employees as a prerequisite course.

If Azerbaijan does not know who the attacker is (successfully or unsuccessfully), Azerbaijan
cannot protect itself. New laws should require that certain types of cyber-incidents must be reported to
appropriate authorities. Government policy must incentivize and encourage sharing of attack data by
victims, not inhibit or unnecessarily penalize/publicize. A framework must be built to predict the impact
of new cyber-attacks on other parts of the Azerbaijan internet infrastructure in order to take immediate
corrective action.

Cyber-Security Partnerships must be made. Cyber-defence partners could include Turkey, Georgia
as well as Pakistan. Due to sharing BTC pipeline and other strategic planned projects, with Turkey and
Georgia, it is inevitable to create partnerships in cyberspace. On the other hand, Pakistan is one of the
most powerful military partners of Azerbaijan and relations at government level are based on very strong
ties.

Strong cyber-deterrence is important and robust cyber-attack capability must be created.
Respondents must know that Azerbaijan has strong cyber-deterrence capabilities. Cyber threats can be
categorized in many ways, and each category will have different motivations and cyber skills or abilities.
The government's ability to deter each cyber-hostile group should be variable.

Over all DIME Analysis showed that, cyber threat is very harmful and very possible for Azerbaijan
due to its industrial-based economy. In order to protect the industrial-based economy and infrastructure
against cyber-attacks, cyber defence has vital importance in the national security of Azerbaijan.
Moreover, analysis has shown that the most affected instrument of national power in possible cyber-
attacks to Azerbaijan is the economy. National defence measures will mitigate the damage of cyber
hazards. First of all, it can be ensured that the critical infrastructures of country work with the network
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independent of the internet. The intranet system can be implemented to prevent attacks from the internet.
National security policy should be determined and local software should be created and focused on that.
The software produced by the foreign country may not be secure. In critical infrastructure systems and
software, the possibility of espionage can be weakened by using national products. In order to identify
vulnerabilities and hazards, attack threat detection mechanisms should be used and strengthened.
General participation can be achieved by emphasizing the importance of national cyber exercises. The
support of universities and private institutions in cyber defence strategies must be increased. National
Strategy, Laws and Recommendations, and cooperation with partner countries are important factors in
increasing the country's cyber power.

In conclusion, the Republic of Azerbaijan stands at a critical juncture, balancing its geopolitical
significance as an energy hub with the increasing challenges posed by cyber threats. The country's
economic transformation, driven by its oil and natural gas resources, has elevated its status in the
Caucasus region. However, this development has exposed Azerbaijan to vulnerabilities in the rapidly
evolving cyber world.

The Baku-Thilisi-Ceyhan (BTC) pipeline cyber-attack serves as a poignant example of the
potential risks Azerbaijan faces in the digital era. The combined physical and cyber assault orchestrated
by the PKK terrorist group not only caused a significant economic setback but also underscored the
weaknesses in Azerbaijan's cyber security infrastructure. This incident emphasizes the need for a robust
cyber defense posture to safeguard the nation's critical assets.

Conclusion

Azerbaijan's response to cyber threats requires a multifaceted approach. Primarily, enhancing
education on cyber security from schools to universities is imperative. Building a skilled workforce and
incident response teams will contribute to preventing and mitigating cyber-attacks. Additionally,
fostering awareness of cyber situations and implementing reporting mechanisms for cyber incidents are
crucial steps in bolstering the nation's cyber resilience.

Cyber-security partnerships with neighboring countries like Turkey, Georgia, and strong allies
such as Pakistan are essential. Given the interconnectedness in the region, collaborative efforts can
strengthen collective defenses and provide a united front against cyber threats. Moreover, establishing a
strong cyber-deterrence capability is paramount. Azerbaijan must highlight its ability to defend against
cyber-attacks, thereby dissuading potential adversaries.

The Diplomatic, Information, Military, and Economic (DIME) analysis underscores the economic
repercussions of cyber-attacks on Azerbaijan. The country's industrial-based economy makes it
susceptible to disruptions, and protecting against cyber threats becomes integral to national security.

In conclusion, Azerbaijan's journey towards economic development and geopolitical prominence
necessitates a proactive and comprehensive approach to cyber security. By investing in education,
fostering awareness, building strategic partnerships, and establishing a formidable cyber-deterrence
capability, Azerbaijan can fortify its defenses in the cyber domain. In doing so, the nation can continue
to thrive in the digital age while safeguarding its critical infrastructure and economic prosperity.
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Xiilasa
Azarbaycanmin milli tohliikasizliyi ii¢iin kibermiidafionin shamiyyati
Mehrac Hiiseynov

Maqalonin hor {i¢ bolmosinde Azorbaycanin milli tohliikasizliyi {iciin  kibermiidafionin
ohomiyyatinin hortorofli todqiqi oks olunur. Birinci bdlmads son illorde kibermokanda bas veran
hadisolor vurgulanir. Ikinci bdlmoda Baki—Thilisi-Ceyhan boru komorino kiberhiicum arasdirilir,
diplomatik, informasiya, horbi vo iqtisadi milli giic elementlori do nazars alinaraq, bu hiicumun tosiri
tohlil edilir. Ugiincii bdlmada Azorbaycanin kibermiidafio sahosindoki giiciiniin artirilmasi iigiin lazim
olan imkanlar barodo molumatlar 6z oksini tapir. Todqiqat isinde moqsad Azorbaycanin milli
tohliikasizlik  sisteminin  giliclondirilmasinde  kibertohliikasizliyin =~ oshomiyyatini  vurgulamagq,
kibermokanda bag veran son hadisalori qiymatlondirmok va bu sahadoki zoifliklori miiayyon etmokdon
ibaratdir. Maqalads tohlil, sintez vo miiqayisali tohlil todqigat metodlarindan istifado edilmisdir. Bu
tisullar Azorbaycanda kibertohliikasizliyin hortorafli todqigine, mdvcud adabiyyatlarin tohliline, Baki—
Thilisi-Ceyhan boru komorino edilon kiberhiicumun analizino, maraqli toroflorin roylorino, digor
Olkolorls miigayisali qiymatlondirma aparmaga vo ssenari asasinda tohlilo imkan verir. Todqiqat isindo
kiberzoifliklorin agir naticalorinin garsisinin alinmasinda kibertohliikasizlik todbirlorine ehtiyac oldugu
vurgulanir vo bununla baglh todbirlor planmi toklif edilir. Bundan olave, todqiqat isinds diplomatik,
informasiya, harbi vo iqtisadi sahalords kibertohliikalorin bir-biri ilo olagsli xarakteri, eyni zamanda
Azorbaycanin kibermiidafio imkanlarin1 giliclondirmok vo kiberdavamliligini  artirmaq {igiin
texnologiyaya, insan kapitalina vo beynolxalq omokdasliga sormayolorin yatirilmasinin ohomiyyati
osaslandirilir.

Acar sozlar: kibertohliikosizlik, Baki-Thilisi-Ceyhan boru kamari, geosiyasat, kibertohdidlor, milli
tohliikasizlik
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AHHOTaNuA
3HaveHne KHOEP3AIMTHI /151 HAITUOHAJIbHOM
0e3omacHocTH A3epOaiiikana
Mexpaaxk I'yceiinoB

B nanHOIl cratbe B Tpex pas3jeliax OIMCHIBAETCS KOMIUIEKCHOE MCCIEA0BaHUE 3HAYUMOCTU
KnOep3aluThl Ul HalMOHAJIbHOM Oe3omacHocTu AsepbaiipkaHa. B mepBom pasgene orpaxaercs
BaXHOCTb A3epOaii/pkaHa U pa3BUTUS B KHOEPIIPOCTPAHCTBE 3a MOCIeTHIE ro/bl. Bo BropoM paszzaene
paccmaTpuBaeTcs npumep kubepataku Ha TpyobonpoBoa baky-Tounucu-/xelixan, aHanusupyercs ee
peain3anysi, OCHOBHOE€ BHMMAHME YJAENAETCS AJIEMEHTAM HAlMOHAJBHOM MOUIM M IOJYYE€HHBIM
s ¢exram yepe3 AUMIOMATHUECKYI0, MH()OPMAIMOHHYIO, BOCHHYI0 U SKOHOMUYECKyro Npusmy. U
HaKOHEII, B TPEThEM pa3zeiie NaeTcs MPeICTaBICHUEe O HEOOXOAUMBIX BO3MOKHOCTSX ISl YKPEIUICHUS
noreHnuana kubep3ammrTel AszepOaiimkana. llenplo maHHOrO ucCciIeOBaHMs SBJSIETCS OLIEHKA
3HAUUMOCTH  KHOepOe30macHOCTM B YKPEIUIEHMHM CHCTEMbl  HAIMOHAJbHOW  0€30MacHOCTU
AzepOaiikaHa, ¢ 0COOBIM aKLIEHTOM Ha MOCJIEIHHE COOBITHUS U YA3BUMOCTH B KHOEpHpocTpaHcTBe. B
AQHAJIN3€ U CUHTE3€ MCIONb3YETCS COYETAaHHWE MCCIEA0BATENbCKUX METOJ0B, BKJIOYAs aHaIU3
JUTEpaTyphl U pabOThl, UHTEPBbIO C 3aWHTEPECOBAHHBIMH CTOPOHAMH, CPABHMUTENBHBIM aHAIU3 U
CLIEHAapHOE IUUIaHUpPOBaHWE. OTU METOAbl I03BOJISIOT IPOBECTH BCECTOPOHHEE MCCIIEA0BaHUE
KnbepbOe3onacHoCTH B A3ep0OaiikaHe, IpOaHaIM3UpOBATh CYLIECTBYIOILYIO IUTEPATYPY, YIIYOJIEeHHbIE
TEMaTUYEeCKHE WCCIECIOBaHUs, TakMe Kak KuOepaTaka Ha TpybompoBoj baky-TOummcu-J/[xeiixaH,
MHEHUS 3aUHTEPECOBAHHBIX CTOPOH, CPABHUTEJIBHBIE OLICHKH C PYTUMHU CTPaHAaMU, a TAK)KE aHAJIU3 Ha
OCHOBE CILIEHApWEB ISl MPEKIEBPEMEHHOIO MPOrHO3MpoBaHus KubepOe3omacHocTH. MccnenoBanue
JlaeT BaXKHbIE PE3YJIbTaThl, KOTOPbIE MOJYEPKUBAIOT HEOOXOIMMOCTh HPUHATHS CTPOTMX Mep IO
kuOepOe3onacHoCTH M3-3a ys3BUMOCTEH, TpybompoBoga baky-ToOwmucu-J[xeiixaH mToaBEepKEHHBIX
UHIMJEHTaM KuOepatak B AsepOaiipkaHe M ysA3BUMOCTH K KubOeparakam. Kpome TOro, on
MOYEPKUBACT B3aWMOCBS3aHHBIA XapakTep KHOepyrpo3 B AMILIOMAaTHYECKOW, HH(OPMAIMOHHOH,
BOCHHOM M SKOHOMHMYECKOW cdepax, MpomaraHaupysi WHBECTHLMH B TEXHOJOIMH, YEJIOBEUYECKHIl
KaluTal M MEXAYHapOJHOE COTPYIHUYECTBO Ul YKpEIUIEHUs MOTEHLHajda KuOep3aluThl
AzepOaiiykaHa 1 TOBBIILIEHUS KHOEPYCTOHUNBOCTH.

KuroueBnble ciioBa: kudepbe3onacHocTh, TpyoornpoBoa baky-TOunucu-Jxelixan, reonojuTrka,
KHOepyrpo3bl, HallMOHAJIbHAsI 0€3011aCHOCTh

Magqala redaksiyaya daxil olmusdur: 15.01.2024
Tokrar islanmaya gondorilmisdir: 26.01.2024
Capa gabul edilmisdir: 07.03.2024

122



Milli Toahliikasizlik va Harbi EImlar — National Security and Military Sciences
Ne2(10)/2024, sah. 123-132
MILLI TOHLUKOSIZLIK NATIONAL SECURITY

UQOT 004 DOI: 10.30546/9878.2024.2.10.0036.

PRESERVING CONFIDENTIAL INFORMATION: A COMPREHENSIVE
ANALYSIS OF SECURITY AND PRIVACY CONCERNS
IN INTERNET OF THINGS (I0T) SYSTEMS

mayor Elshan Tanriverdiyev
National Defence University
elshantanriverdiyev@gmail.com

Abstract. This research paper conducts a thorough analysis of security and privacy concerns within
internet of things (loT) systems, aiming to identify vulnerabilities across its various layers perception,
network, transport, and application — and develop strategies to mitigate these risks. The study is
structured to first categorize major security threats and privacy issues within each 10T layer, followed
by a comprehensive literature review to understand existing challenges and solutions. Further tasks
include analyzing common attack vectors and assessing the effectiveness of proposed security measures
through simulations and real-world case studies.

A variety of research methods were employed, including systematic literature reviews, case
studies, experimental research, and simulation modeling to test and predict effectiveness of the solution.

The research results reveal key vulnerabilities within each 10T layer and catalog a comprehensive
range of potential attack vectors by their targets and threat nature. It highlights significant shortcomings
In existing security measures, and emphasizes the need for enhanced solutions tailored to these specific
vulnerabilities.

The outcome of the research is the development of recommended security measures and best
practices, specifically designed for 10T systems. These recommendations encompass layered security
protocols, enhanced encryption methods, and dynamic authentication mechanisms. The study also
proposes a framework for continuous security assessment and adaptation, aiming to foster the
development of more resilient and secure IoT environments. This comprehensive approach not only
addresses current security challenges but also prepares for future threats.

Keywords: internet of things, 10T Systems, 10T security issues, 10T security attacks

Introduction

In the realm of future technologies, the Internet of Things (1oT) has become a ubiquitous and
frequently discussed concept. 10T comprises a network of intelligent objects, with these nodes serving
as the central actors in the 10T network. Their primary function is information exchange and facilitating
user communication. 10T stands at the forefront of the ongoing expansion of internet services, as it aims
to integrate and connect an extensive array of objects and devices [1]. 10T entities encompass a wide
range of devices, including laptops, smartphones, smartwatches, televisions, and automobiles. Each
individual 10T node within the network possesses its distinct identity and designated role. The seamless
cooperation among these nodes results in the formation of a robust and collaborative 10T network.
Within 10T, objects are integrated into the physical environment and initiate data collection and sharing
autonomously, free from human intervention. It was projected that the quantity of interconnected objects
on the internet would soar to approximately 25 billion by the year 2020 [2]. 10T devices exhibit
intelligence due to their access to data and information from interconnected devices, providing them
with the capability to make real-time decisions and execute their functions intelligently. Figure 1
illustrates the fundamental concept of IoT systems [3]. In the near future, the proliferation of loT
networks is anticipated to continue, expand in scope, and assume greater significance within the realm
of technology. As 10T continues to evolve, fresh security and privacy concerns emerge, alongside the
exacerbation of conventional security and privacy issues. Two primary drivers of this phenomenon are
the vast number of connected objects and the increasing diversity within the 10T landscape [4]. Within
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lIoT development communities, there is a diverse group of developers, some of whom possess limited
familiarity with security standards. The inherent complexity and ambiguity surrounding 10T have
consequently elevated 10T security to the top priority for both end-users and institutions [5].

Any Any
Application| | Domain

Any
Body

.V

Figure 1. The fundamental concept of 10T systems

Much like any other technology, 10T is susceptible to attacks from malicious users or hackers. The
extensive and intricate architecture of 10T creates vulnerabilities that hackers can identify and exploit,
potentially leading to network breaches. These breaches can manifest in various ways, including network
disruption, data misuse, and more. Given the critical role of 10T networks, it is imperative to fortify their
security and address all potential vulnerabilities. Users are increasingly seeking the highest levels of
security and privacy when utilizing 10T networks, given the sensitive information exchanged within
these networks. Consequently, the subject of 10T security and privacy has gained prominence due to the
integral role of 10T in our daily lives. 10T technology is omnipresent, appearing in forms such as smart
wearables (e.g., smartwatches), smart homes, autonomous vehicles, precision agriculture systems,
healthcare solutions, and more.

Security concerns within 10T networks stem from multiple sources. Some of these issues in
security and privacy result from attacks on different layers of the IoT architecture. Additionally, attacks
may exploit the network's communication characteristics to infiltrate and compromise network
components, weakening their integrity. This paper conducts a thorough examination of 10T security and
privacy issues, delving into their complexities. It seeks to shed light on the types of attacks that can target
loT systems, detailing how these attacks have detrimental effects. Furthermore, the paper outlines
measures to prevent attacks and fortify 10T systems against potential threats. It serves the purpose of
providing comprehensive insights into the state of 10T security and the possible risks faced by 10T users,
thereby aiding in the development of stronger and more secure I0T systems, given their expanding use
in everyday life.

1. Security and privacy concerns at different layers of 10T:

0T consists of four primary layers, namely, the perception layer, network layer, transport layer
(commonly referred to as the Middleware Layer), and the application layer. Each of these layers
introduces its distinct privacy and security considerations. This section will provide an in-depth
exploration of these 10T layers, highlighting the respective issues, challenges, and security aspects.
Figure 2 illustrates the composition of 10T layers.

The perception layer encompasses distinct sets of data, divided into two primary components: the
perception node and the perception network. The perception node assumes the role of data collection,
while the perception network manages the transmission and administration of data. Within the
perception layer, a diverse array of sensor technologies are integrated, such as Radio Frequency
Identification (RFID) [6].
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RFID systems encounter security and privacy challenges. The perception layer encompasses a
variety of control and data collection modules, including sound sensors, vibration sensors, and
temperature sensors. Within this layer, the primary role is to gather data from the environment through
the use of sensors and actuators.

Hardware and sensors

Perception
Layer
* Protocols, communication
Network technologies and network
Layer
Transport * Data storage technologies
(Middle-ware)
Layer

Applications and services

Figure 2. 10T layers

Subsequently, the perception layer undertakes the tasks of data verification, collection, and
processing before forwarding the information to the subsequent layer, which is the network layer. It is
worth noting that data collected within the perception layer may undergo pre-processing before
transmission to the network layer. Additionally, this layer is responsible for regulating data sources, with
0T nodes serving as the primary data origin [7].

1.1. Perception layer security and privacy issues:

0T nodes face significant susceptibility to attacks, which has led to the development of a security
node within the architecture of the perception layer (referred to as SNPL). The application layer
primarily encompasses hardware components and sensors. Within the perception layer, there are various
security and privacy concerns, which are outlined as follows:

1.1.1. Tag Cloning:

Tags are affixed to various objects, and, through certain hacking techniques, the data on these
objects can be accessed, read, and even altered. This situation can result in tag cloning, where individuals
with ill intent can effortlessly capture tags and produce duplicates, making it challenging for users to
distinguish between the compromised and authentic tags.

1.1.2. Eavesdropping:

Eavesdropping refers to the interception of information exchanged between two nodes or
communication devices, often involving a process known as data sniffing. The wireless nature of RFID
technology renders it vulnerable to eavesdropping, making it relatively easy for hackers to intercept
sensitive information flowing between the tag and the reader, or vice versa. Within the realm of wireless
surveillance, there are two primary categories of eavesdropping attacks: passive and proactive. Proactive
eavesdropping is employed with the aim of intensifying the eavesdropping rate.

1.1.3. Spoofing:

These attacks involve the transmission of inaccurate and deceptive information to the RFID
system, with the intent of falsely representing it as originating from an authenticated and genuine source.
This deceptive tactic grants attackers full access to the system, rendering it vulnerable. Spoofing attacks
are a type of assault that can result in the creation of routing loops. Such attacks have the capability to
both truncate and elongate source routes, achieved by either repelling or enticing network selection by
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nodes. Spoofing attacks encompass various forms, including IP spoofing and RFID spoofing. RFID
spoofing takes place when an attacker attempts to deceive the system and gain access to records,
subsequently sending harmful data by employing the identification of an authorized tag. Attackers
employ tactics aimed at persuading the application that they are genuine users, with the objective of
assuming control over the loT application.

1.1.4. RF Jamming:

Radio Frequency (RF) Jamming involves a deliberate non-compliance with lower-level protocols
to disrupt ongoing legitimate communication. RF jamming can have various detrimental effects on
communication by transmitting signals with diverse patterns. In this type of attack, RFID tags are
compromised through a Denial of Service (DoS) attack, which introduces RF signals mixed with noise
signals, disrupting communication. The source initiating jamming attacks may vary in power, from very
potent, capable of damaging the entire network, to less powerful, causing harm to specific network
segments. Security attacks and threats are pertinent across all layers of 10T. These attacks fall into two
broad categories: active attacks, which directly impede service, and passive attacks, which observe 10T
network information without obstructing network functions. Security attacks can also be categorized
based on their source of origin, with external attacks stemming from sources outside the network, and
internal attacks initiated by insiders. At all 10T layers, 10T objects and services are susceptible to Denial
of Service (DoS) attacks, which aim to render the network inaccessible to authorized users [8].

Within the perception layer, three primary security issues are prominent. The first issue pertains
to the strength of wireless signals. In this layer, signals are transmitted between sensors using wireless
technologies, and the effectiveness of this communication can be compromised by interference from
disruptive waves. The second issue is associated with I0T devices, where sensor nodes can be
incapacitated either by the device owner or by potential attackers. This vulnerability is due to the outdoor
and external nature of I0T systems, making them susceptible to physical attacks on both the 10T nodes
and the loT system. The third issue revolves around the dynamic nature of network topology within 1oT.
loT nodes frequently move across various locations, resulting in a constantly shifting network topology.
In the perception layer, RFID and sensors play a critical role. However, these components have limited
storage, power capacity, and computational capabilities, making them susceptible to security breaches
and attacks.

Altering, spoofing, or replaying the identity information of an IoT device can instigate a replay
attack [9]. In a timing attack, hackers scrutinize the time required for encryption to deduce the encryption
key. Node capture attacks transpire when an attacker gains control over 10T nodes, capturing their data
and information. Attackers exploit the confidentiality of the perception layer by employing replay
attacks, timing attacks, and node capture attacks. To threaten the integrity of data in the perception layer,
assailants may add an extra node that transmits malicious data to the 10T network. Initiating a Denial of
Service (DoS) attack is attainable by draining the energy of 10T nodes and preventing them from entering
sleep mode, which is designed to conserve energy. Security issues within the perception layer can be
mitigated through the implementation of point-to-point or end-to-end encryption measures.

The perception layer constitutes the foundational tier in 10T systems, situated at the lowest level
of the 10T layer hierarchy. This layer serves multiple security functions and serves four primary
purposes: safeguarding data privacy and sensitive information, enabling authentication, and assessing
potential risks. Authentication is a crucial security objective essential for safeguarding systems against
intrusion from hackers and malicious entities. Cryptography provides a means to implement
authentication, employing algorithms capable of generating digital signatures to fortify protection
against attacks, including collision attacks and brute force attempts. The protection and security of data
are paramount during both collection and transmission to subsequent layers. Achieving data privacy can
be accomplished through the utilization of symmetric and asymmetric encryption algorithms. These
encryption algorithms are particularly advantageous for sensor deployment due to their minimal power
consumption. Ensuring location anonymity and identity protection is essential for securing sensitive
information. This can be effectively accomplished through the K-Anonymity approach, which shields
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user data, identity, and location information from potential exposure and harm. Risk assessment holds a
significant role within 10T security, primarily because it aids in the identification of novel threats to
systems. Furthermore, it assists in the formulation of security strategies that can be categorized as
optimal, ultimately serving as a preventative measure against potential security breaches. In the event
that an intrusion is detected, the RFID reader issues a kill-command to the RFID tag to halt unauthorized
access to the data stored on the tag [10].

2. 10T Network Layer security and privacy issues:

Following the perception layer in the 10T layers framework, the subsequent layer is the network
layer. This layer assumes responsibility for ensuring the security of information and facilitating the
transmission of data within the network.

The network layer encompasses a spectrum of technologies including mobile devices, the internet,
and cloud computing. Within this layer, Wireless Sensor Networks (WSN) are responsible for reliably
transmitting data from sensors to their intended destinations. It also plays a crucial role in facilitating
data exchange between 10T devices and hubs and serves as the foundation for data routing. Various
technologies such as WiFi, Bluetooth, 3G, and LTE are employed in the network layer to manage
internet operations, including switching, routing, and gateways. Network gateways act as intermediaries
between loT nodes, facilitating the process of transmitting, aggregating, and filtering data. The network
layer consists of an array of protocols, communication technologies, and the corresponding hardware.
In practice, the network layer plays a pivotal role in establishing connections between IoT nodes and
loT applications, allowing for data flow and interaction. Each node or device within the loT system has
a unique identity to enable data traceability. Network components like switches, hubs, routers, and
gateways are crucial in connecting 10T nodes and devices with each other. One of the primary security
concerns at the network layer is the potential for a Denial of Service (DoS) attack. These attacks are
initiated by malicious actors with the intent of rendering services unavailable to legitimate users.

2.1. Sybil Attack:

A Sybil attack involves an attacker attempting to compromise the system by manipulating a node
to possess multiple identities, leading to the dissemination of false information. In a Sybil attack,
malicious entities can employ multiple identities within the same network, often presenting duplicated
or erroneous identification for the purpose of deceiving other 10T nodes.

2.1.1. Sinkhole Attack:

A sinkhole attack revolves around the strategy of making compromised nodes appear appealing to
nearby nodes, causing data to be directed toward these compromised nodes and, ultimately, leading to
dropped packets. The system, under the influence of this attack, falsely assumes that data has been
successfully transmitted to its destination, while, in reality, the system’s traffic is disrupted. Sinkhole
attacks can potentially trigger a Denial of Service (DoS) scenario due to the increased energy
consumption associated with routing through malicious nodes. In a sinkhole attack, a malicious node
can deceive 10T nodes by providing fraudulent routing information, redirecting the packets of other
nodes through it. The process of a sinkhole attack operates in a clandestine manner, typically escaping
the network's detection mechanisms, as attackers aim to mislead the system into believing that all
transmitted data has reached its intended receiver.

2.1.2. Denial of Service (DoS) Attack:

A Denial of Service (DoS) attack transpires when an attacker seeks to inundate a network with an
excessive volume of meaningless traffic, depleting the system's resources. As a result, the system's
network becomes inaccessible to its users. In this type of attack, the attacker sends a barrage of requests
to a server, overwhelming it with requests, ultimately causing the server to become unresponsive or go
offline.

2.1.3. Malicious code injection:

A malicious code injection attack transpires when an attacker attempts to manipulate a sensor node
into introducing malicious code into the system, resulting in network shutdown. This subsequently grants
the attacker complete control over the network. Code injection enables attackers to incorporate malicious
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code into input fields, allowing them to execute the code and gain unauthorized access to the application.
This form of attack can manifest when injecting malicious JavaScript code into an HTML document,
potentially leading to hijacking and the spread of botnets.

2.1.4. Man-in-the-Middle Attack:

The Man-in-the-Middle attack is akin to an eavesdropping attack, with its focus centered on the
communication channel. In this attack, an unauthorized user can intercept and manipulate
communication between two other parties. Additionally, the unauthorized user has the capacity to
assume the identity of the victim and utilize the channel for information acquisition.

In a Passive Man-in-the-Middle attack, an eavesdropper taps into the communication using a
Poisson channel. In the context of traffic analysis, passive monitoring and eavesdropping can
compromise the privacy and confidentiality of 10T networks. These three attacks are frequent due to the
remote access mechanism and data exchange. Man-in-the-Middle and eavesdropping attacks are
especially likely to occur in the network layer. The security of communication channels becomes
compromised if the keying material of 10T devices is intercepted.

IoT communication fundamentally differs from typical internet communication because loT
extends beyond machine-to-human interactions to include machine-to-machine communication. This
expansion introduces compatibility and security challenges, particularly in the context of heterogeneous
network components [10]. Standard network protocols are often inadequate for addressing these diverse
elements. In an 10T network, various objects are interconnected to gather information about users, a
feature that malicious actors may exploit to misuse user information. Consequently, safeguarding 10T
network objects is as crucial as protecting the network itself. These objects should possess the capability
to take proactive measures in self-defense against network-initiated attacks. This requires the
implementation of robust protocols and software within the network, enabling objects to respond to
abnormal behaviors or conditions that threaten both the objects and network security.

Network layers encompass both wired and wireless communication capabilities. The openness of
wireless communication channels exposes the network layer to a multitude of potential attacks. Security
within the network layer can be categorized into three types: authentication, routing security, and data
privacy. The implementation of authentication and encryption measures is effective in thwarting
unauthorized access to nodes, consequently preventing the dissemination of false information. The most
common threat encountered is the Denial of Service (DoS) attack, which disrupts the network by
flooding it with an excess of meaningless traffic within communication channels. Routing algorithms
play a crucial role in ensuring the privacy of data transmitted between sensors and the system. To
enhance the system's error detection capabilities and fortify it against potential failures, multiple data
routing paths need to be established. Security control mechanisms must be integrated to monitor the
system and shield it from various forms of intrusion. To verify that received data at one end matches the
original data transmitted from the other end, data integrity methods should be implemented. The security
issues within the transport layer can be categorized as follows:

2.2. 10T Transport (Middle-ware) Layer security and privacy issues:

Following the network layer in 10T systems, the subsequent layer is the Transport (Middle-ware)
Layer. Within this layer, data storage technologies, such as cloud computing, are employed. This layer
facilitates ubiquitous access for the perception layer, and it is divided into three distinct layers: local
area, core network, and access network.

2.2.1. Unauthorized Access:

Unauthorized system access may transpire when an attacker engages in data deletion or restricts
access to 10T services, thereby inflicting harm on the 10T system. The Transport (Middle-ware) layer
offers dual interfaces, one for data storage and another for applications. Attackers can gain unethical
entry to infiltrate the network by exploiting misconfigured access control rights.

2.2.2. DoS Attack:

A Denial of Service (DoS) attack is characterized by the generation of a substantial volume of
superfluous traffic aimed at incapacitating the system. Attackers execute these attacks to render the
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network service unavailable for a specific duration [10]. Numerous DoS attacks can be launched to target
the 10T system, with their objective being the depletion of service provider resources and network
bandwidth. The complexity and heterogeneity of 10T networks render the transport layer susceptible to
DosS attacks.

2.2.3. Malicious Insider:

Insiders possess the capability to manipulate and modify data to serve their personal interests. A
Malicious Insider attack transpires when an insider manipulates data for their personal gain or the benefit
of third parties. One potential method to safeguard IoT systems against malicious insider attacks involves
the implementation of the Isabelle insider framework. This framework is designed to identify any policy
violations that may occur [11].

2.3. 10T Application Layer security and privacy issues:

The final layer within the IoT framework, subsequent to the Transport (Middle-ware) Layer, is the
application layer. This layer plays a vital role in structuring the application layer's services, is visible to
end users, and represents the topmost layer. Its purpose is to fulfill the vision of creating smart
environments and loT-based systems, ensuring authenticity, integrity, and confidentiality. However,
security issues can arise due to the absence of standardized processes for managing application
development and their interactions [12]. It becomes challenging to guarantee data privacy and
authentication for applications that employ diverse authentication mechanisms. The application layer
encompasses various service domains, such as connected cars and healthcare, each of which must
address its specific security threats and establish corresponding security measures. The Application
Layer provides user access to 10T applications. Security measures can be integrated into the application
layer by incorporating security policies in the functional architecture. Security concerns within the
application layer can be mitigated through the implementation of security measures such as firewalls,
antivirus software, and intrusion detection systems. These security issues within the application layer
can be categorized as follows:

2.3.1. Malicious Code Injection:

Malicious code injection transpires when an attacker inserts malicious code into the system to
pilfer user data. Hackers initiate this attack by exploiting vulnerabilities in the system's graphical user
interface (GUI), either within the software or on the device itself, to execute actions such as Cross-Site
Scripting (XSS) attacks, deploying Trojans that disrupt normal operations, or executing remote code.
Unlike traditional attacks that can be deterred with antivirus tools, malicious code injection presents a
challenge since it may either activate automatically or necessitate the attacker's intervention to initiate
the attack on the system.

2.3.2. DoS Attack:

In recent times, Denial of Service (DoS) attacks have evolved to become more sophisticated than
their earlier counterparts. These attacks employ a smokescreen tactic to carry out their malicious
activities, deceiving users regarding the actual location of the attack. This strategy leads users to believe
that the attack is occurring in a different part of the system, ultimately diverting their attention [13]. As
a consequence, DoS attacks can place unencrypted sensitive user information into the hands of hackers.
DoS attacks operate within the application layer, much like their actions across other layers, with the
shared objective of disrupting service availability. DoS attackers possess the capability to undermine the
availability of services or applications.

2.3.3. Spear-Phishing Attack:

The Spear-Phishing attack begins when an attacker attempts to launch an assault on users through
emails sent to the victims. The goal is to entice victims into opening the email, with the aim of acquiring
additional sensitive data from them. Spear-Phishing is a multi-step procedure that entails the attacker
gathering information about a specific target or a group of targets.

2.4. Sniffing Attack:

A Sniffing attack happens when an attacker introduces a sniffer application into the system,
allowing them to gather information about the network, ultimately compromising the system. Sniffing
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can take various forms, including DNS poisoning, ARP poisoning, DHCP attacks, MAC flooding, and
password sniffing [14]. Sniffers initiate their monitoring activities at the data link layer, and once the
data link layer is compromised, other upper layers become involved in the sniffing process.

There are no universally applicable rules and standards in place to regulate the development and
interactions of 10T applications. This lack of uniformity gives rise to several security concerns related
to loT applications. These applications employ diverse authentication mechanisms, making it
challenging to ensure data privacy, identity verification, and seamless integration of various 10T
applications. As the number of connected devices participating in information sharing within the loT
network increases, it places a growing burden on applications responsible for data analysis. This, in turn,
affects the availability of services. When designing IoT applications, three critical considerations must
be addressed: understanding how users interact with the application, managing the volume of data, and
determining the system administrator. 10T application users should be equipped with tools that grant
them control and management over their data disclosure preferences. Users should also possess
knowledge about the usage, timing, and entities accessing their data.

Security measures within the Transport (Middle-ware) layer and application layer are categorized
into four distinct areas: risk assessment, authentication, data security, and intrusion detection.
Authentication serves as a safeguard against malicious users attempting to gain unauthorized access to
the system by verifying their identities. The Middle-ware layer leverages various key technologies, such
as cloud technologies, which can be susceptible to compromise and insider threats. Additionally,
virtualization, a technology utilized in this layer, is exposed to data security threats and DoS attacks.
Intrusion detection technologies function by raising alerts when any unusual events occur within the
system. This is achieved by continuously logging and monitoring the activities of potential intruders.
Intrusion detection technologies encompass various approaches, including data mining and anomaly
detection. Risk assessment plays a pivotal role in justifying security strategies and enhancing the overall
security structure. Encryption technologies can be deployed to prevent data theft and misuse, serving as
a means to safeguard data and thwart malicious activities initiated by attackers and malicious users.

Conclusion

loT technology significantly enhances communication capabilities and interactions among users,
driving advancements in smart homes, agriculture, and other areas vital for modern living. Despite these
advantages, the susceptibility of 10T systems to security breaches by malicious entities poses a severe
risk, particularly in terms of accessing and compromising sensitive data. This reality highlights the
urgent need to develop robust security strategies and measures to protect 10T infrastructures and the
private data they handle. Security and privacy issues within 10T are critical concerns that vary widely in
severity and nature, including both internal and external threats. Although the forms of these attacks
differ, they uniformly threaten substantial damage. This research paper thoroughly reviews the literature
on loT security and privacy, addressing the specific security concerns within each layer of 10T
architecture and detailing the types of security attacks and their preventive countermeasures.
Additionally, it critically assesses the ongoing challenges in 10T security and privacy, emphasizing the
need for continuous improvement in security practices to safeguard against evolving threats.

References

1. Singh, D., G. Tripathi, and A.J. Jara, “A survey of Internetof Things: Future Vision,
Architecture, Challenges and Services,” 2014 IEEE World Forum on Internet of Things (WF-1oT), pp.
287-292, Mar 2014.

2. Alsamani, B., Lahza, H. A Taxonomy of I0T: Security and Privacy Threats // 2018 International
Conference on Information and Computer Technologies (ICICT) / — USA, — March, — 2018, — p. 72-77,

130



Milli Tahliikasizlik va Harbi EImlar — National Security and Military Sciences
No2(10)/2024
MILLI TOHLUKOSIZLIK NATIONAL SECURITY

3. Solangi, Z. A., Solangi, Y. A., Chandio, Aziz, Abd., Hamzah, M. S., Shah., A. The future of
data privacy and security concerns in Internet of Things // 2018 IEEE International Conference on
Innovative Research and Development (ICIRD, — Thailand, — May — 2018, — p. 1-4

4. Zhang, Z. K., Yi Cho, M. C., Wang, C. W., Hsu, C. W., Chen, C. K., Shieh, S. 10T Security:
Ongoing Challenges and Research Opportunities // IEEE 7th International Conference on Service-
Oriented Computing and Applications, — Japan, — November 17-19, — 2014, — p. 230-234.

5. Sarrab, M., S. Alnaeli, M. Critical Aspects Pertaining Security of loT Application Level
Software Systems // 2018 IEEE 9th Annual Information Technology, Electronics and Mobile
Communication Conference (IEMCON Vancouver, BC, Canada, November 2018, — p. 960-964.

6. Alabaa, F. A., Internet of Things security: A survey / F.Alabaa, A.M.Othmana, I.A.T.Hashema,
F.Alotaibi // — Amsterdam: Journal of Network and Computer Applications — 2017. April.Vol. 88, — p.
10-28.

7. Yang, Y. A Survey on Security and Privacy Issues in Internet-of-Things/ Y.Yang, L.Wu, GYin,
L.Li, H.Zhao // — New York: IEEE Internet of Things Journal —2017. Ne 5. Vol.4. — p. 1250-1258.

8. Wang, Y., Attebury, G., Ramamurthy, B. A Survey of Security Issues In Wireless Sensor
Networks // — USA: IEEE Communications Surveys & Tutorials —2006. Ne 2. Vol .8, — p. 2-23.

9. Mahmoud, R., Yousuf, T., Aloul, F., Zualkernan, I. Internet of Things (loT) Security: Current
Status, Challenges and Prospective Measures // 2015 10" International Conference for Internet
Technology and Secured Transactions (ICITST), — London, — December 14-16, — 2015, — p. 336-341.

10. Faroog, M.U. A Critical Analysis on the Security Concerns of Internet of Things (IoT) /
M.U.Farooq, Waseem, M., Khairi,A., Mazha,r S // USA: International Journal of Computer Applications
(0975 8887), — 2015. Ne7. Vol.111. — p. 1-6.

11. Khan, A. Y. Malicious Insider Attack Detection in loTs Using Data Analytics / A.Khan,
Y.R.Latif, S.Latif, S.Tahir, T.Saba // — New York: — 2020. January. Vol. 8. — p. 11743-11753.

12. Assiri, A., Almagwashi, H. 1oT Security and Privacy Issues // Riyadh: 2018 1st International
Conference on Computer Applications & Information Security (ICCAIS), — April — 2018, — p. 1-5.

13. Ortiz, V. B. Internet of Things (1oT): A Survey on Privacy Issues and Security // — New York:
International Journal of Scientific Research —2015. Ne3. Vol.1. —p. 168-173.

14. Anu, P., Vimala, Dr.S. A survey on sniffing attacks on computer networks // 2017
International Conference on Intelligent Computing and Control (12C2), — India, — June — 2017, — p. 1-5.

Xiilasa
Maxfi malumatlarin qorunmasi: asyalarin interneti (IoT) sistemlarinda
tahliikasizlik vo maxfilik problemlarinin atrafh tahlili
Elson Tanriverdiyev

Toadgiqat isinin magsadi agyalarin interneti (IoT) sistemlori daxilinds tohliikasizlik vo moxfilik
problemlorinin hortorafli tohlil edilmasi, onun miixtalif tobogolorinds — gavrayis, soboks, nagliyyat vo
totbigetmads bosluglarin miioyyanlagdirilmasi vo bu risklorin azaldilmasi moagsadilo strategiyanin
hazirlanmasidir. Magsads miivafiq olaraq, todqiqat isinda avvalca hor bir 10T tobagosi daxilinds asas
tohliikasizlik tohdidlorini miioyyan etmok vo maxfilik problemlarini kateqoriyalara ayirmaq, méveud
problemloari va halli yollarini anlamaq tigiin mévcud adobiyyatlarin nazardon kegirilmasi kimi vozifalor
qarstya qoyulur. Olava Vvazifoloro imumi hiicum vektorlarinin tohlili vo simulyasiyalar, real diinya
niimunoalari vasitasilo toklif olunan tohliikasizlik tadbirlarinin effektivliyinin giymotlondirilmosi daxildir.

Tohliikasizlik hallinin effektivliyini yoxlamaq vo prognozlasdirmaq {igiin nazori vo miiqayisali
tohlil, eksperiment va simulyasiya modellosdirms do daxil olmagla, miixtalif tadqigat metodlarindan
istifado edilmisdir.

Asagidaki naticalor olds edilmisdir: Hor bir 10T tobagoasindoki osas bosluglar askar edilmis,
potensial hiicum vektorlarinin genis spektri miiosyyon olunmusdur. Mévcud tohliikasizlik tadbirlorindaki
ohomiyyatli ¢atismazliglar askarlanaraq uygun tokmil hallar toklif olunmusdur.
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Todgigatin yekun naticasi olaragq, 10T sistemlori iiglin nozords tutulmus tévsiye olunan
tohliikasizlik todbirlori vo an yaxsi tocriibalor islonib hazirlanmisdir. Bu tovsiyalor layli tohliikasizlik
protokollarini, tokmil sifraloms tsullarin1 vo dinamik audentifikasiya mexanizmlarini ohato edir.
Toadgigatda, homginin daha davamli va tohliikasiz IoT miihitlorinin inkisafini togviq etmok magsadilo
tohliikasizliyin giymatlondirilmasi vo uygunlasdirilmasi ti¢tin hallor toklif edilir. Qeyd olunan kompleks
yanasmanin yalniz movcud tohliikasizlik masalalarina deyil, hom do galacok tahdidlardan gorunmagq
ticlin effektivliyi geyd olunmusdur.

Acar sozlar: ogyalarin interneti, IoT Sistemlori, 10T tohliikasizlik problemlari, 10T tohliikasizlik
hiicumlar1

AHHOTaNuA
3amuTa KOH(PUIEHIUAILHOI HHPOPMALMHU: KOMILUIEKCHbIN aHAJIN3
BOINPOCOB 0€30MACHOCTH M KOH(PUIAEHIHUAIbHOCTH
B Cucremax Unrepuera Beueii (IoT)
Juabman TaHpbiBepaAHeB

OTo uccienoBaTenbckas padoTa MPOBOAMT TIIATENBHBIN aHanu3 MpolsieM Oe30MacHOCTH U
KOH(pUICHIMATLHOCTH B cucTteMax MuTepHera Bemed (IoT), 1enbi0 KOTOPOTO SIBJISICTCS BBISIBJICHUC
ySI3BUMOCTEH Ha pa3nuyHbIx ciosx [oT — Bocnpusitue, cetb, TpaHCIOPT U MPUIIOKEHUS, U pa3paboTKa
CTpaTeruu JJisl CHU>)KEHUS 3TUX PUCKOB. MccneoBaHe HAYMHAETCS C KAaTErOpr3alii OCHOBHBIX YIPO3
0e30MmacHOCTH U MpodiaeM KOHGUICHIIMATLHOCTH Ha KaxaoM cioe uHppacTpykTypsl 10T, 3a koTopoii
clenyeT BCeCTOPOHHUN 0030p CYIIECTBYIOMMX UccienoBanuil nmo 6e3zonacHoctu loT mist monumanus
TEKYIIUX BBI30BOB M pELICHUW. J[OMOJHUTEIbHBIE 3aJa4d BKJIIOYAIOT aHajJu3 PACIPOCTPAHEHHBIX
BEKTOPOB aTaK U OIEHKY AP (HEKTUBHOCTH MPEIIIOKEHHBIX MEp O€30IMaCHOCTH TIOCPEICTBOM CHMYJISIIIHIA
Y UCCJIEIOBAHUM peabHbIX CIy4YaeB.

Bbmn MCnosib30BaHbl pa3IMuHbIE METOJbI MCCIICIOBAHUS, BKJIIOYAs CUCTEMATUUYECKUE 0030pbI
JUTEPATYpPhl, Keic-CTalH, SKCHEPUMEHTAIbHBIE HCCIEAOBAHUS W MOJACIUPOBAHUE CUMYISLUUN IS
TECTUPOBAHUS U MPOTHO3UPOBaHUS A (HEKTUBHOCTH pELICHHH 110 0€3011aCHOCTH.

Pe3ynbpTaThl nccaeaoBaHUsl paCKPhIBAIOT KIIFOUEBBIE YSI3BUMOCTH Ha KaXJIOM CJIO€ apXUTEKTYpPbI
[oT u cocTaBnsIOT MOAPOOHBIN KAaTAJIOT MOTEHIIMAIBHBIX BEKTOPOB aTaK, KIACCUPUIIUPYSI X IO TEISIM
u xapaktepy yrpo3. OH NOAYEpPKHUBAET 3HAUUTEIBHBIE HEJOCTAaTKH B CYIIECTBYIOLIUX Mepax
0e30MacHOCTH, TOJYEPKHBasi HEOOXOJAMMOCTh B YCHJICHHBIX DEIICHUSIX, aJalTUPOBAHHBIX K ITHUM
KOHKPETHBIM YSI3BUMOCTSIM.

Htorom mccnenoBanus crana pa3paboTKa peKOMEH/IOBaHHBIX Mep 0€30IacHOCTH U MEPETOBBIX
MPaKTHK, CHEIHAIbHO MpeaHa3HadyeHHbIX A cucteM [oT. DTu pekoMeHganuu BKIOYAIOT B ceOs
CJIOUCTBIE MPOTOKOJIBI O€30MAaCHOCTH, YCOBEPILIEHCTBOBAHHBIE METO/IbI MU(POBAHUS U TUHAMUYHBIE
MeXaHM3MBbl ayTeHTHQUKauu. VccnenoBanue Takke MpeuiaraeT paMKH AJis MOCTOSTHHON OIICHKH U
ajantauuu Mep 0e30MacHOCTH, HalpaBJIEHHbIE HA co3/aHKe 0oJjiee YCTOMYMBBIX UM OE30MaCHBIX Cpell
[oT. DTOT KOMIIIEKCHBIM MOAXO0J HE TOJBKO peliaeT TeKyIIHe MpoOyieMbl 0e30MacHOCTH, HO U
MOJArOTaBIUBAET K OYAYIIUM yrpo3aMm.

KiroueBble cjioBa: MHTEpHET BeIled, MHTEPHET BEIIEH CHUCTEMBI, POOIEeMbl 0E30MacHOCTH
WHTEpHETA BelleH, aTaku Ha 0€301aCHOCTh HHTEPHETA BEIIEH.

Maqalo redaksiyaya daxil olmusdur:29.01.2024
Tokrar iglonmaya gondarilmisdir:12.02.2024
Capa gabul edilmisdir: 02.04.2024
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HOPMATHUBHO-IIPABOBAS BA3A, PETJIAMEHTUPYIOIIASA
NH®OPMALIMOHHBIE TEXHOJIOTUU B APMEHUHN

HNnaxa Yuparosa
Llenmp umenu Tonuubawesa
ilaha.chiragova@gmail.com

Annomayun. llepBble CpaBHUTEIBHO CEPHE3HBIE CUTHAJBL, COMYTCTBYIOIIME Pa3BUTHIO
HOPMAaTHUBHO-IIPaBOBOM 0a3bl, Hauanu noctynath B 2001 rogy ¢ oObsBIEHUEM PAaBUTENILCTBA CHEPbI
UHPOPMALIMOHHBIX TEXHOJIOTUH MPHOPUTETOM HSKOHOMHYECKOTO DPAa3BUTUS CTpPaHbl. 3aTemM
OIpeIeIEHHBIN TPOMEKYTOK B 3aKOHO/1aTEIIbCTBE ObUIN IPUHATHI OOLIEYCTaHOBIICHHBIE HOBOBBEICHUS.
C npuxonom k Biactu Cepxk CaprcsHa HayalIuCh HPOUCXOAMTh M3MEHEHUs, 4To C emie Oosee
YCKOPEHHBIMU TeMIaMU ObLJIO MPOJOJKeHO npaBuTeiabcTBOM Hukona Ilamunsna. B nanHo# cratee
MPOBOJANWTCS  MHOTOCTOPOHHHM  aHAJM3  HOPMATHBHO-TIPABOBOWM  0a3bl, perjJaMeHTHPYOIICH
UH(POPMALIMOHHBIE TEXHOJIOTUM B ApMeHHMH. B uccienoBaHMM BKpaTLe OXBAThIBAETCS MPOLECC
(GopMUpOBaHHS HOPMAaTUBHO-TIPAaBOBOW 0a3bl B BBILICIEPEUUCICHHON cdepe, aHAIU3UPYIOTCS
IPUOPUTETHBIE CEKTOPa pPa3BUTHUSA, Hapsly ¢ HOBOBBeleHMSAMH. OTIENBbHO JaeTcss KpaTKui 0030p
IPEIIPUHSTHIX 1IATOB B CEKTOPE IEKTPOHHOTO MPaBUTENIBCTBA, U(POBU3ALNH, KHOEPOE30IIaCHOCTH,
BOCHHOM IIPOMBIIIEHHOCTH U KOCMHYECKOH JieATenbHOCTU. CTaThsl 3aBepLIAcTCs OMMCAHUEM TEKYILEH
IPaBUTENbCTBEHHOU MporpaMMbl 2021-2026 1 niuaHUpyEeMbIMU apMSIHCKUM IPABUTEIbCTBOM ILIAaraMu.
AHanu3 No3BOJISET ClIEIaTh BBIBOJ O UPE3MEPHOM UHTEPECE APMSAHCKOI'O ITPAaBUTENIBCTBA K Pa3IMYHbIM
CeKTOpaM HH(POPMAITMOHHBIX TEXHOJOTHIA, HOO 3aKOHOAATEIBCTBO SBISIETCS IBHBIM TOMY IpUMepoM. B
pe3yibTaTe YKpEeIUIEHUS 3aKOHOJATeIbHOH 0a3bl ApMEHHs CTpEeMMTCS JIOCTHYb CO3JaHue pabouux
MECT, THHOBALIUOHHON U KOHKYPEHTOCIIOCOOHOW 3KOHOMUKH, IPUTOK UHBECTHUIINH, pa3BUTHE HAYYHOTO
U TEXHUYECKOTro TOTEeHLHaNa, CHOCOOHOTO OTPA3UTCS Ha KauyeCTBE BOOPY)KEHHBIX CHI U
YCOBEPIIEHCTBOBAHUY BOCHHOMN MPOMBIIIIEHHOCTH.

KawueBble cjoBa: UHQOPMALMOHHBIE  TEXHOJOTHHM, KHOEpOE30MacHOCTb, BOCHHAs
IPOMBIIIIEHHOCTh, ApMEHUs, HOpMaTUBHO-TIpaBoBas 0a3a, 3aKOH

BBenenune

HopmaruBHo-npaBoBasi 0aza, MMes peryjiavpyroulylo (YyHKIUIO, YCTaHAaBIMBAaeT KOHKPETHBIE
IIPAaBWJIa TOBEIEHUS, PErVIAMEHTUPYET U CTUMYJIUPYET Pa3BUTHE NEATEIBHOCTH ONPEICIICHHBIX, B
JTAaHHOM KOHTEKcTe, cpep. OCHOBHasi HOpMaTUBHO-TIpaBoBasi 6aza ApMeHHH B chepe nHHOpMALIMOHHBIX
TEXHOJIOTHI cTaja cCOpPMHUPOBHIBAThCA B Hauyaye TeKyllero croierus. IlepBoHauyanbHO OHa Hecna
NPUMHUTUBHBIN XapakTep, PEryaupys JUIIb 3aKOHOJATENbHYI0 0a3y B y3KOM CMBICIE, YTO Hayayo
IIOCTENIEHHO MEHAThCS ¢ npuxoaoM K Biactu Cepxka CaprcsHa. HecmMoTps Ha HamuuMe TOJIYKa
pa3BUTHS, HOpPMATUBHO-TIPaBOBas 0a3a BCe elle He JOCTUTaja TOro YpoBHs MpopaboTKu, KoTopas Oblia
3aukcupoBaHa y crTpaH-wieHOB EBpasmiickoro skoHoMHYeckoro coroza. Curyanus crana
OTHOCHUTEINIbHO MEeHAThCS ¢ npuxoaoM Hukona [lammnsHa, HalleneHHOro Ha pa3BUTHE JAHHOM c(ephl:
HOPMAaTHUBHO-TIpaBoBasi 0a3a Hauyala paclIMpsATHCS, MPABOBBIE JOKYMEHTHI ObUM Oosee eTaabHO
OIMCAHbI, HOBbIE CEKTOPA OBLJIM OCBOECHBI.

[TpaButensctBo Huxona IlamumHsSHAa HamMepeHO MNPOAODKAET CHOCOOCTBOBATH PA3BUTHIO
MHHOBAIIMOHHOM CHUCTEMbl M KOMIUIEKCHOMY HWHBECTHPOBAaHUIO B pasznuuHble cdeprl. Mmu ke
IUTAHUPYETCS pa3paboTaTh CTPATETUIO PA3BUTUS CEKTOpA BBICOKHMX TEXHOJIOTUH, HAINPABICHHYIO Ha
yBEJIMYEHHE OOBEMOB CEKTOpa BBICOKMX TEXHOJIOTUW, IOBBIIIEHHE BOBJIEUEHHOCTH B OTpacib,
o0ecrieyeHre pocTa J0XO0B OT ONEPAMOHHOMN NeATeTbHOCTH KOMIAHUNA U yBEIMYEHHE JOJIU 3TOrO
nokaszatenss 1o oTHomeHutro Kk BBIL, kommepnuanusanmy HWHHOBALMOHHBIX HWAEH, Pa3BUTHIO
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IpeANPUHIMATENBCTBA, TEXHOJIOTHIECKOMY IPOrpeccy M MIMPOKOMY MPHUMEHEHHIO TEXHOJIOTHYECKUX
pelIeHnid B SKOHOMHUKE U 00IIIECTBEHHOU cepe.

Llens qaHHOM cTaThU — MIPEAOCTABIEHUE BCEOOBEMITIONICH KapTHHB HOPMAaTHBHO-TIPABOBOI Oa3bl
Apmenuu B chepe nHPOPMALMOHHBIX TEXHOJOTHNA. B craThe OyayT paccMOTPEHBI 3aKOHOIATEIbHBIE
IPOEKTHI, JOKYMEHTHI 1 HOPMAaTHBHO-TIPABOBBIE aKThI, PErYJIUPYIOIIHE TOT WIK HHON CEKTOp, Ha 0a3e
KOTOPBIX BbIpAaOaTHIBAETCS OCHOBHAS MOJUTHKA apMSIHCKOTO mpaBuTenscTBa B UT cdepe. YuureiBas
KOJIMYECTBO JIOKYMEHTOB, B HCCIICIOBAaHWM W3YYCHBl 3aKOHOEMKHE JOKYMEHTBI, OTpaKaroIlue
OCHOBHBIC TIOJIOKEHHUSI KacaTelbHO TOT WM HHOM cdepsl. HopmaTuBHO-mipaBoBas 0aza Obuia
UCCIIEIOBaHa METOJOM H3y4YeHHs JO0KyMeHTOB. CTaThsi HayMHaeTcs ¢ aHanu3a (HOpMHpPOBaHUS
HOPMAaTHUBHO-TIPaBOBOM 0a3bl B cepe MHHOPMAIIMOHHBIX TEXHOJIOTHIA, 3aTeM B 00Jiee y3KOM CIIEKTpe
U3y4aloTCsl  DJEKTPOHHOE  TPABUTENIBCTBO,  HU(ppoBH3anus, KHOEpOE30macHOCTh,  BOCHHAs
IPOMBIIIJICHHOCTh, KOCMUYECKas IeATeIbHOCTh, & TAKXKe MpaBUTENbCTBEHHAst mporpamma 2021-2026
TO/IOB U IUITAHUPYEMBbIE IIarH.

CdopmupoBanue HOpMAaTHUBHO-TIPABOBOI 0a3bl

B ony6nukoBanaoM B utone 2001 roga KOHIENTYalIbHOM JOKYMEHTE apMSIHCKOE MPaBUTEIbCTBO
OTKPBITBIM TEKCTOM OOBSBHIO cepy HHPOPMAITMOHHBIX TEXHOJIOTHIH MPHOPUTETOM SKOHOMUYECKOTO
pa3BuTus cTpanbl [l]. B coOTBEeTCTBMM ¢ yKa3oM Npe3uAeHTa MPaBUTEILCTBO co3aano CoBeT
noanepkku pa3putus MKT — KOHCYIbTaTUBHBIN OpraH MOJ IPEICENaTebCTBOM IIPEMbEP-MUHUCTPA,
KOTOPBI CTal KOMMYHUKAIIMOHHOM IUIaTGOpMON Ui 3aMHTEPECOBAHHBIX CTOPOH, IMO3BOJISIIOIIEH
npeasiaraTh 1 00CyXJaTh BOIPOCHI B 00JaCTH MOJUTUKU U PETYIHPOBAHUS TEICKOMMYHHKAIUN [2].
3arem B 2003 roay mnpaBUTEIbCTBO 3allyCTHJIO WHULMATUBY “OneKkTpoHHas Apmenus’ . OngHako
IpoTpece B pean3alii HHUIIMATUBBI U KOHIENITYyaJ IbHOTO JOKYMEHTA ObLT IPEpPBaH MaplaMeHTCKUMHU
BbiOOpamu B 2003 roxay, Bciieq 3a 3TUM M npe3ugeHTcKuMHu BbiOopamu B 2004 rogy. C Tex mop B
BO300HOBJICHHH 00EMX MHULIMATHB OBLI TOCTUTHYT HE3HAUNTEIbHBIN IPOTpecc.

Jletom 2008 roga mpaBHUTENBCTBO YTBEPAMIO JECATHIETHIO KOHLENIUIO pa3BUTUS CEKTOpa
UKT B Apmenuu, KoTopasi Tak’K€ COJACPKUT KOHILIETITyaJbHbIE MOJIOXKEHUS U rpapuK GOpMUPOBAHUS
3JIEKTpOHHOTO o0miecTBa B PA, ocHOBaHHbIE Ha aHATU3€ M CPABHEHUU MEXKIYHApOJHBIX MPaKTHK. B
ornuure oTr KonuentyanpHoro ngokymenta 2001 roma, B HepBOM H3JI0XKEHBI KPaTKOCPOUHBIE U
JIOJTOCPOYHBbIE TUIaHBl IeHCTBUN ¢ (PUKCHPOBAHHBIMU IpaduKaMH A Pa3BUTHUS MH(OPMAIIMOHHOTO
oOuiecTBa M oOecrneueHus KOHKYPEHTOCIIOCOOHOCTH cekTopa. B koHuenmu 3adukcupoBaHbl BEKTOPbI
MOJepHU3aluK  cepbl HHMOPMALMOHHBIX TEXHOJNOTHH. 31ech e OIUCaHbl MOTEHIHAIbHbIE
IPENSITCTBUS U IIark K UX YCTPAHEHHUIO, a TAKKe JajibHENIINe NHTeHIUH ((PUHAHCOBBIE MEXAHU3MBI,
TEXHOJIOTUYHOE 00pazoBaHKe, HHPPACTPYKTYpa, MPUBJIECUCHNE KAMMUTAIIOB, 3JIEKTPOHHOE YIIPABICHHE,
HapalMBaHUE 3JIEKTPOHHOM HAyKH, a TAK)K€ OCHAIEHHE apMSHCKOTO HACEIEeHHs TEXHOJIOTMYECKUM
000pyJOBaHUEM U HEIOPOTUM HHTEpHETOM). UTo KacaeTcs uHTepHeTa, B 2013 roay Obuia pazpaborana
koHUenuus o “IlpuHuMnax ymnpaBiaeHUs] UHTEpPHETOM , TJ€ Hadaloch (HOPMHUpPOBAHHE MOJUTHKU U
OCHOBHBIX IIPUHLUIIOB ynpasiieHus1 MHTepHETOM [3]. Bo ncnonnenue pacnopsokennii ¢ 2014 rona Bo
TJIaBE C 3aMECTUTEJIEM MUHHUCTPA TPAHCIIOPTA, KOMMYHHUKAUK U HTHPOPMAIIMOHHBIX TEXHOJIOTUI Havall
CBOIO JIEATEIbHOCTh HEPOPMATIBLHBIN KOHCYIbTAMOHHBINA opraH — COBET 110 yNpaBJIEHUIO HHTEPHETOM.
CoBeToM peryianpoBalMCh BOMPOCHI KHUOEPHpPOCTPAaHCTBA, HOBBIE M CTapble 3aKOHOJATENbCTBA,
KOHCTPYMPOBAHHUE OIpPENEICHHON NOMUTHKU. SBnssace, kak u Coser nopaepxku passutus HKT,
KOMMYHHUKAIIMOHHOM miatgopmoii, CoBeT MO yNpaBiICHUIO MUHTEPHETOM COCTOSUT U3 YMHOBHUKOB,
IpaXXJJTaHCKOT'O OOIIECTBA M JIMIl YaCTHOTO CEKTOPA.

3HeKTp0HHOQ NMPaBHTEJIbLCTBO

baza I HY6J'H/I‘-IHOFO J0CTymma K JaHHBbIM MMpaBUTECILCTBA C COOTBETCTBYIOIIIUM
3aKOHOJATENLCTBOM, TUPEKTUBON U pelIeHUsIMU, Obla 3akperieHa B ceHTsa0pe 2003 rona 3akoHom “O
cBobone wuH(popMaruu”’. VYUuThIBas HEOOXOAUMOCTh pa3pabOTKM KOMIUIEKCHOH MpOrpaMmbl
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dbopmupoBanust IIeKTpoHHOTO 0ob0mecTBa B PA, 25 despans 2010 rona 6puta pazpaboTaHa u MpUHATA
“Konuenus (opMHpPOBaHUs IMEKTPOHHOTO 00miecTBa B Pecybnmke Apmenus”. CoriaacHo BUACHUIO
JIEKTPOHHOTO ITpaBUTENbCTBA PecyOnukn ApMeHus, OCHOBHOM 1IETIbIO IPEJOCTaBICHUS JIEKTPOHHBIX
YCIIYT SIBISETCS YJIy4lIEHHWE IPEIOCTABIEHUS TOCYJapCTBEHHBIX YCIYyT MOJIb30BaTENSM U CAENATh UX
JOCTYIHBIMU U YAOOHBIMM JJISI KaXA0To rpaxaaHuHa. KoopauHaius 3J1€KTPOHHOIO MPABUTENbCTBA
BEJaCh Ha OCHOBE MPOrPaMMHBIX JOKYMEHTOB BIUIOTH 10 2014 rojga, moka MpaBUTEIBCTBO HE
pa3paboTasio 0coObIif HOPMATUBHBINA JOKYMEHT “CTpaTeruueckas IporpaMMa pa3BUTHs JIEKTPOHHOIO
npaButenbeTBa (2014-2018)”, BKIIOYAOIIUN €IMHOEC BHJICHHE C CO3JAHHEM OCHOB PaMOYHOIO
B3aUMOJICHCTBUSA, MOIMGPUKAMIO HOPMATUBHO-IIPABOBOM 0a3bl, KOHCTPYMPOBAHUE COBMECTHOMN
TEXHOJIOTUYECKOHN TIAaTPOPMBI, HAPSAY C YUPEKACHUEM HOPTaja sl JIEKTPOHHOTO MPABUTEIHCTBA
[4].

CornacHo nocTaHoBIIEHHIO OT OKTsA0pst 2012 rona “o0 yTBep:kKIIeHHH BHEIPEHUs caiiTa e-gov.am”,
rOCyJapCTBEHHBIE IEKTPOHHBIE YCIYTH ObLIM OOBEIMHEHBI U 3JEKTPOHHOE MPaBUTEIbCTBO HAYAJIO
CBOIO JI€ATENIbHOCTb. OCHOBHBIMHM OTBETCTBEHHBIMHM OpPraHaMU 3JIEKTPOHHOI'O MPAaBUTENbCTBA HA TOT
MOMEHT SBISUIMCH co3faHHbli B 2009 roay LlenTp BHeapeHust MHQPACTPYKTYphl 3JIEKTPOHHOTO
npaButenbeTBa (EKENG) m  MuHHCTEpCTBO SKOHOMHKH, IO/ TIPEACEAATEIbCTBOM KOTOPOTO
(GyHKLIMOHMPOBAN LIEHTp. B kKoHeuHOM cueTe OblIa CO3[jaHa CUCTEMA 3JIEKTPOHHBIX WHCTPYMEHTOB
npaBuTenbCTBa (WWW.e-gov.am). Ilnatdpopma oObeAMHSET YCIIyTH, BKITFOYAst HEBUKUMOCTD (WWW.e-
cadastre.am), rocymapcTBeHHbIe IUIATeXHU (WWW.e-pays.am), OJIEKTPOHHYHO  PErHCTpPAIHIO
opranusaiii - (WWw.e-register.am), osnaekTpoHHyr0 mojady HaimoroBod  otyetHoctu  (file-
online.taxservice.am) sJeKTPOHHBIC CHUCTEMbI, CAWHYIO IIATHOPMY JUIS OSJIEKTPOHHBIX 3alpPOCOB
(Www.e-request.am). CyIIeCTBYIOT TaKKe IPYTUe CUCTEMbI, OOCITY)KUBAIOIINE MPOIECCHI MOTYICHUSI
paspelleHnii Ha CTPOUTEILCTBO (WWW.e-permits.am), eauHbIi 3JIEKTPOHHBINA peecTp nuueH3uii PA
(www.e-license.am) u HalMOHAJIBHOM CTpPATETrUy IO MpaBaM 4esoBeka (e-rights.am).

KoHuenmus BHeApeHUs 3J1€KTpOHHOro mnpasutenbcTBa 2014 roga Obuia chopmyiavpoBaHa Ha
OCHOBE (hYHIAMEHTAIBHOTO, K TOMY BpeMeHH, moctaHoBicHus oT 2014 roma “Crparermueckas
nporpaMMa MnepcrneKTUBHOro pa3Buths Pecriyonuku Apmenus Ha 2014-2025 ronaer”. OTHOCUTEIBHO
cdepbl HHPOPMAIIMOHHBIX TEXHOJIOTHH, CTpaTernyeckas nporpaMmma npeaycmarpusaet cojaeiictsue UT
KOMIIaHUI, CKOHIIEHTPUPOBAHHBIX Ha MHHOBALMAX, HAJIOTOBOW MOJINTUKHU Ul YIPOILEHUS IKCIIOPTa,
co3gaHue UHQPACTPYKTYp, BKIIOUas HMHKYOaTOpbl, TEXHONApKH, a TaKkKe COOTBETCTBYIOIIMX
1abopaToOpui.

MudppoBusanus

[Tocne npunsTHA 3aK0HA “O0 3JIEKTPOHHOM JOKYMEHTE U 3JIEKTPOHHOU Lu(ppoBOM moanucu”,
BaXHBIM JOKYMEHTOM B pa3BUTHUHU LU poBuzanuu craia “Crparerus undposuzaunu Apmenuu (2021—
2025 rr.)”. B ofmewM, crparerus HuGpoOBU3ALMM MOCTPOSHA HA TPEX Ppa3IMYHBIX HANpPaBICHUAX:
rocyJapcTBO, 3KOHOMHUKA, 001mecTBo. B 001acTh rocy1apcTBEHHOrO YNpaBJIEHUS BXOAAT OCHOBHBIE
UHCTUTYTHl NIM(POBHU3ALMU, €JUHbIE CTAHIAPTHI, €IUHAs CTPYKTypa, WHTErpauus, JOCTYIMHOCTh
nu(poBbIX cUCTEM, peecTp IUGPOBBIX cucTeM. K SKOHOMHUYECKOMY HAIpaBIIEHUIO MPUIHCHIBAIOT
MOBBIIIEHUE OCBEAOMIIEHHOCTH O IM(POBBIX TEXHOJOTUSAX B YAaCTHOM CEKTOpEe, MporpamMma
MPOJBUKEHHSI MCIIOJIb30BaHUs IIU(POBLIX pelieHuil, 0030p 3aKOHOJATENbCTBA B 00acTU IIUPPOBOTO
Ou3Heca, MOOILIPEHHUE M YCTpaHEHHE OapbepoB JUISL SJEKTPOHHOM KOMMEpIUH, LU(POBU3ALUSL
MPOMBIIIIEHHOCTH. VI3y4uB MpakTUKY pa3InYHbIX CTPaH, apMSHCKOE IPABUTENHCTBO B OOIIECTBEHHOE
HalpaBJIeHUE BHOCHT BKJIOYEHHE Kypca IHM(POBBIX HABBIKOB B CHUCTEMY o0O0IIero oOpa3oBaHus,
MHTEPAKTUBHOI'O O0yUYEHUS MOXKUIIBIX JIFOJEH U JIUL, He 00J1aJat0IHX [TePeI0BBIMHU TEXHOIOTMUECKUMU
HaBBIKAMH, Y4E€OHYIO HpOrpaMMy IO KHOEpPrpaMOTHOCTH, MH(OPMAIUMIO O JOCTYMHBIX HH(POBBIX
matdopmax [5].

Panee B pesynpTare OTCYTCTBUSL €IMHOM MOMUTHKM M E€IUHBIX MOIXOAOB K LU(PPOBOH
TpaHcopMmallii B TOCYAapCTBEHHOM  cucteme  IUdpoBU3alMs, B  OCHOBHOM  HOCHJIA
JICIIEHTPAIM30BAHHBIA XapaKTep ¢ YaCTUUHBIMU perieHusMu. [Ipeasiayiye nHUIUaTUBB! H(PPOBOTro
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pa3BUTUS APMEHHH B IIEJIOM HE MTPEAYCMaTPUBAIIN OTPeIesICHHE OOLINX CTAHIAPTOB U MPUHIUITOB IS
dpoBeix 1wiatpopm. OAHON U3 BO3MOXKHBIX NMPHYUH YIOMSHYTOH NPOOJIEMBI OBUIO OTCYTCTBHE
COOTBETCTBYIOLIETO OT/IEJIa WII CTPYKTYPHI JUISl TOJ/ICPIKAHUS KIFOUEBBIX IIPHHIIUIIOB, ONPEACIISIONINX
U KOHTPOJIMPYIOHIMX pa3paboTKy M (pyHKIMOHUpPOBAHHE CUCTeM. B pesynbraTe MHOrMEe HU(pOBBHIC
w1aT(opMBbl B HACTOSIIEE BpeMsl pa3pabaThIBAIOTCS HA OCHOBE Pa3HbBIX MPUHIUIIOB, KAK C TOYKH 3PESHUS
OTIEPALIMOHHBIX CHUCTEM, TaK W TEXHOJIOTUH MpOrpaMMHUpPOBaHMs, 0a3 JaHHBIX, YIPaBICHUS UMHU U
noctynma K HUM. Jlis pspa cuCTeM OTCYTCTBYET COOTBETCTBYIOIIAs TOKYMEHTAalWs M CTaHIapThI
0€30MacHOCTH. bBONBIIMHCTBO TMPOEKTOB BBINOJIHSIOTCA M IOCTaBISIOTCS 0€3  apXUTEKTYpbI
IPOrpaMMHOT0 OOecreueH s, IJIaHa TECTUPOBAHMUS, H3aiiHa MT0JIb30BATEIBCKOTO OIbITA, PYKOBOICTBA
II0J1b30BATENS U T. [I.

B cooTBeTcTByOImEM TOKYMEHTE TaK XK€ IOBECTBYETCS O psAA€ MpoOJIeM, CYIIECTBYIOIIUX B
nporecce MUPPOBU3ALMH BHYTPEHHUX (DYyHKIMIA rocynapcrBa. Ha nanHbplii MOMEHT TOCYJapCTBEHHbIC
Oprasbl UCTIONB3YIOT 0K010 300 nndpoBIX mathopm u caiito. OHa U3 TPOOIIEM 3aKITI0YAETCS B TOM,
YTO MHOTHE U3 BHYTPEHHHX HU(POBBIX CUCTEM HE CBSI3aHBI HANIPSIMYIO C TOCYCIyTaMH, YTO SIBJISETCS
NPEMSITCTBHEM Ul TPEJOCTAaBICHUS OBICTPBHIX M APQPEKTUBHBIX rocyciayr. HecMorpss Ha Hamuuue
BHYTPEHHUX CHUCTEM, MHOTHE CQepbl TOCYJapCTBEHHOTO YIpAaBJICHHS €lle He HHU(POBU3MPOBAHBI,
HarpuMep, yIpaBieHHe TPOSKTaMH, (PMHAHCOBBIMHU IIOTOKAMH, YEJIOBEUYECKHMHU PECypCaMH, CKIIaIaMu
U TOBapHO-MaTepHAIbHBIMH  3amacamMd ©  T.0. JlelicTByromas cuUCTeMa  DJIEKTPOHHOTO
JOKYMEHTOO0OpOTa MOCTPOEHA MPOCTO MO MNPUHIMITY Mepefadyd IOKyMEHTOB uepe3 IH(pOBYIO
w1aTGopMy C COXpaHEHUEM ee OyMa)KHOH JIOTHKH.

Kubepb6e3onacHoctb

OdunuanpHO BUIeHHE 00 MHPOPMAITMOHHON O€30IMaCHOCTH B APMEHUY HAYAJI0 BBICTPAUBATHCS
¢ 2009 roma, B 3TOM € Oy OHO JIETAJIbHO OBLIO 3aKPEIJIEHO COOTBETCTBYIOIIEH KOHIICTIIIMEH.
[Mognepxanve W CTUMYyJIHpOBaHHE KHOEPOE30MACHOCTH HANUIO cBoe MecTo B ‘“‘HarmoHanbHOM
IporpaMMe 1o MOBBIMIEHUI0 3((HEeKTUBHOCTH OOpHOBI C OpraHu30BaHHOM npecTynHocThio” oT 2010 n
“HanuonanbHOW cTpareruu o 0opb0e ¢ TeppopusmoMm” oT 2012 roga, a Takke COOTBETCTBEHHO B
crpateruueckoM 1utane 2014 rona. B 2017 roay npezacrasieHa nporpamMmma o0 yCOBEPIIEHCTBOBAaHUHU
cuctreM Wb. Cpean KOMIETEHTHBIX OpraHOB, OTBETCTBEHHBIX 3a KubOepbOesomacHocTh, Ciyx0a
HallMOHaNbHON Oe3omacHocTH PecnyOonmuku Apmenus, Hapsny c Ilomummeit m MuHuctepcTBoM
00OpOHBI.

s IIPEOJOICHUS BBI30BOB B cepe K1OepOe301acHOCTH MunucTepcTBO
BBICOKOTEXHOJIOTMUECKOM MPOMBIIIIEHHOCTH TIAHUPYET pa3paboTaTh KOMIUIEKCHYIO TOJUTUKY U TJIaH
neiicTBuil Mo kubepOe30nacHOCTH, KOTOphle OyAyT BKIIIOYATh CO3/1aHUE LIEHTpa KubepOe3onacHoCTH,
yIOpaBi€HUE PUCKAMU M MEXaHU3Mbl OBICTPOrO pearupoBaHUs B XOJA€ CTUXUMHBIX O€ICTBHIA,
Ype3BbIUANHBIX CUTYalMH U BOitHBI. KpoMe Toro, 11 TOro, 4T00bI Cl1eJ0BaTh OCTOSHHOMY Pa3BUTHIO,
M3MEHEHHUSIM TEXHOJIOTUH U yrpo3aM KnOepOe30MacHOCTH KIHYOM K JOCTHKEHHIO COOTBETCTBYIOIIEH
MOJIEPHU3ALMN apMSHCKOE IIPABUTEIBCTBO CUUTAET TECHOE MEKBEIOMCTBEHHOE COTPYIHUYECTBO U
COTPYIHUYECTBO C YACTHBIM CEKTOPOM, MEXIOCYIapCTBEHHOE COTPYJHUYECTBO U WIEHCTBO B
MEXYHAPOAHBIX CTPYKTypax Oe30MacHOCTH, JOKAIMU3alUs MEXIYHapOJIHOTO OMbITa, a TAaKXKe ydeT
MEXTYHapOJHBIX CTaHAAPTOB KNOEPOE30MaCHOCTH.

Boennas NPOMBIILJICHHOCTD

OCHOBHBIM U NEPBOHAYAIBHBIM 3aKOHOM O BOEHHO-TIPOMBIILJIEHHOM KOMILIEKCE SIBJISIETCS 3aKOH
“O npoMebIuieHHOM KomIutiekce”. lenpro 3akoHa sIBISETCSl CO3/IaHNEe OCHOB CTa0MIILHOM, CHCTEMHOM,
IIPABOBOM, 3KOHOMHUYECKOM, COLMAJIBHOM, a TAaK)KE€ HAYYHOW M HAYYHO-TEXHUYECKOM KaJIpOBOMU
MOJINTUKU BOEHHO-TIPOMBIIIJIEHHOTO KOMILUIeKca PecryOonmukun ApMeHust U peam3aiis aMOUIIMO3HBIX
TOCYJaPCTBEHHBIX M BOEHHO-TEXHUUECKHUX MPOrpaMM BoopykeHus: BoopyskeHHbIx CHII B APYTHX BOMCK
ApMeHuH. 3aKOH pEryJHUpyeT Leld, TPUHIUIBI U 33Ja4yd BOCHHO-TIPOMBIIUICHHOW MOJHUTHKU B
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PecniyOnuke ApMeHUs, OTHOIICHUS MEXy TOCYAapCTBOM W IPYTMMHU OpraHaMu W OpraHH3allvsIMHU,
BXO/JISAIIIMH B COCTaB 000POHHO-ITPOMBIIIJICHHOTO KOMITJIEKCA, TOPSI0K (POPMUPOBAHHMSI U Pa3MEIICHUS
rOCYJapCTBEHHOTO 3aKa3a Ha BOCHHBIC HYXJIbI, METOJMKA PETYJIMPOBAHUS [IEH HAa TOBaphl, pabOTHI U
yenyru [6]. C mpuxogom k Biactu Hukona [lammHsiHA, B 3aKOH HECKOJIBKO pa3 ObUIM BHECEHBI
OTIpeIeICHHBIC TIOMTPABKH.

Kocmuueckast 1esiTeJIbHOCTEL

[enpro 3akoHa “O kocMuuecko aesrenbHocTH OoT 2020 roja sBJISIETCS Pa3BUTHE YKOHOMUKH,
HAyKH, TEXHOJIOTHIA B cepe KOCMHUECKOHN NEATEIBHOCTH, YKpEIUICHHEe Oe30MacHOCTH, PACIIUPEHUE
MEXIYHApOJAHOTO coTpyaHudecTBa ¢ PecmyOmukoit Apmenus [7]. [lo 3akoHy mnpuHIHMIIAMH
KOCMHUYECKOU JCSITETLHOCTU SBISIOTCS COJCHCTBUE MOJICPKAHUIO MEKIYHAPOIHONW OE30MaCHOCTH U
MHUpa MOCPEACTBOM HCIOIb30BAHUS JTOCTHXKEHUN U TEXHOJIOTWH KOCMHUYECKON HayKu; oOecreueHue
0€30MacHOCTH KOCMHUYECKOW JIEATENIbHOCTH W OXpaHbl OKPYKAIOMIEH cpenbl; oOecrieueHue
PaBHOIMPABHOTO M B3aUMOBBITOJHOTO cOTpyaHuYecTBa PecryOonuku Apmenusi B cepe KOCMUUYECKOU
NeSITeIbHOCTH; O0eCTeYeHrne MEeXKIyHapOJAHOH OTBETCTBEHHOCTH PecrmyOmmkm Apmenust B oOiactu
KOCMHUYECKON JIeATENbHOCTH; O00€CleYeHHe paluOHAIBHOTO COYeTaHUs U CcOAlaHCHPOBAHHOTO
pa3BUTHS KOCMHUYECKOW TEXHHKH, MCIOJIb3yeMON B HAy4YHBIX, COIIMAIIBHO-PKOHOMHUUYECKHUX IEesiX. B
3aKOHE TaK K€ OCBEIICHbI SKOHOMHYECKHE YCIOBUS, TOCYAAPCTBEHHOE PETyINPOBAHUE KOCMHUYECKON
NesATETbHOCTH, KOCMHUYECKUE CPEICTBA, TEXHHUKA, U UHPPACTPYKTYpa, OE30MaCHOCTH KOCMHUYECKOM
JESTEIbHOCTH, BO3MEILEHUE YOBITKA U TOCYAaPCTBEHHBIM KOHTPOJIb [8]. B 3TOM KOHTEKCTE CTOMIIO OBl
OTMETHUTH U JIPyrue IPUANIECKUE TOKYMEHTHI, PEryJIUPYIOIINEe KOCMUUECKYIO I€ITeIbHOCTh, @ TOUYHEE
MIOCTAaHOBJICHHE TMpaBUTENbCTBA PA 00 yTBep)KACHMM MOpsAKAa HCHOJIb30BaHUS (IKCIUTyaTalllH),
00paboTKH, CO3aHMsI, HCTIBITAHII KOCMHUYECKONH TEXHUKH U COOPYKCHHH, HApPsTy C TIOCTAHOBJICHUEM
00 ompenencHUN MOPAIKAa HCIOJIb30BAHUS KOCMHUYECKOM TEXHUKHM W OOBEKTOB, SIBISIOLIUXCS
BBIIICIICH C 3KCITyaTallMK TOCYAapCTBEHHOM COOCTBEHHOCTHIO [9].

IIpaBuTeascrBenHast nporpamma 2021-2026 rogos
U IVIAHUPYEMBbIe Iaru

B nacrosiiee Bpemst OJHUM U3 TEKYIIMX OPUINYECKMX HOPMATUBHO-TIPABOBBIX aKTOB SIBJIIETCS
nporpamma 2021-2026 ronoB, Nnpu CONEHCTBUM KOTOPOW apMSHCKOE IPAaBUTEIBCTBO HAaMEPEHO
peann3oBaTh OMpejeNieHHble Imard B cdepe Bbicokux TexHojoruii [10]. B mporpamme oTmedeHbl
Ka4eCTBEHHOE M KOJIMYECTBEHHOE YIIyYlIeHHE TEXHOJOIMYecKoro oOpa3oBaHUs B cdepe BBICOKHX
TEXHOJIOTHil, TOCTOSIHHOE YBETMYEHHUE BO3MOXHOCTEH MO NMPUBJICUYEHUIO HEOOXOIMMbIX HHBECTULIMH B
BBICOKOTEXHOJIOTHYHbIE KOMITAHUM (CTapTamnbl) M MPUBJICYEHHUIO (PUHAHCOBBIX HWHCTPYMEHTOB JUIS
o0OecnieueHrs WX JAalbHEHIIEro pa3BUTHS U DKCIOPTa HAa MHUPOBOM PBHIHOK, B TOM YHUCIE 4epe3
IPOrpaMMbl  TOCYZapCTBEHHOW noaAepk K. Cpeau IIaroB MEPEUMCIAIOTCS peanu3anus Mep,
HAlpaBJIEHHBIX Ha COJAEWCTBME HMMUIPALMU TEXHOJIOTMYECKOro TMOTeHIHana, oOecrnedyeHue
IPUMEHEHNS TEXHOJIOTMUECKUX PEUIEHWH B BBICOKOTEXHOJOTMYHOM CEKTOPE M BO BCEX OTPACIAX
SKOHOMMKH MyTeM (UHAHCUPOBAHUS CTapTaN-KOMIIaHUM B paMKax TPAHTOBBIX NIPOTPaMM, peau3anus
00pa30BaTeNbHBIX M aKCEJIEPAI[MOHHBIX MPOTPaMM C IIeNIbI0 00ecrieueH s MPUTOKA 3HaHUI 1 HABBIKOB
U3 TEXHOJIOTUYECKHX, 00pa30BaTeNIbHbIX, UCCIIEIOBATENbCKUX LIEHTPOB MUpa, COJEHCTBUS Pa3BUTHUIO
TEXHOJIOTHYECKOI0 CEKTOPA, PUBJICYEHNS] NHBECTULIUH.

B Teuwenme 2021-2026 romoB IaHUpyeTCs YIYYIIEHHE BO3MOKHOCTEH CYIIECTBYIOIINX
TEXHOJIOTUYECKUX LIEHTPOB (TEXHOIMAPKOB, aKCEIepaTOPOB M HMHKYOATOpPOB) B ApPMEHHH, a TaKKe
CO3/laHME HOBBIX IIEHTPOB B peruoHax PecnyOnauku ApMeHuss B IeNSIX TEPPUTOPUATBHOIO
cOaJaHCUPOBAHHOTO Pa3BUTHS, B TOM YHCJIE Ha OCHOBE MEXIYHAPOJHOIO COTpyJHHYECTBAa. B 3TOoM
KOHTEKCTE UMEETCsl B BUAY CO3/IaHUE U Pa3BUTHE CIIELHUAIbHBIX NHKEHEPHO-TIPOMBIIUICHHBIX 30H Ha
npumepe “MHxeHepHoro ropoaa’.
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B mporpamme mnpemycmaTpuBaercs oOecriedeHHe U TMPOJBUKEHUE MPUCYTCTBUS apMSHCKOTO
BBICOKOTEXHOJIOIMYHOT0 CEKTOpa (KOMIIaHW) B MUpE, B TOM YHCJIE HA IPECTUAKHBIX MEXKTYHAPOIHBIX
BBICTAaBKaX U MEPONPHUATHAX, cofeiicTBrue 3PPEKTUBHOMY COTPYIHUYECTBY TEXHOJIOTHYECKHX
KOMIIAaHUI U YHHUBEPCUTETOB JI1 IOCTYNATEIbHOTO Pa3BUTUS CEKTOpA IIyTEM IOATOTOBKM HOBBIX
CHEIMAIMCTOB M MPEAOCTaBICHUS BO3MOXHOCTU TMeEpeclelnuann3aii ClenualiucTaM JIpyrux
oOmacTeif, a Tak e pealu3alusi NpOrpaMM, HampaBICHHBIX Ha pa3BUTHE OW3HEC-BO3MOXKHOCTEH
KOMIIaHUH OTpaciu.

3akjarouyeHue

Hcxons U3 pacCMOTPEHHOTO, MOXHO CJEJaTh BBIBOJBI O MPUOPUTETHOM BOCHPHUSATHH Chephl
MH(POPMALIMOHHBIX TEXHOJOTHH, B YaCTHOCTH KHOEpOEe30macHOCTH, KOCMHUYECKOH JeATeNbHOCTH,
U (PPOBU3AIHH, IIEKTPOHHOTO IPABUTEIHCTBA, BOCHHOM MPOMBIIIUICHHOCTH. [IpaBUTEILCTBO ApMEHHUN
HaMEPEeHO MPOAOJDKATh YCOBEPIIEHCTBOBAHUE HOPMATUBHO-TIPABOBOM 0a3bl, KOHCTPYHPOBAHUE HOBOM
0a3pl B c(epe HCKYCCTBEHHOTO MHTEIUICKTA Ha OCHOBE OCBOCHHS MEXKIYHApPOIHOTO OIIbITa,
COTPYZHMYECTBA W3BHE W HAYYHO-HCCIEIOBATEIBCKOTO MoTeHIHana Apmenun. Brnactu Apmenun
HAJICIOTCS, YTO pa3pabOTaHHAs MPABUTEIBCTBOM IIOJIMTUKA TMOOIIPCHHUsS WHBECTHIIMA W CO3JaHUE
COBMECTHBIX TPEANPHIATAN TaKkKe CO3MaAyT OJaronpusATHYIO Cpeay UIsl Pa3BHTHS CEKTopa. JTa
NOJUTHKA, CChUIASICh HAa TMOCJICIHUX, OCHOBAaHA HAa COBEPIICHCTBOBAHWUM HAJIOTOBBIX U
AIMUHHUCTPATUBHBIX NIPOUCAYP, HPUBJIICUCHUHN NWHOCTPAHHBIX I/IHBGCTI/IHI/If/'I, a TaKXKC rocyJapCTBCHHOM,
YaCTHOM M MEXIYHApOJIHOM coTpyaHudectBe. Creaysi MpaBUTEIbCTBEHHON MpOrpamMme, apMSHCKOE
MPaBUTEIHCTBO MTOCTABMWIIO TIepe cO00it 3aauy TpynoycTpouTh K 2026 roay 0Kojo 35 ThICAY YEIOBEK
B CEKTOPE BBICOKHMX TEXHOJIOTHH M YBEIMYUTH 000poT cextopa g0 S00 MiIpa IpaMoB, UTO COCTABUT 6—
7% BBII Apmenuu. ITo nanneiv 2020 roga 3ToT nokaszateins coctaBisieT 4%. B Apmenun HaferoTcs Ha
TO, YTO, TAKUM 00pa3oM, B CTpaHe OYIeT CO37aHO HE MEHEe 16 ThICSY HOBBIX BBICOKOTEXHOJIOTUYHBIX
pabounx mect. Takum 00pazoMm, C MOMOIIBIO YCOBEPIICHCTBOBAHWS HOPMAaTHBHO-TIPABOBOW 0askbl,
apMSHCKOE TpPaBUTEIbCTBO JOCTHIaeT HECKOJbKO Lelel: JOCTH)KEHHE HMHHOBAIMOHHOM U
KOHKYPEHTOCTIOCOOHOM SKOHOMUKH, TPUTOK MHBECTUIIMN, CO3/JTaHIE pabOUUX MECT, pa3BUTHE HAYYHOTO
U TEXHUYECKOTro TOTEeHLHaNa, CHOCOOHOTO OTpPA3UTCS Ha KadyeCTBE BOOPY)KEHHBIX CHI U
YCOBCPIICHCTBOBAHN N BOCHHOM MMPOMBIIIJICHHOCTH.
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Xiilasod
Ermonistanda informasiya texnologiyalar: sahasini tanzimlayan
normativ-hiiquqi baza
ilaha Ciraqova

Ik, nisboton ciddi signallar 2001-ci ilds hokumatin informasiya texnologiyalari sektorunu 6lkonin
iqtisadi inkisafi ti¢lin prioritet elan etmasi ilo golmays basladi. Daha sonra miioyyon miiddat arzinds
ganunvericilikde imumi miiayyan edilmis yeniliklor gabul edildi. Serj Sarkisyanin hakimiyyata galmasi
ilo doyisikliklor miisahide olundu va bunlar da Nikol Paginyan hokumati torafindon daha da siiratlo
davam etdirildi. Bu mogalo Ermonistanda informasiya texnologiyalarini tonzimloyon hiiquqi bazanin
coxsaxoali tohlilini tagdim edir. Todqiqat yuxarida qeyd olunan saho {izro normativ-hiiquqi bazanin
formalasmasi prosesini qisa sakilda shats edir, innovasiyalarla yanasi, prioritet inkisaf sektorlarini tahlil
edir. Ayri-ayriligda elektron hokumat, rogomsallasma, kibertohliikasizlik, harbi sonaye vo kosmik
foaliyyatlor sektorlarinda atilan addimlarin qisa icmali verilir. Mogalo hazirki 2021 — 2026-c1 illor
hokumat programinin vo Ermonistan hokumatinin planlagdirdigi addimlarin tosviri ilo bitir. Tohlil belo
gonaats golmoya imkan verir ki, Ermonistan hokumati informasiya texnologiyalarinin miixtolif sektorlart
ilo hoddindan artiq maraqlanir vo qanunvericilik bunun bariz niimunssidir. Qanunvericilik bazasmnin
giiclondirilmasi naticasinds Ermanistan yeni is yerlorinin yaradilmasina, innovativ va ragabstgabiliyyatli
igtisadiyyata, investisiya axinina, horbi sonayeyo, silahli qiivvalorin keyfiyyotino vo ordunun
tokmillagdirilmasina tosir gostara bilacok elmi-texniki potensialin inkisafina nail olmaga ¢alisir.

Acar sozlar: informasiya texnologiyalari, kibertohliikosizlik, harbi sonaye, Ermonistan, normativ-
hiiquqi baza, ganun

Abstract
Regulatory framework for information technology in Armenia
Ilaha Chiragova

The first relatively serious signals set off to be received in 2001, with the government declaring
the information technology sector a priority for the country's economic development. Then, for a certain
period of time, generally accepted innovations were adopted in the legislation. With Serzh Sargsyan
coming to power, changes began to occur, which was continued at an even more accelerated pace by the
government of Nikol Pashinyan. This article provides a diversified analysis of the legal framework for
information technology in Armenia. The study briefly covers the process of formation of the regulatory
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framework in the above area, analyzes priority development sectors, along with innovations. Separately,
a brief overview of the steps taken in the sectors of e-government, digitalization, cybersecurity, military
industry and space activities is given. The article ends with a description of the current government
program 2021-2026 and the steps planned to be implement by the Armenian government. The analysis
allows us to conclude that the Armenian government is overly interested in various sectors of
information technology, since legislation is a clear instance of this. As a result of strengthening the
legislative framework, Armenia strives to achieve job creation, an innovative and competitive economy,
an influx of investments, and the development of scientific and technical potential that can affect the
quality of the armed forces and the improvement of the military industry.

Keywords: information technology, cybersecurity, military industry, Armenia, regulatory
framework, law
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Xiilasa. Mogalodo bagirsaq mikrobiotasinin insan orqanizmi {igiin shomiyyati vo helikobakter
pilorinin eradikasiya terapiyasindan (HPET) sonra onda bas veron doyisikliklor aragdirilir. Bagirsaq
mikrobiotasi immun sistemin formalagsmasi, amintursu vo vitamin sintezi, hazmi stimullagdirmaq,
patogen mikroorganizmlora qarsi kolonizasiya rezistentliyi vo s. yaratmagqla insan saglamligi iigiin zoruri
olan bir ¢ox fizioloji proseslards istirak edir. Mikrobiomanin torkibi metagenomik analiz tisullart —
hadaflonmis metagenomika (16s rRNT, 18s rRNT, ITS toyin olunur), ov tiifongi metagenomikasi, YNS
Vo S. ilo Oyranildikdan sonra bu naticays gealinmisdir ki, HPET-dan sonra antibiotiklarin tasirindon
bagirsaq mikrobiotasinin torkibinds obligat anaeroblarin (actinobacteria, bacteroides, akkermansia
muciniphila, faecalibacterium prausnitzii vs s.) saymin azalmasi va fakiiltativ aerob mikroorqanizmlarin
artiminda doyisikliklor yaranir vo disbioz bas verir. HP-nin rasional eradikasiya miialicasi, alternativ
fitopreparatlar, fagq vo ya probiotiklorlo aparilarsa, disbioz problemi vaxtinda miioyyan edilorok aradan
qaldirila bilar.

Aparilmis aragdirmada HP infeksiyalarinin antibiotik miialicosindon bagirsaq mikroflorasinin
torkibinds bakteriyalarin nisbi miqdar1 sekvenirlogma tisulu ilo alds edilon molumatlar ssasinda miisyyan
edilmisdir. Bifidobacterium, lactobacillus, escherichia va clostridium cinslorinin niimayandalaring
tosirini miioyyon etmok {igiin klinik materialin metagenomik analizindoan istifado edilmigdir. Malum
olmusdur ki, bagirsagin mikrob torkibi lactobacillus, escherichia va clostridium cinsino aid olan
bakteriyalarin miialicodon sonra miivafiq olaraq xastalorin 76,5%, 51,3% va 55,2%-ds, yani comi 0,5%
doyisiklik bas vermisdir. Bifidobacterium miqdari xastalarin 60,5%-da shamiyyatli daracads azalmisdir.
HPET bagirsaq mikroflorasinda “agar” bakteriyalar olan asas niimayondslorinin sayina goxistiqamatli
tosir gostorir,bu baximindan mialiconin naticalorinin risklorini prognozlasdirarkon antibiotiklorin
istifadasi zamani nozors alinmalidir.

Acar sozlor: bagirsaq mikrobiotasi, microbioma, Helicobacter pylori, eradikasiya miialicasi,
metagenomik analiz
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Giris

Mikroorganizmlor insan organizminin biokiitlasinin shamiyyatli hissasini taskil edarak, onunla
miirokkob simbiotik ekosistem yaradir. Bagirsaq mikrobiotasinin normal torkibi vo funksiyas: immun
sistemin formalasmasi, stimullagsmasi (bagirsagin selikli gisasinin giiclondirilmasi/B-defensin istehsali),
vitamin sintezi (B1, B2, B6, B12 va K), hazmi dastoklomak (hozm olunmasi ¢atin olan liflarin va
karbohidratlar1 par¢alanmasi), bagirsagin epitel hiiceyralorinds enerji moanboyi kimi qisa zancirli yag
tursularinin (asetat vo butirat) sintezi, iltihab aleyhino vo selikli gisalara qoruyucu (butiratlar va S.),
detoksifikasiya (ekzogen maddolorin pargalanmasi vo ¢ixarilmasi), amintursu sintezi, patogen
mikroorganizmlars gars1 kolonizasiya rezistentliyi va S. tasirlorls insan saglamligi Gigiin zaruri olan bir
cox fizioloji proseslords istirak edir. Cox hissasi bakteriyalar, gobalok, virus vo protozoalardan ibarot
olan bu populyasiya insan hiiceyralorindon 10 dofs ¢ox mikrob hiiceyrasing, insan genomundan 150 gat
daha ¢ox geno malikdir. Insan orqanizmindo yasayan kommensal, simbiotik mikroorqanizmlorin
yaratdigi bu ekoloji birliya “mikrobiota”, bu miihitdo yasayan “mikrobiota”nin sahib oldugu genetik
materiala iso “mikrobioma” deyilir. Mikroorganizmlarin stabil torkibi bir yasindan sonra formalasir.
Onun tarkibina otraf miihit faktorlari, antibiotiklor, pahriz, genetika, iltihab, gigiyenik aspektlar, hayat
torzi vo s. tosir gostarir. Onu da geyd etmok lazimdir ki, bu giin ananavi nacis analizlarini avoz edon
miasir molekulyar-genetik isullarla bagirsaq mikrobiotasinin torkibini dyronmok miimkiindiir. Bu
analizlorlo mikrobiomanin har bir ford {iciin spesifik vo nisbi stabil olmas1 miioyyon edilmisdir. “Insanin
mikrobiom proyekti” (Human Microbiome Project, 2007) sayasinds insanin saglamliginda ¢ox
ohomiyyatli rolu olan mikrobiota daim hartarafli 6yranilmokdadir [1; 2; 3; 4].

Mikrobiotanin taksonomiyasi 5 asas tipdon (philum) — aktinobakteria (5%), proteobakteria (8%),
firmicutes (>250 cins, 40-65%; lactobacillus, mycoplasma, bacillus, clostridium), bacteroides (~20 cins,
25-60%), verrucomicrobia (1%) ibaratdir. Fordlorde mikrobiotada rast galinon 160 bakteriya ndviindon
124-ii tadqiq edilmisdir [5].

Helikobakter pilori bakteriyast diinya ohalisinin toxminon yarisinda mododo bakteriya
gozdiriciliya sobab olur. Bu bakteriya gastrit, mads xorasi, adenokarsinoma va moda selikli gisasi ilo
olageali limfoid toxuma limfomasi (mucosa-associated lymphoid tissue — MALT lymphoma) kimi
xastoliklora sobab olur. Diinya miqyasinda yayilan patogen olmaqla yanasi, H. pylori getdikco daha
yiiksok antibiotiklora davamliliq niimayis etdirir vo bu bakteriyaya qarsi yeni terapevtik strategiyalarin
islonib hazirlanmasi zaruratini yaradir. H. pylori-nin eradikasiya terapiyasi (HPET) infeksiyadan dorhal
sonra baglansa, mads selikli gisasinin zodolonmosi vo yetkinlik dovriindo moda Xargonginin yaranma
riski azala bilor. Bunu nazors alaraq, bir ¢ox olkalordo ilkin profilaktik todbir kimi gonclor arasinda
H.pylori-nin skriningina baslanilmisdir [6, 7].

HPET Maastrixt Konsensusunun protokoluna uygun olaraq, kompleks bir sxemo asaslanan
amoksisillin 1000 mq, klaritromisin 500 mq, o ctimladon proton pompasi inhibitoru va vismut
subsalisilatinin istifadasi ilo hayata kecirilir. HPET torkibinds olan antibiotiklor bagirsaq mikrobiotasina
tosir gostararak onun tarkibinin komiyyat vo keyfiyystco doyismasino sobob olur. Bu miialiconin
bagirsaq mikrobiotasina tosirini miioyyan etmak tigiin faydali (obligat, autoxton) vo patogen bagirsaq
mikroflorasinin sayinin qiymotlondirilmasi lazimdir [8; 9].

HPET aparilmis xastalords diggot bagirsaq mikroflorasinin osas niimayandslorinin kamiyystca
miqdarma yonaldilir — bifidobacterium, lactobacillus, escherichia va clostridium — bakteriya cinslori
bagirsaq mikrobiotasinin oshamiyyatli hissasini togkil edir. Eyni zamanda faecalibacterium prausnitzii Vo
akkermansia muciniphila kimi anaerob bakteriyalar mikrobiotanin an bdyiik populyasiyasini togkil edan
novlordir, adi tisullarla agkarlana bilmasalar do, metabolik funksiyalarina vo genoma gors ayird edilirlor
[10;11; 12, 13].

HPET sonra bag vermis disbiozun diaqnostikasi ligiin avvallor istifads edilon, klassik tisul bagirsaq
torkibinin  (nocisin) kultivasiyas1 aparilaraq Oyronilirdi. Lakin bagirsagda yasayan oksar
mikroorganizmlorin kultivasiyast liclin uygun sorait yaratmaq mimkiin olmadigindan (xisusilo,
anaeroblar lciin) bu Usulun genis istifadesi miimkiin deyil. Hazirda miasir molekulyar genetik
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analizlordon istifads edoarak, bagirsaq mikrobiotasinda goxlu sayda aerob vo anaerob bakteriyalari vo
metabolik slagoli qruplarini miisyyan etmok miimkiindiir [14; 15; 16].

Tadgiqat isindo torafimizdon H.pylori-nin eradikasiya terapiyasindan sonra xastalords bagirsaq
mikrobiotasinin torkibindaki doyisikliklor aragdirtimigdir.

Material va tohlil metodlar:

Bagirsaq mikrobiotasinin torkibini miioyysnlogdirmok iigin xostolordon 200 mq ¢okido nacis
niimunslori toplanilir vo mixtolif tisullarla miayina edilir. Bu moagsadlo mikroskopik, kultural
(aerob/anaerob NextGen kullturasi), molekulyar-genetik (ZPR va s.), metabolit ziilallarin tayini (MS,
ELISA), molekulyar texniki (Sanger, NGS) tsullar istifado olunur. Metagenomik analizlordon (MA)
istifada edarok, niimunalords mikrobiomanin tarkibindoki mikroorganizmlarinin kultivasiya aparmadan
nuklein tursusunu toyin etmoklo birbasa identifikasiyasi miimkiindiir. Bu {isullardan istifadonin
sabablarindon biri mikrobiotada moveud olan ¢oxlu sayda anaerob bakteriyalar qrupunun kultivasiya
yolu il agkarlanmasinin ¢ox zohmatli vo oksar hallarda miimkiin olmamasidir. Mikrobiomanin torkibi
asagidaki miiasir tsullarla 6yronilir: mikrobiomun profillosdirilmasi (16S rRNA, 18S rRNA, ITS2,
funksional marker genlari), prognozlasdirilan funksional profillosdirmo (16S rRNT gen moalumatlarina
osaslanaraq), ov tiifonginin metagenomikasi, metatranskriptomika, filogenetik analiz. Nocisdo yiiksok
migdarda DNT izolyasiya inhibitorlarinin olmasi sababindon DNT tacrid proseduru tigiin adoton, xiisusi
ekstraksiya dasti (QIAmp DNA Stool Mini Kit, QIAgen, GERMANY) istifads olunur. Mikrobiom
molumatlarinin tohlili niimunalordo metagenomik analizlor, miiqayisali taksonomik vo funksional
profillor 6yranilorok aparilir. Mikrob metatranskriptomikast — kompleks niimuno daxilinds bir grup
mikroorganizm tarofindon kodlanan biitiin RNT-larin tohlilidir. Hodoflonmis metagenomikada miioyyan
konservativ (qorunan) bolgalor (16s rRNT, 18s rRNT, ITS (Internal Transcribed Spacer — Daxili
transkripsiya aralig1)) zoncirvari polimeraza reaksiyasi (ZPR) praymerloari ilo amplifikasiya olunur va
ardicilliq toyin edilir. ~1500 bp uzunlugunda 16S rRNT geni ilo bakteriyalarin identifikasiyas1 hazirda
standartlagdirilmig bir prosedurdur. Tok genin miixtalifliyino osaslanan unimodal filogenetik analizdon
forgli olaraq, 16S rRNT geni, metagenomik analizi mikrob populyasiyasinin multimodal genetik
torkibini sistemlosdirir vo belaliklo, daha diizgiin taksonomik toyin vo genomik molumat verir.
Metagenomika mikrob populyasiyasinin tarkibinin tokamiil profillorini yaratmagla yanasi, funksiyani
filogenetika ilo slagolondirmayas komok edir. 16S rRNT ardicilligi verilmis niimunodos mdvcud olan
bakteriyalart miioyyan vo miiqayisa etmak tigiin istifads olunur [17; 18; 19].

Mikrobiotanin test panelino asagidakilar daxildir — Enterotiplor: (Bacteroides, Prevotella,
Ruminococcus, Lachnospiracea); Mucin-/Butirat amalo gatiron: (Akkermansiya, Faecalibacterium);
Mucin-/Butirat-/H2S- omolo gotiron: (Akkermansia, Faecalibacterium, SRB (sulfat azaldan
bakteriyalar)); Firmicutes-Bacteroidetes-Ratio (piylonma, qiciglanan bagirsaq): Bacterioides,
Bifidobacterium, Eubacterium; hozm pozgunlugu (mads pozgunlugu): pankreatik elastaza, 6d tursusu.

Klinik niimunslordoki bakteriya genomlari molekulyar-genetik texniki {isulu olan DNT
sekvenirlosmo ilo agkar edilir. Proses zamani, xiisusilo bakteriyalardan golon signallar geyds alinir.
Niimunado nego forqli bakteriya genomunun oldugu 16S rRNT ardicilligi zoncirvari polimeraza
reaksiyasi (ZPR) ilo ¢oxaldilaraq tayin edilir. Bu tisullarla mikrobiomdaki spesifik genlor askarlanaraq
funksional malumatlar verilir va bakterial biogesidlilik tahlil olunur [19].

Sekvenirlosmo (ardicilliq) tsullarindan olan ov tiifongi (Shotgun) metagenomikasi qeyri-
diskriminantdir, mikroorganizmlorin ndv saviyyasino godor komiyysatini, hotta taksonomiyasini
miioyyan edir. Istonilon mikroorqanizm olan niimuns kompleksinds biitiin genlorin DNT ardicilligin1
toyin etmoys imkan verir. Mikrobiomun metagenomik ov tiifongi ardicillig1 naticesinds bakteriyalarin
16S rRNT bdlgasi ligiin spesifik praymerlor hodof bdlgonin amplifikasiyast magsadilo istifads edilir.
Uzun nukleotidin oxunmasi ilo daha dagiq naticalor aldo olunur. Massive Bioinformatics Illumina
sistemlorindon istifads edilarok, standartlagdirilmis metagenomik analizlor, homginin Oxford Nanopore
texnologiyasi ila sintez olunan uzun amplikonlarla analizlor yerina yetirilir [20].
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Yeni nasil sekvenirlosma (YNS (Next-generation sequencing — NGS)) genetik texnologiyasi ila
bir niimunadan gatiiriilon milyonlarla hissays ayrilmis DNT molekulunun har bir hissasinin eyni vaxtda
paralel oxunmasina osaslanir. Mikrobiomun torkibinin Gyronilmosinds ugurla totbiq olunur.
Hiiceyradoki DNT, RNT, mikro-RNT kimi molekullar haqqinda bdyiik hocmds molumatlarin az xarcls,
tez vo paralel sakilds aldo olunmasini tomin edir. Son zamanlar miiasir YNS — metagenomik ov tiifangi
ardicilligr tsulu yavas-yavas klassik Sanger ardicilligini ovez etmisdir. Hom 454/Roche, hom do
Illumina/Solexa sistemlari ¢oxgesidli miihitlordo metagenomik niimunalorin tohlili tigiin genis sokildoa
istifads olunur [21; 22; 23].

ZPR iisulundan bakteriyalarin komiyyatca fordi farglorini miioyyan etmoak va klassik kultivasiya
tisullarin1 dostoklomok {igiin istifado olunur. Xiisusi praymerlor vasitasilo nuklein tursusu (spesifik
hodaf) amplifikasiya olunaraq fordlorin bagirsaq mikrobiotasinda olan mikroorqanizmlorin noév va
miqdar toyin edilir. Niimuns toplanmasi, MutaCLEAN® Mag RNT/DNT komayi ilo nukleotidlarin
ekstraksiyasi, (Real time PCR: MutaPLEX®) spesifik mikrobiomun amplifikasiyasi (xtisusi Ct-dayarlori
bakteriya novlori) KOV-nin hesablanmasi, névlarin nisbatinin miisyyan edilmasi (standart oyri ilo
olglilmasi, xiisusi nomralori ilo ifads edilmasi = KOV) Xiisusi Diaqnostika Xidmati (Special Diagnostic
Service — SDS) standartlarina uygun aparilir [19].

Intestinal mikrobiomun tohlili naticasinds insanin bagirsaq florasinda yerlogon 3 2sas enterotip
miayyon edilmisdir. Enterotiplor gidalanma voardislarindon asili olaraq farglonir, asason, Bacteriodes
(enterotip 1), Prevotella (enterotip 2), ve Ruminococcus (enterotip 3) novlorindan ibarotdir. Tipik
metabolik xiisusiyyatlora gora enterotipin hansi bakterial qrupa aid oldugunu toyin etmak miimkiindiir.

Tadgiqatin tahlili

Belaliklo, standart malumatlara istinad edorak, mikroorganizmlori miiayyon etmok vo terapevtik
todbirlor tigiin fordi tovsiyalar vermak miimkiindiir. Mikrobiom analizindo Actinobacteria, Bacteroides,
Firmicutes, Akkermansia muciniphila va nadir hallarda Fusobacterium filumunun toarkibi nozars alinir.
Tipik klinik niimunslor bu taksonomik tosnifata uygun olaraq, miioyyon edilir. Mosalon,
Firmicutes/Bacteroidetes nisbatinin artmasi va ya Proteobacterium-un tistiinliiyti miixtalif klinik forqlor
yaradir. Bagirsaq mikrobiomu tadqiqatinda “yaxsi bakteriyalar” diggst morkazindadir. Saglam bagirsaq
iclin vacib bakteriyalardan biri olan Akkermansia muciniphila — Qram-manfidir, anaerob, ¢opsokilli
olub bagirsaq endotelindo musini deqradasiya edarak, selikli gisadaki musin tobagosini yeniloayir va s.
Bagrsagin digor normal mikrobiota niimayandasi faecalibacterium prausnitzii — Qram-miisbatdir,
nacisin 1% KBE = Bacteroides + Eubacteriumdan sonra igiincii on ¢ox rast golinon bagirsaq
bakteriyasidir. Butirat sintez edir, iltihab oleyhino (NF-kB-aktivasiya + IL-8 sintezini blokada etmoklo)
tosir gostorir [5; 24].

Natico

HPET torkibina amoksisillinin daxil oldugda xasto qrupunun bagirsaq mikroflorasinda
Enterococcus spp., Enterobacteriaceae spp. vo Peptostreptococcus spp.-nin komiyyatco artmasi,
homg¢inin Enterobacteriaceae foasilosinin rezistent stammlarmin da c¢oxalmasi miisahido edilmisdir.
Anaerob mikrobiotadan Bifidobacterium spp., Clostridium spp. shamiyyatli dorocods azalir. Bozi
xastolordo maya goboloklori (asason Candida albicans) askar edilir. Bozi hallarda miialicadan 4 hofto
sonra mikrobiotanin tarkibi barpa olunur. Klaritromisin gobul edan xastalordo Bifidobacterium spp.,
Clostridium spp., Bacteroides spp.-do azalma, Enterococcus spp.-nin miqdarinda iso artma bas
vermigdir. Amoksisillin vo klaritromisinin Enterococcus spp. vo Enterobacteriaceae spp.-ya qarsi
minimum inhibisiya konsentrasiyast (MIiK) nacis niimunalorinds ohomiyyatli dorocodo artmisdir.
Bacteroides spp.-ya qarsi klaritromisinin MIK ohomiyyotli dorocads artmis, amoksisillin {igiin
ohomiyyatli doyisikliklor miisahido edilmomisdir. Bacteroides spp.-nin Kklaritromisino davamli
stammlarinin torkibinds antibiotik terapiyasi fonunda 2%-don 76%-o godor artma miioyyan edilmis,
miialicodon 4 hafto sonra onlarin nisbati 59% toskil etmisdir. Mialliflor belo gonasta galirlor ki, H.pylori-
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nin eradikasiya sxemlarinin bir hissasi kimi antibakterial preparatlarin istifadosi biitiin mado-bagirsaq
traktinin mikroflorasinin tarkibinin doyismasina gatirib ¢ixarir va disbiozla naticalonir [25; 26; 27;28].

Homginin antibakterial miialico aparildigda patogen bakteriyalar vo onlarla yanasi, normal
mikroflora niimayondslori arasinda rezistentlik genlori yayilir. Maolum oldugu kimi, bakteriyalarda
rezistentlik mutasiya vo ya horizontal 6tiiriilma ilo qazanilir. Naticods bagirsaq mikroflorasi rezistentlik
genlarinin potensial rezervuari olur. HPET tarkibinds uzunmiiddatli antibiotik miialicosinin aparilmasi
antibiotiklora davamli bakteriya stammlarinin seleksiyasi ila naticalonir. HPET preparatlari, antibiotiklor
Vo proton pompasi inhibitorlart mods-bagirsaq traktinin mikrobiotasinda uzunmiiddatli disbiotik
doyisikliklora sabab olur. Qarsisini almaq ti¢iin probiotiklarin, prebiotiklorin vo mikrob metabolitlarinin
(masalan, butirat +) miialico sxemina daxil edilmasi eradikasiyanin moanfi tasirlorini azaldir [27]. Bundan
alavo, antibiotik istifadasi mahdudlasdirilmalidir vo alternativ eradikasiya vasitalori (mas.,bakteriofaq)
[30], autoprobiotiklor [29], fitopreparatlar daxil olmagla tabii agentlor, iisullar inkisaf etdirilmali va
todqiqg olunmalidir. Qeyd etmoak lazimdir ki, H. pylori-nin litik faglarinin miiayyan edilmasi, onun aradan
qaldirilmasi {igiin alternativ yanagma kimi faq terapiyasini nozardan kegirmoya imkan verir [30].

HPET zamani bagirsaq mikrobiotasinin torkibinin 6yranilmasi, maslohot vo miialico yanagmalari
fordi sokilds hayata kegirilir. Natico olaraq geyd etmak lazimdir ki, H. pylori-nin rasional eradikasiyasi
aparilarsa, probiotiklor, faq vo fitopreparatarin istifadosi ilo bagirsaq mikrobiotasinin disbiozunun
qarsisint almaq miimkiindiir.
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AHHOTaNUA
3HavyeHUe KMIIEYHOI MUKPOOMOTHI M METOAbI HX COBPEMEHHOM THUATHOCTHUKH
Xa¢puza Mancyposa, Cauna I'axxueBa, I'onep CengoBa, IMma Araesa,
Erana baxsimosa, lllaxun CyJieiimanon

B cratbe paccMOTpeHO 3HAaYeHME MHUKPOOHMOTHI KHUIIEYHWKA MJi OpraHu3Ma 4YeloBeKa U
WU3MCHCHUS, MPOWCXOMANINE B HEH mocie 3paaukanuonHod tepamum Helicobacter pylori (I'TIDT).
Kumeunas Mmuxpo6uora yyactByeT B (OPMUPOBAHMHM UMMYHHOU CHCTEMBI, CHHTE3€ aMUHOKHUCIOT U
BUTAMHMHOB, CTHUMYJSILIMK THIICBAPEHHs, KOJOHH3AIMOHHOH YCTOHYMBOCTH K TATOTEHHBIM
MUKpoopranuzMam u ap. OHa ydacTByeT BO MHOTUX (PU3UOJIOTMYECKUX MPOIIeccax, HeOOXOIUMBIX AJIst
3I0pOBbsI 4YeloBeKa. M3ydnB cocTaB MHKpOOHOMa C IMOMOIIbI0 METOJOB METAreHOMHOI'O aHajm3a -
tapretHoii metarenomuku (16s pPHK, 18s pPHK, ITS), metarenomuku apo6oBuka, YNS u apyrux,
ObUT caenmaH BBIBOA, uTO oOauraTHeie aHa’poOb (Actinobacteria, Bacteroides, Akkermansia
muciniphila, Faecalibacterium prausnitzii u JIp.) BO3HUKAae€T yMEHbIIIEHUE YHUCICHHOCTH U U3MEHEHUE
pocta (hakyIbTaTUBHBIX a3POOHBIX MUKPOOPTAaHU3MOB U AUCOAKTEPHO3. Eciu mpoBecTH parmoHanbHOe
spanukanuoHHoe jeueHue HP anbrepHatuBHBIMU (uTONpenaparamu, ¢GaroMm Wik MPOOHOTUKAMH,
npo0iieMy 1ucOaKTeEpro03a MOKHO CBOEBPEMEHHO BBISIBUTH U YCTPAHUTb.

B mpoBeneHHBIX  MCCIEOBAaHUSAX HAa OCHOBAHWM  JAHHBIX, MOJYYEHHBIX METOJIOM
CEKBEHHPOBAHUS, OTIPEICISUTA OTHOCUTEIBHOE KOJMYECTBO OaKTepuii B MUKpO(IIope KUIICYHUKA TIPU
neyeHUH aHTHOMOTHKaMu HP-undexumii. MeTareHOMHbIN aHaiaM3 KIMHUYECKOrO MarepHuaia Obul
MCIIOJIb30BaH JIsl OTIpe/ieNICHUs BIUSHUS Ha MpeicTaBUTeNe poaoB Ondunodakrepui, 1akToOaKTepHii,
SIIEPUXUN M KIOCTPUIMM. YCTaHOBIIEHO, YTO IOCNIE JIEYEHUs OaKTepUsIMM poja JaKTOOAIMLI,
SUIEPUXUNA U KIIOCTPUAUM MHUKPOOHBIN COCTaB KHUIIEYHHMKA u3MeHwIcs y 76,5%, 51,3% u 55,2%
O0nbHBIX, T.€. Bcero y 0,5%. Conepxxanue 6udunodaktepuii OblI0 AOCTOBEPHO CHMXEHO Yy 60,5%
6onbHbIX. [TIDT oka3piBaeT pa3HOHANPABICHHOE BIUSHUE Ha KOJTUYECTBO KITFOUEBBIX MPEACTaBUTECH
MHUKPO(IIOPbl KUIIEYHHMKA, 4YTO CleAyeT YYHUThIBaTh IpPH NPUMEHEHWH aHTHUOMOTHUKOB TpHU
IIPOTHO3UPOBAHUN PUCKOB HCXOJIOB JICUCHHUS.

KroueBble ci10Ba: MUKpoOMOTa KHILIEUHUKA, MUKpoOHOM, Helicobacter pylori, spaaukannonHas
Tepamnus, METarecHOMHBIN aHAJH3.

Abstract
Importance of intestinal microbiota and modern diagnostic methods
Hafiza Mansurova, Saida Hajiyeva, Gular Seyidova, Emma Aghayeva,
Yegana Bakhishova, Shahin Suleymanov

The article examines the importance of intestinal microbiota for the human body and the changes
that occur in it after Helicobacter pylori eradication therapy (HPET). Intestinal microbiota is involved
in the formation of the immune system, synthesis of amino acids and vitamins, stimulation of digestion,
colonization resistance against pathogenic microorganisms, etc. It participates in many physiological
processes necessary for human health. After studying the composition of the microbiome using
metagenomic analysis methods - targeted metagenomics (16s rRNA, 18s rRNA, ITS), shotgun
metagenomics, YNS, and others, it was concluded that obligate anaerobes (actinobacteria, bacteroides)
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in the gut microbiota after HPET were affected by antibiotics, akkermansia muciniphila,
faecalibacterium prausnitzii and others) decrease in number and changes in the growth of facultative
aerobic microorganisms and dysbiosis occurs. If the rational eradication treatment of HP is carried out
with alternative phytopreparations, phage or probiotics, the problem of dysbiosis can be identified and
eliminated in time.

In the conducted research, the relative number of bacteria in the intestinal microflora from the
antibiotic treatment of HP infections was determined based on the data obtained by the sequencing
method. Metagenomic analysis of clinical material was used to determine the effect on representatives
of the genera bifidobacterium, lactobacillus, escherichia and clostridium. It was found that after the
treatment of bacteria belonging to the genus lactobacillus, escherichia and clostridium, the microbial
composition of the intestine changed in 76.5%, 51.3% and 55.2% of patients, i.e. only 0.5%.
Bifidobacterium content was significantly reduced in 60.5% of patients. HPET has a multidirectional
effect on the number of key representatives of intestinal microflora, which should be taken into account
when using antibiotics while predicting the risks of treatment outcomes.

Keywords: intestinal microbiota, microbiome, helicobacter pylori, eradication treatment,
metagenomic analysis
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ELMI MOQALOLORIN TORTIB EDILMOSINO DAIR TOLOBLOR

Toqdim edilon moqalslar jurnalin elmi istigamatina (horbi-nozari elmlar, harbi-xiisusi elmlar, harbi
tobabat, milli tohliikasizlik) uygun, aktual elmi problemlars aid tadqiqatlarin ilk dafa dorc olunmasi {igiin
nozords tutulmus materiallara malik olmalidir. Magalalor elektron variantda ti¢ dildo (Azarbaycan, rus
Vo ya ingilis) taqdim edils bilor.

Moagalo MS WORD maotn redaktorunda 12-lik Times New Roman srifti ilo yigilmali, satirlorarasi
mosafo 1 olmalidir. Magalonin strukturuna uygun olaraq UOT, mogalonin adi, miisllif haqqinda tam
molumat, xiilass, acar sozlor, giris, asas hisso (metodologiya va alds olunan naticalar), natics, istifada
edilmis odobiyyat siyahisi, vo alavalar (ehtiyac olarsa) ardicil va sistemli sokildo togdim olunmalidir.
Mogalonin birinci sohifasinin yuxari sol torafinds UOT indekslor gostorilmalidir. Matnin avvalinds
mogalonin adi, miiallif(lor) hagqinda malumat (ad1 vo soyadi tam sokilda, elmi doracasi, elmi adi vo
harbi xidmotda olanlar iigiin harbi riitbesi), ORCID indeks(lar) (egor varsa), miiallif(lor)in islodiyi
miiassisa(lar), miallif(lar)in elektron pogt tinvan(lar)i, telefon nomralari, homginin qonorar 6danilmasi
iciin onlarin Azorbaycan Beynolxalq Bankinin hesab rekvizitlori gostorilmalidir. Bu malumatlardan
sonra magalonin yazildigi dilde 150 — 250 sézdon ibarat xiilaso verilmalidir. Xiilasads todqiqat isinin
mahiyyati, miiallif(lor)in aldiglar1 elmi naticalor, isin elmi cohotdon yeniliyi, totbigi shamiyyati vo s.
y1gcam sakildo 6z oksini tapmalidir. Xiilasadan sonra 5 — 8 sdzdon ibarat acar s6zlar gostarilmalidir.

Moagalonin motni 6 — 12 sohifo (A4 formatinda) hacminds olmali, sahifalords iss biitiin toraflordon
20 mm bos masafo saxlanmalidir. Sohifalorin némrasi sohifonin asagi orta hissasinds qoyulmalidir.

Mliistrasiyalar, cadvallor, grafiklor, diagramlar matnda yerlosdirilorkon (say: birdon artiqdirsa)
ardicil olaraq arab rogomloari ilo némralonmoalidir. Cadval — codvalin yuxarisinda sagdan (mas., Codvoal
1), sokil iso soklin altinda ortadan (mas., Sokil 2.) va matn hissodon (yuxaridan vo asagidan) 1 bos sotir
buraxmaqgla némralonmali, hamg¢inin elo yerlosdirilmolidir ki, magaloni déndarmadon vo ya saat
agrabinin harakati istigamatinds dondardikds onlara baxmaq, yaxud oxumaq miimkiin olsun.

Motndo verilon riyazi ifadolor MS Word programinin diistur redaktoru (Equation) ilo tortib
olunmalidir. Diistur satrin ortasinda, ndmrasi iSa sagda motorizods yazilmalidir.

Elmi magalodo movzu tizra qisa tohlil verilmali, onun aktualligi asaslandirilmali, hall olunmali
masalalor agiglanmali vo onlarin halli yollart gostorilmali, olds edilon naticalor, isin elmi cohotdon
yeniliyi, totbigi shomiyyati, iqtisadi somarasi va s. aydin sokilda verilmalidir.

Elmi monbalors edilon istinadlar matnds kvadrat métarizoda verilmalidir (masalon, [1] va ya [1,
s.119]). Mogalanin sonunda verilon odabiyyat siyahisi istinad olunan oadobiyyatlarin motndoki
ardicilligina uygun sokildo némralonmoalidir. Odobiyyat siyahisinda son 10 ildo nosr edilmis elmi
mogalolore, monografiyalara va diger etibarli monbolors iistiinliik verilmoalidir. Istinad olunan monbanin
bibliografik tosviri verilorkon Azorbaycan Respublikasinin Prezidenti yaninda Ali Attestasiya
Komissiyasi Royasot Heyatinin 29 oktyabr 2019-cu il tarixli gorar1 ilo tosdiq edilmis, 7 may 2021-ci il,
9 dekabr 2022-ci il tarixli gorart ilo doyisiliklor edilmis “Dissertasiyanin tortibi qaydasi”nin toloblori asas
gotiiriilmolidir. “Istifado edilmis odobiyyat siyahisi”ndan sonra mogalonin vo miisllifin ads, xiilaso vo
acar sozlor (magalonin yazildig: dildan slavs, yuxarida geyd edilmis daha iki dildo) verilmalidir.

Redaksiyaya daxil olmus mogalslorin gapa tovsiyo olunmasi jurnalin redaksiya heystinin anonim
rayindan va plagiatligin mévcudlugunun yoxlanilmasindan sonra miioyyan edilir. Redaksiyaya toqdim
olunan mogals gapa tdvsiys olunmadiqda bu barads miisllif(lor)s molumat gondarilir.

Jurnalin bir ndmrasinds eyni miallif(lor)in iki magalasi darc oluna bilmoz. Yuxarida qeyd edilon
toloblora cavab vermayon moqalolor dorc edilmir vo nosr edilmis mogqalalorin olyazmalar1 geri
qaytarilmur.

TPEBOBAHHUSA K O®OPMJIEHUIO HAYYHBIX CTATEN

[IpencraBiennble s MyONMKAalMKM B JKypHale CTaTbU JIOJKHBI COOTBETCTBOBATh HAyYHBIM
HalpaBJIeHUSIM (BOCHHO-TEOPETUUYECKHNE HAyKH, BOCHHO-CIEIHaJIbHble HAayKH, BOEHHAas MEIHIIMHA,
HallMOHaJIbHast 0€30MacHOCTh) JKypHajla M COJAEp)KaThb MaTepuaibl, OTPaXKarollue pe3yJlbTaThl
UCCJIEJOBaHUM HAyYHO-aKTyaJIbHBIX MPo0JieM, peHa3HaueHHbIe AJ1s TepBUYHON myOnukauuu. CtaTtbu
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MOTyT OBITh NPEJICTaBICHbBl B JJEKTPOHHOM BapUaHTE Ha OJHOM U3 CIEAYIOIUX S3BIKOB:
azepOailKaHCKOM, PYCCKOM WJIM aHTIIHHCKOM.

Cratbs 10JpKHA OBITH HaOpaHa B TeKcToBOM pegaktope MS WORD mpudrom Times New Roman
12, mexxaycTpouHblii uHTEpBANI — 1.

CornacHo crtpykrype crarbu YJIK, Ha3zBanue craThu, mojJHas HHpopmalnus o0 aBTope,
aHHOTAllUs, KJIIOUEBBIE CIIOBA, BBEJIEHUE, OCHOBHAS 4acTh (METOAOJIOTUS U MOJIYYEHHbIE PE3YJIbTAThI),
3aKJIIOUEHUE, CIHCOK MCIOJIb30BAaHHOW JTUTEPATyphl, U MPUIOKEHUS (IpU HEOOXOAUMOCTH) JTOJKHBI
OBITH MpeJCTaBJICHBI MocienoBaTenbHo U cucteMHo. Uunekesl YK nomxHB 0TOOpaxaThCcsi B JI€BOM
BEpXHEW YacTH MEepBOM CTpaHUIIbl CTaTbU. B Hayasle TeKCTa yKa3bIBaeTCsl Ha3BaHHUE CTATbU, CBEJICHUS
00 aBtope(ax) (momHoe uMs U GaMWIHs, ydeHas CTEICHb, yUEHOE 3BAaHME W BOWHCKOE 3BaHHE IS
Boennocayxanmx), ORCID unaexc(pl) (Mpy HATWYKK), YIPEXKIACHUH(IX), B KOTOPOM paboTaeT(roT)
aBTOp(BI), aapec(a) PIEKTPOHHON MOYTHI aBTOpPa(OB), HOMEpa TeNe(OHOB, a TAKKE PEKBU3UTHI CUeTa
Mexnaynaponnoro banka AzepOaiimkaHa 11 yruiatel roHopapa. Ilocne stoit nuadopmanum ciemyer
JaTh aHHOTaluo0 00beMoM 150-250 cioB Ha TOM S3bIKE, HA KOTOPOM HalucaHa CTaTbs. B aHHOTanuu
ClelyeT OTpa3uTh KpPaTKO: CYTh HAay4YHO-UCCIIENOBATENbCKONM pabOThl, HAay4HBIE PE3YJIbTATHI,
NOJIydCHHBIE aBTOpPOM(aMHu), Hay4dHas HOBH3HA pPa0OThI, BaXHOCTh NpUMeHeHus u T.m. [locie
AHHOTAIIUU CJIeIyeT NepeYrCIIuTh KI0YeBbIe CI0Ba U3 5—§ CIIOB.

TekcT craThu JNOJKEH cocTaBisATh 6—12 crpanun (popmara A4), cTpaHULbI JOJDKHBI HUMETh
cB0OOAHOE MpOCTpaHCTBO 1Mo 20 MM co Bcex cTopoH. Homepa cTpaHuIl AOJKHBI OBITH pa3MelIeHbl B
LEHTPE BHU3Y CTPAHUILIBL.

[Ipu pa3MenieHnn B TEKCTE WILIIOCTpALUd, TaONMIl, CXeM, AMarpaMMm (€clid UX KOJIHYECTBO
OoJIbIIIe O/THOI) MX CIIEAyeT HyMEpOBaTh MOCIIEA0BaTENIbHO apadckumu nudpamu. Hymepanus nomkHa
ObITh BBEpXy TaOmuIpl crnpaBa (Hampumep, Tabmuma 1.), a HA CTpaHMIIE C PUCYHKOM — BHH3Y
nocepeauHe (Hampumep, PucyHok 2.) m 1 mycras cTpoka OT TEKCTOBOW 4acTH (CBEpXY U CHM3Y).
N300paxeHne JOMKHO pacIoyiaraTbCsi TAKUM 00pa3oM, YTOOBI €ro MOXKHO OBLIO paccMaTpUBaTh MU
YUTaTh HE IOBOPAUMBAsl, a TAKXKE IIPU IIOBOPOTE IO YACOBOM CTpEIIKE.

MatemaTtuueckue BhIpXKEHUS, IPUBEIECHHBIC B TEKCTE, JOJDKHBI OBITH COCTaBJICHBI C TOMOIIIBIO
penaktopa ¢popmyn (Equation) mporpammer MS Word. @opmyny ciaenyeT nucarh MocepenHe CTPOKH,
a UX HOMepa B CKOOKax Crpasna.

B nayuHO# cTaThe NMOJDKEH OBITh JJaH KpAaTKWUW aHaju3 TeMbl, 00OCHOBaHA €€ aKTyaJlbHOCTbD,
pa3bsSCHEHBI pellaeMble BOIPOCH U YKa3aHbl MYTH UX pellieHus. JJoKHBI ObITh YETKO MPEICTAaBICHbI
MOJIyUYE€HHBIE PE3yJIbTaThl, Hay4yHas HOBU3HA pabOThl, €€ MpUKIIaJHAs 3HAYMMOCTh, HIKOHOMUYECKAs
3¢ (HEeKTUBHOCTH U T.II.

CcbulkM Ha Hay4Hble UCTOYHMKM B TEKCTE JOJDKHBI OBITh JaHbl B KBaJApPaTHBIX CKOOKax
(manmpumep, [1] nmu [1, ctp.119]). Cnucok nureparypsl, IpUBEICHHbBIN B KOHIIE CTATbH, JOJDKEH ObITH
IPOHYMEPOBAH B COOTBETCTBUH C MOPSIIKOM LIUTUPOBAHUS JIUTEPATYpPHI B TEKCTE. B crivcke inTepaTypbl
IpEIIOYTEeHUE CJelyeT OTJaBaTh HAyYHbIM CTaThsiM, MOHOrpadusM M JAPYTUM JOCTOBEPHBIM
UCTOYHHKAM, ONyOiMKoBaHHBIM 3a mocieanue 10 ser. Ilpu nave 6ubGnuorpaduueckoro onvcaHus
HUTUPYEMOIO0 HCTOYHHUKA, 33 OCHOBY JOJDKHBI HpUHHUMAaThcs TpeboBanus «llpaBmia cocraBieHus
JHccepTaluny, KOoTopble ObuiM  yTBepxkaeHbl pemenueM [Ipesunuyma BAK mnpu Ilpesunenre
Aep0aiimxanckoi PecriyOmuku ot 29 oktsa0pst 2019 rosna v BHECEHBI U IOTIOJHEHBI TOCTAHOBJICHHEM
ot 7 mas 2021-ro, 9 nekabps 2022-ro ronos. [locne «Crnrcka UCMOIB30BaHHOM TUTEPATYpPhI» CIIEIyeT
yKa3bIBaTh Ha3BaHUE CTaTbU U aBTOPA, AHHOTAIMIO M KJIFOUEBBIE CIIOBA (IOMUMO $3bIKa, HA KOTOPOM
HalMcaHa CTaThsl, Ha JIBYX JAPYIHX S3bIKaX, YIOMSHYTBIX BBIIIE).

PexomMenaanus k myOIrKaluy CTaTel, BXOASIIMX B PEAAKIUIO, OIPEENISIETCS 10CIe aHOHUMHOTO
3aKJIFOYEHMS PEIaKIIMOHHOM KOJUIETHH JKypHasia U MPOBEPKH Ha HaJIMuue ruiaruara. Eciau noctynuBias
B pPENAKLMIO CTaThsl HE pPEKOMEHAyeTcs K myOnukanuu, uHpopmanus o0 3TOM OTHpaBIIseTCS
aBTOpY(am).

JIBe cTaTbu OJHOTO U TOTO K€ aBTOPa(0B) HE MOTYT OBbITh ONMYOJIMKOBAaHBI B OJHOM HOMEpeE
xypHaia. CTaTbu, HE COOTBETCTBYIOILIUE BBILICYKAa3aHHBIM TpeOOBaHUSAM, HE OyAyT OMyOIMKOBaHbI, a
pYKOIIHCH OMYOJIMKOBAHHBIX CTaTei He OyAyT BO3BpAILIEHBI.

150



Milli Toahliikasizlik va Harbi EImlar — National Security and Military Sciences

REQUIREMENTS FOR THE COMPILATION OF SCIENTIFIC ARTICLES

Submitted articles should have materials intended for the first publication of researches related to
current scientific problems, in accordance with the journal's scientific direction (military-theoretical
sciences, military-special sciences, military medicine, national security). Articles can be submitted
electronically in three languages (Azerbaijani, Russian or English).

The article should be typed in MS WORD text editor with Times New Roman font 12, line spacing
should be 1. Universal decimal classification (UDC) according to the structure of the article, ORCID
indexes (if any) title of the article, full information about the author, abstract, keywords, introduction,
main part (methodology and results obtained), conclusion, list of references used, and supplements (if
needed) should be presented in a consistent and systematic manner. UDC indexes should be displayed
on the upper left side of the first page of the article. At the beginning of the text, the title of the article,
information about the author(s) (full name and surname, academic degree, academic title and military
rank for those in military service), institution(s) where the author(s) works, e-mail address(es), telephone
numbers, as well as account details of the International Bank of Azerbaijan for the payment of fees.
After this information, a summary of 150-250 words should be given in the language in which the article
was written. In the summary, the essence of the research work, the scientific results obtained by the
author(s), the scientific novelty of the work, the importance of application, etc. should be concisely
reflected. After the summary, keywords of 5-8 words should be listed.

The text of the article should be 6-12 pages (in A4 format), and the pages should have 20 mm free
space on all sides. Page numbers should be placed in the lower middle of the page.

When placing illustrations, tables, charts, diagrams in the text (if the number is more than one),
they should be numbered consecutively with Arabic numbers. Table — should be numbered at the top of
the table from the right (e.g., Table 1), and the figure should be numbered from the middle (e.g., Figure
2.) and 1 blank line from the text part (top and bottom), and should be placed in such a way that the
article is not rotated or clockwise so that they can be viewed or read when turned in the direction of the
movement of the hand.

Mathematical expressions given in the text should be compiled with the formula editor (Equation)
of the MS Word program. The formula should be written in the middle of the line, and the number should
be written in parentheses on the right.

In a scientific article, a brief analysis of the topic should be given, its relevance should be justified,
the issues to be resolved should be explained and their solutions should be indicated, the results obtained,
the scientific novelty of the work, its application importance, economic efficiency, etc. should be given
clearly.

References to scientific sources should be given in square brackets in the text (for example, [1] or,
[1, p.119]). The list of references given at the end of the article should be numbered according to the
order of the cited literature in the text. Scientific articles, monographs and other reliable sources
published in the last 10 years should be preferred in the literature list. When giving the bibliographic
description of the referenced source, the "Procedure for the preparation of the Dissertation™ approved by
the decision of the Presidium of the Higher Attestation Commission under the President of the Republic
of Azerbaijan dated October 29, 2019, and amended by the decision dated May 7, 2021, December 9,
2022 requirements should be taken into account. The title of the article and the author, abstract and
keywords (in addition to the language in which the article is written, in two other languages mentioned
above) should be given after the "referenced literature list".

The recommendation for publication of the articles included in the editorial board is determined
after the anonymous opinion of the editorial board of the magazine and after checking the presence of
plagiarism. If the article submitted to the editors is not recommended for publication, information is sent
to the author(s).

Two articles by the same author(s) cannot be published in one issue of the journal. Articles that do
not meet the above-mentioned requirements will not be published, and manuscripts of published articles
will not be returned.
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